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ABSTRACT

Onlinesocialnetworks(OSNs)areusedtoconnectpeopleandpropagateinformationaroundthe
globe.Alongwithinformationpropagation,rumorsalsopenetrateacrosstheOSNsinamassiveorder.
Controllingtherumorpropagationisutmostimportanttoreducethedamageitcausestosociety.
EducatingtheindividualparticipantsofOSNsisoneoftheeffectivewaystocontroltherumorfaster.
ToeducatepeopleinOSNs,thispaperproposesadefensiverumorcontrolapproachthatspreadsanti-
rumorsbytheinspirationfromtheimmunizationstrategiesofsocialinsects.Inthisapproach,anew
informationpropagationmodelisdefinedtostudythedefensivenatureoftrueinformationagainst
rumors.Then,ananti-rumorpropagationmethodwithasetofinfluentialspreadersisemployedto
defendagainsttherumor.Theproposedapproachiscomparedwiththeexistingrumorcontainment
approachesandtheresultsindicatethattheproposedapproachworkswellincontrollingtherumors.
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1. INTRODUCTION

Theproliferationofinternet-enableddevicessuchassmartphoneshasledtotheincreasedusageof
OnlineSocialNetworks(OSNs)forreal-timeinformationsharing(Leskovec,Backstrom,&Kleinberg,
2009;Guille,Hacid,Favre,&Zighed,2013).Thiskindof informationsharinghelpsthesociety
indisseminationoftheusefulinformationonalargescaleinashorterduration(Bakshy,Rosenn,
Marlow,&Adamic,2012).Also,OSNsarehelpingforthegrowthoforganizationalbusinessesby
findingnewcustomerbases/marketingmedium(Pham,Tran,Thipwong,&Huang,2019)andOSNs
serveasorganization’scrucialdecisionpropagationplatformduringdisastrousevents(Ngamassi,
Ramakrishnan,&Rahman,2016;Subramaniyaswamy,etal.,2017).However,alongwithuseful
informationpropagationandincreasingthebusinessprospects,OSNsalsoserveasfertilelandfor
falseinformationorrumorpropagationonanunprecedentedscale(Wen,etal.,2015).Forexample,
in2013,therewasarumorinitiatedatOSNsrelatedtoBarackObama’sinjuryinanexplosionatthe
WhiteHouse.ThisrumorhasmadeamajorcrackdownontheU.SstockmarketamountedtoU.S
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dollar136.5billionwithinthreeminutesofpropagation(Domm,2013)(Foster,2013).Thisshows
thattherumorspreadsfasterthannormalinformationinonlinemediumslikeOSNs(Doerr,Fouz,
&Friedrich,2011).Suchanexacerbatedpropagationcausesirreversibledamagetosocietyduring
emergencyeventsasanegativeeffect.Consequently,researchesonidentifyingandcontrollingthe
rumorshavebeenarisingrecentinterestamongindustryexpertsandacademicians.

RumorinOSNscanbedefinedasaninformation/storythatisunverifiedorauthenticitysource
isunknownduringitscirculationinthenetwork(DiFonzo&Bordia,2007).Therehavebeenvarious
researchworkstoprotecttheOSNsfromrumorsthroughdifferentmethodologiessuchas:blocking
rumorspreadthroughnodeblocking(Hu,Pan,Hou,&He,2018)andlinkblocking(Kimura,Saito,&
Motoda,2009),defeatingrumorspreadthrough‘anti-rumor’informationasaprotectivemechanism
(Li,Zhu,Li,Kim,&Huang,2013;Afassinou,2014;Tong,etal.,2017).Inareal-worldsituation,
blockingtheindividualshasprivacyanduseragreementissuesinlargescalenetworkslikeOSNs
(Ahn,Shehab,&Squicciarini,2011;Huber,Weippl,Kitzler,&Goluch,2011).So,theprotective
mechanismthroughanti-rumorinformationisawidelyacceptedandmorefocusedsolutiondomain
forrumorcontainmentproblems(Tripathy,Bagchi,&Mehta,2010).

When a rumor spreads in OSNs, the authorities or individuals in the network identify true
informationagainsttherumorandpropagateitinthenetwork(Ji,Liu,&Xiang,2014).Thisactof
defendingagainstrumorsthroughanti-rumorpropagationprotectstheOSNsbybreakingtherumorin
thenetwork.ThisdefensivemechanismtoprotectOSNscanbestudiedfromthedefensivemechanism
ofsocialinsectstoprotectagainstthepathogeninthereal-world.Thedefensivemechanismofboth
possessesthesamebehaviorsuchasone-to-onecontact,fast-spreadingofepidemicsinthesystemof
socialinsects(Naug&Camazine,2002)andOSNs(Doerr,Fouz,&Friedrich,2011),anddefending
protectionusingthesetofindividualsagainsttheepidemicsinsocialinsects(Myles,2002)aswell
asOSNs(Li,Zhu,Li,Kim,&Huang,2013).Hence,thedefendingprotectionmechanismofsocial
insectsisemployedintheproposedapproachtocontroltherumorsinOSNs.

Socialinsectsleadagrouplivingincolonies.Thedefensivesystemsoftheseinsectshaveevolved
asaco-operativeimmuneprotectionsystemagainsttheparasiteinfection.Thediseasetransmission
insuchcoloniesiscontrolledorremovedusingtheco-operativeactionsofindividualinsectsasa
groupdefensiveprotectionatthecolonylevel.Inthiswork,thedefensiveprotectionactofinsects
suchas‘Dampwoodtermites’(Rosengaus,Jordan,Lefebvre,&Traniello,1999;Myles,2002)has
inspiredthisstudytocontrolrumorpropagationinOSNs.Theinfectedtermitescreatevibrationin
responsetopathogeninfection.Thisdefensiveactionfromnestmatesisidentifiedbyothertermites
toescapefromtheinfection.Thesetermitestransmittheimmunizationthroughthecontact.Such
behavioral response of termites against the pathogen effectively removes the infection from the
colonyinashorttime.

Themainobjectiveofthisworkistospreadanti-rumorsagainstrumorpropagationwiththehelp
ofthemostinfluentialspreadersinthenetwork.Toenablefasteranti-rumorpropagationinthenetwork,
thispaperdefinestwonewsetsofmostinfluencerscalledflockingandgushinginfluencerstoinitiate
theanti-rumorpropagation.Flockingandgushinginfluencersspreadtheinformationasaco-operative
approachamongtheparticipantsinthenetwork.Whentheinformationinitiatedfromflockingand
gushinginfluencers,allotherparticipantstrytocommunicatewithneighborsasacontagiouseffect.
Thissortofbehaviorissameastheco-operativebehaviorofsocialinsects.Previousworksonrumor
containmentthrough‘anti-rumor’propagationconsidervariousoptimizationfactorsinidentifying
theinitialspreaders,propagatingtrueinformation,andcompetingagainstrumorpropagation(He,
Song,Chen,&Jiang,2012;Liu,etal.,2016).But,noneofthesediscusstheco-operativerumor
containmentapproachthathandlesrumorsthroughflockingandgushinginformationpropagation.

Inthiswork,anovelrumorcontainmentapproachcalledRumorControlviaDefensiveProtection
(RC-DP)isproposedtospread‘anti-rumor’asdefensiveprotectionagainsttherumors.Thisapproach
triestocombatrumorsusingaco-operativerumorcontainingbehavior.First,theproposedworkmodels
thepropagationofanti-rumorasadefensiveactagainsttherumorpropagation.Thispropagation
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modeliscalledtheProtectivePropagationmodel.Next,thisworkutilizestheopiniondynamicsand
strengthofrumortoidentifytheinfluencerswhocaninitiatetheanti-rumorpropagation.Finally,an
anti-rumorpropagationapproachisproposedasco-operative,defensiveprotectionagainstrumor.
Thenoveltyoftheproposedapproachliesin1.Proposinganewinformationpropagationmodelthat
mimicsthedefensiveprotectionofanti-rumorsagainstrumors.2.Utilizingtheopiniondynamicsin
identifyingtheinitialspreaders.3.Aco-operativerumordefendingapproachasaprotectivemeasure
using‘anti-rumors’.

Thecontributionsofthispaperareasfollows.

a. ThisworkproposesanewinformationpropagationmodelcalledProtectivePropagation(PP)
modeltomimicthereal-worldrumorandanti-rumorpropagationinOSNs.Thedefensivenature
ofanti-rumorpropagationisexhibitedusingdifferentuserstatesinthismodel.

b. Theinteractioninfluenceofparticipantsandthestrengthofrumorsinthenetworkareutilized
toidentifyinfluentialspreaderssuchasflockinginfluencersandgushinginfluencers.Thishelps
inidentifyingtheforceofanti-rumortobespreadinthenetwork.

c. Adefensiveprotectionapproachisproposedinthisworktopropagateanti-rumorinformation
againstrumorsbyhavinginitialspreadersfromflockingandgushinginfluencers.

d. Thispapervalidates theproposedworkwith six socialnetworkdatasets todemonstrate the
effectivenessoftheproposedapproach.Italsocomparestheproposedworkwithrecentand
well-knownstate-of-the-artrumorcontrolapproaches.Theevaluationshowsthesignificance
oftheproposedworkwhencomparedwiththeexistingworks.

Therestofthispaperisorganizedasfollows:section2elaboratelystudiestherelatedworks
onrumorpropagationandcontrolinsocialnetworks.Theninsection3,thedefensiveprotection
approachofthesocialinsect,dampwoodtermite,isdiscussedwithaflowchart.Section4explains
thePPmodelandinteractiveinfluenceupdatemethodofthiswork.Thesamesectionformallydefines
theproblemofrumorcontrol.Insection5,thepaperextensivelyelaboratestheproposedworkof
identifyinginfluencersandspreadinganti-rumors.Experimentalevaluation,insection6,discusses
theexperimentaldetailsandtheresultsoftheevaluation.Incontinuestothatinsection7,thepaper
discussesthesignificanceoftheproposedworkinlightoftheresultsobtainedinsection6.Section
8concludesthispaperwithfutureenhancements.

2. RELATED wORKS

RumorpropagationinOSNsplaysasignificantnegativeroleinsocialcommunications.Studying
suchrumorpropagationandcontrollingrumorshasbeentrendingresearchinterestinrecentdays.
Thissectiondiscussesthemajorrecentworksinrumorpropagationandcontrol.

Insocialnetworkingenvironments,therumorpropagationstudyhelpstoidentify(Srinivasan
&LD,2019)andcontroltherumors(Li,Zhu,Li,Kim,&Huang,2013;Fan,etal.,2014).Thereare
differenttypesofmodelsderivedtostudytherumorpropagationinonlineandofflinesocialnetworks.
Rumorpropagationmodelwasfirstderivedfromtheinspirationofhumanepidemicpropagationin
thepopulation(Daley&Kendall,1964)(Maki&Thompson,1973).Thoseclassicalmodelsarecalled
theDKmodel(Daley&Kendall,1964)andtheMKmodel(Maki&Thompson,1973).Bothofthese
modelsserveasthebasefortherumorpropagationmethodsinsocialnetworks.IntheDKmodel,the
wholepopulationwassplitintothreestates.Susceptible-Infectious-Recovered(SIR).Inthismodel,
therumorsspreadonone-to-onecommunicationamongindividuals.TheMKmodeladdedanother
hypothesistothismodelstatingwhentwosusceptibleindividualscommunicate,oneofthemwill
inevitablyturntotherecoveredstateandstopspreadingtherumor.Followingtotheseclassicalmodels,
therewerevariousrumorpropagationmodelsdevelopedinstochastictheory(Dauhoo,Juggurnath,
&Adam,2016),appliedmathematicaltheory(Li,Ma,Tian,&Zhu,2015;Giorno&Spina,2016),
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andappliedphysicstheory(Han,Zhuang,He,Shi,&Ao,2014;Ma,Li,&Tian,2016;Huo,Wang,
Song,Ma,&He,2017).Allthesemodelsconsideredthedifferentspreadingnaturesofparticipants
andderivedrumorpropagationmodel.Butnoneofthesemodelsstudiedtherumorcontrolthrough
theanti-rumorpropagationtocompeteordefendagainsttherumors.

Recentlythereweresomerumorpropagationmodels(Zhao,Cui,Qiu,Wang,&Wang,2013;
Wang, Zhao, & Huang, 2014) derived to study the anti-rumor propagation in social networks,
consideringboth rumorandanti-rumorexist in thenetworkat the same time (Afassinou,2014;
Huo&Ma,2017).KomihasintroducedapropagationmodelcalledSEIR(Afassinou,2014)based
oneducationagainst therumor.Thismodelarguededucatingthe individuals in thenetworkcan
blockrumorpropagationandreducesthespread.AnothermodelcalledSIHR(ZhaoL.,etal.,2012)
extendedtheclassicalSIRmodel.Inthismodel,anewstatecalled‘thehibernators’wasintroduced
torepresentthosewhoforgetorremembertherumor.Authorsarguedsuchusersplayanimportant
roleindecidingthelongevityofrumorsinthenetwork.SomeoftheothermodelsextendingtheSIR
epidemicmodelwereILSCR(Chen,2019),SIRaRu(Wang,Zhao,&Huang,2014),andsoon.Also,
fewmodelsconsideredanti-rumorpropagationasvaccinationtotherumorpropagation(Huo&Ma,
2017;Santhoshkumar&Babu,2019).Thesemodelsreliedontheamountoftimetheanti-rumor
spreadtoreducetherumorpropagation.

Thoughthesemodelswereabletocontroltherumorinthenetwork,thebasicnatureofanti-rumor
propagationistospreadtrueinformationasacountermeasuretocompeteordefendagainsttherumor
propagation.Thesemodelsdiscussedanti-rumorpropagationasadistinctinformationpropagation
duringtherumorpropagation.Noneoftheseanti-rumormeasuresdiscussedtheanti-rumorpropagation
asadefensiveorcompetitivepropagation.Therewere fewcompetitivepropagationmodels (He,
Song,Chen,&Jiang,2012;Liu,etal.,2016)derivedusingtheIndependentcascadeapproach.But
SIRepidemicmodeliswidelyusedandacceptedepidemicmodelforrumorpropagationinrecent
days(Zhao,Cui,Qiu,Wang,&Wang,2013).Also,thosecompetingmodelsdidnotgivegreater
resultsinrumorcontrol,leavingroomforimprovement(Li,Zhang,&Huang,2018).Tosolvethese
issues,intheproposedwork,adefensiverumorpropagationmodelcalledthePPmodelbasedon
theSIRepidemicmodelisproposed.Thismodelconsidersanti-rumorpropagationasadefensive
protectorapproach.

Rumorcontrolisthemaingoalofanti-rumorpropagationapproaches.Thereweredifferenttypes
ofrumorcontrolapproachesproposedinresearchcommunitylikeblockingrumorspreadthrough
nodeblocking(Hu,Pan,Hou,&He,2018)andlinkblocking(Kimura,Saito,&Motoda,2009),‘anti-
rumor’propagation(Li,Zhu,Li,Kim,&Huang,2013;Afassinou,2014;Tong,etal.,2017).Therumor
blockingmechanismproposedin(Hu,Pan,Hou,&He,2018)wastoblocktheinfluentialnodesfrom
propagatinganyinformation.Thisapproachensuredtheinformationdoesnotpassthroughthenode.
Thiskindofblockingreducestherumorpropagationinthenetwork.Anotherblockingmechanism
wasproposedin(Kimura,Saito,&Motoda,2009).Inthismethod,insteadofblockingtheinfluencer
nodesinthenetwork,itblockedthelinksinthenetwork.Inrumorblockingmethodologies,rumor
propagationiscontrolledbyminimizingtheinfluenceofrumorsinthenetwork.Thissortofrumor
controltakestimeduetotheminimizationofinfluenceonlybyblockingthenodeorlinkisdifficult.

Mostoftherecentanti-rumorpropagationapproachesconsideredvariousfactorssuchascost
(Fan,etal.,2013;Kotnis,2014),communitystructure(Fan,etal.,2013),education(Kotnis,2014),
numberofinfluencers(Li,Zhu,Li,Kim,&Huang,2013;Fan,etal.,2014),emergencycondition
(Huo&Song,2016),andsoon.Rumorcontrolusingagreedyalgorithmwasproposedin(Li,Zhu,
Li, Kim, & Huang, 2013). In this method, the anti-rumor initial spreaders were identified from
infectedandnormalusers.In(Fan,etal.,2013),ananti-rumorapproachat thecommunitylevel
wasproposedconsidering thecostasan important factor.Anotheranti-rumorapproach (Fan,et
al.,2014)consideredthebudgetaswellastimeconstraintsinspreadingtrueinformation.Kotnis,
(2014)proposedtoprovidetrainingtohigherdegreeindividualswhocanpropagatetrueinformation
efficiently.Similarly,onlinetrainingtoemployeesalsocanalleviateorganizationalsecuritybreaches
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(Jenkins,Durcikova,&Burns,2013;SanNicolas-Rocca&Olfman,2013).Thisactivityincreases
thesecuredinformationpropagationatorganizationlevel(Aurigemma,2013).Tripathyandothers
consideredthetimetakenbyparticipantstobelievetherumorasanimportantfactortostrategizethe
anti-rumorpropagation(Tripathy,Bagchi,&Mehta,2010).Duringanemergencycondition,Huo&
Song(2016)analyzedtheinterplaybetweenrumorandtrueinformation.Theauthorsconcludedthat
officialauthorityshouldbewisetocontroltherumorsquickerinthenetwork.Recently,anewrumor
containingapproachusinganti-rumorcalledRumorContaining(RC)model(Pan,Yang,Yang,Wu,
&Tang,2018)wasproposed.Thismodelconsideredbudgetandtimeconstraintsintheapproach.
Themodelalsoevaluatestheforgettingrateoftheparticipants.Anti-rumorapproaches,discussed
sofar,areconsideringdifferentfactorsincontrollingtherumorsinsocialnetworks.Mostofthese
approachesdonotconsiderorpaystheleastattentiontotheimportanceofinfluentialinitiatorsin
spreadinganti-rumorsinthenetwork.Butinitialspreaderscancontrolrumorsinthenetworkwhenthey
areinfluentialintheircommunity.Also,theseapproachesprovidelesserimportancetothestrength
ofrumorsinthenetwork.Whenrumorsaremore,thestrategyofanti-rumorshouldbeaggressive.

Thecommonproblemsofexistingapproachesdiscussedsofarare1.Thedefensivenatureof
anti-rumorisnotstudiedinmostoftheapproaches.Someapproachesconsidereddefensivenaturebut
thosewerenotderivedfromthewidelystudiedSIRepidemicmodel.2.Theinfluentialimportance
of initialspreadersofanti-rumors isnotproperlyhandled inmostof theanti-rumorpropagation
methods.3.Noneoftheanti-rumorspreadersconsideropiniondynamicsinfindinginitialspreaders,
4.Veryfewanti-rumormethodsconsiderthestrengthofrumortospreadanti-rumors.Theproposed
approachaddressesalltheseissuesandintroducesanewrumorcontrolmethodcalledRumorControl
viaDefensiveProtection.

3. DEFENSIVE PROTECTION OF SOCIAL INSECTS

Socialinsectslikedampwoodtermites,antsareleadingadependentlivingincolonies.Theylead
this dependent living on every aspect of their life, from food foraging to immunization against
externalthreatslikeparasitesandpathogens.Toachievetheimmunizationagainsttheparasitesand
pathogens,theyco-operativelycommunicateinvariousdifferentways.Thisbehaviorhelpsother
participants indefendingorprotecting themselves against the infection.Thenatureofdefensive
protectionstartsonlyaftertheinfectionofdiseaseinthecolony.Theinsectidentifiestheinfection
andtriestocommunicatewithothers.Thiscommunicationmakestheneighboringbroodsacrossthe
colonyactagainstinfection.Thisactnotonlyreducestheinfectiontoalocallevelbutalsoprotects
thecolonyattheearliest.

Figure1showstheimmunizationapproachofdampwoodtermiteagainstthefungus.Thisfigure
explainsthecombinedimmunizationofpathogen alarm(Rosengaus,Jordan,Lefebvre,&Traniello,
1999)andcontact immunity(Traniello,Rosengaus,&Savoie,2002).Dampwoodtermiteshavemany
approachestocontroltheimmunizationagainstthepathogenicfungus(Rosengaus&Traniello,2001;
Myles,2002;Traniello,Rosengaus,&Savoie,2002).Pathogenalarmandcontactimmunityaretwo
majorlyusedcommunicationbehaviorofdampwoodtermitestocontrolthepropagationofpathogens
withinandacrossthebroods(Cremer,Armitage,&Schmid-Hempel,2007).

Pathogen alarm is an alarm response createdby ‘Zootermopsis angusticollis’, a dampwood
termite, on the detection of spores of the fungus ‘Metarhizium anisopliae’ (Rosengaus, Jordan,
Lefebvre,&Traniello,1999).Ondirectcontactwithspores,termitesshowavibratorydisplayto
nearbynestmates.Thisactconveysthepresenceofpathogensinthenest.Theunexposedtermites
understandthisvibratingalertandprotectthemselvesbydistancingfromthevibratingtermites.This
‘fungusalarmbehavior’isaco-operativeapproachoftermitestoactagainstthepathogen.

Another approach dampwood termites use to defend against the pathogen is called contact 
immunity (Traniello, Rosengaus, & Savoie, 2002). When the termite immunizes itself from the
pathogeninfection,theothertermitesinthenestalsogettheimmunizationasacontagiouseffect.
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Thesetermitessignificantlyimprovetheirimmunizationtoresisttheinfectionagainstpathogenswhen
theyplacedincontactwiththealreadyimmunizedtermites.Thiskindofimprovingimmunization
throughcontactiscalled‘contactimmunity’.

Defensive Protection of Dampwood Termite
The flowof immunizationapproaches followedbydampwood termites iselaborated in figure1
asacombineddefenseagainstfunguspathogen(Rosengaus,Jordan,Lefebvre,&Traniello,1999;
Traniello,Rosengaus,&Savoie,2002).Uponaffectedbythepathogeninfection,thetermiteshowsa
vibratingdisplayasanalarmresponsetoneighbors.Thisactisrecognizedbynestmatesandimmunize
themselves.Ifthepathogeninfectionneedstobecontrolledbycontactimmunity,thetermitesinitiate

Figure 1. Defensive protection immunization of social insects
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the contact immunity approach. In contact immunity, termites acquire the immunization against
pathogensthroughdirectcontactwithimmunizedtermites.Suchimmunizationistransferredacross
thebroodsuntil thepathogen removed from thenest.This immunization flow is utilized in the
proposedworktoactagainsttherumor.

4. PROPAGATION MODEL AND INFLUENCE UPDATE

First,thissectionstudiestherumorandtrueinformationpropagationbyintroducinganewpropagation
modelcalledProtectivePropagation(PP)model.Thismodelisbasedontheclassicepidemicmodel
calledtheSIRepidemicmodel(Daley&Kendall,1964).UnderthisPPmodel,theproposeddefensive
rumorcontrolapproachisstudied.Next,thissectionalsoformallydefinestheproblemofrumor
control.

4.1 Protective Propagation Model 
ThePPmodelstudiesthebehaviorofrumorspreadersandtherespectivedefenderswhospread‘anti-
rumor’information.Thismodelisderivedfromthewidelyadoptedepidemicmode,SIR.LetG be
anundirectedgraphdenotingtheOSNsinthiswork.Eqn.(1)representsthenetworkG .

InEqn. (1),τ  represents the influenceofnodesas spreadersamong theirneighbors in the
spreadingprocess.Itisconsideredastheinteractioninfluenceofspreaderontheirneighbors.

Basedonthenatureofinformationpropagation,eachnodeinPPmodelsplitintofourstates:
Uncertain(U ),RumorSpreader( S ),DefensiveProtector(DP ),andProsocial(P ).Uncertain(
U ):Theindividualswhoareneutraltoanykindofinformationandpronetobeaffectedbyrumor
or‘anti-rumor’.RumorSpreader( S ):Theindividualswhospreadtherumorwillbeinthisstate.
DefensiveProtector(DP ):Theindividualswhotrytopropagatethe‘anti-rumor’informationasa
defensiveactagainsttherumortoprotectthenetworkarecalledasdefensiveprotectors.Prosocial(
P ):Thesetofuserswhorecoveredfromtherumorandwillnotbeaffectedbythoserumorsany
morearegroupedinthisstate.Atanytime t ,ThenumberofparticipantsinthenetworkG willbe

S t U t DP t P t V� � � � � � � � � � � � 

ThestatediagramofthisPPmodelisshowninfigure2.LetarandomvariableX ti � � represents
thestateofnode i attime t .Attime 0 ,itisassumedthatallnodesinthenetworkareatthestate
X t Ui � � � .Here,U V0� � � .Attime t ,Iftheuser i believestherumorandstartedtospread

therumor,thenthestateoftheuserwillbe X t Si � � � .ThisstateistransitionedfromstateU .If

user S recoversfromrumorinfection,thenthestateoftheuseris X t Pi � � � .Ifuser i believes

trueinformation,thenthestateoftheuserwillbe X t DPi � � � .TheusersfromstateU , S and
P canbecomeProtector.

4.2 Interaction Influence Update 
In every communication among the participants, the spreader tries to convince the receiver. On
succeedingtheprocess,thereceiverreceivesthemessage;otherwise,thereceiverignoresthemessage.
The spreader can succeed in this process only if the spreader can influence the receiver in this
interaction(Raj&Babu,2015).i.e.,Thespreadershouldbetrustworthyamongtheneighbors(Li,
Rong,&Thatcher,2012;Srinivasan&Babu,2019).Thispapercallstheinfluencevalueofspreaders
as interactioninfluence.Opiniondynamics(Li,Scaglione,Swami,&Zhao,2012;Cho,2018)is
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utilizedinthisworktocalculatetheinteractioninfluenceoftheindividualsinthePPmodel.This
paperextendstheHKopinionmodelproposedin(Li,Scaglione,Swami,&Zhao,2012)foranon-
linearupdateofparticipants’interactioninfluence.Inthisupdatemodel,aconfidencebeliefthreshold
ϑ issetforinteractioninfluenceupdate.Iftheinfluenceofspreaderisgreaterthanthethreshold,
thenthereceiveracceptstheinformation;otherwise,itisignored.

Lettheinteractioninfluenceofnodei V∈ attimet berepresentedasI t I I I Ii u� � � �� �1 2 3
, , , , .

In I ti � � , u  is the possible number of outcomes from any interaction with neighbors. The
neighborhoodfunctionofnode i isdefinedas,

Neigh t j V I I neigbors of ii i j� � � � � �� ��     

Theopinionupdateofnode i usingneighborhoodfunctionisdefinedas,

I t k
Neigh t

I ti
i v Neigh t

v
i

�� � �
� �

� �
� � �
�1

1
* 

InEqn.(4), k representsthedegreeofnode i .Theinteractioninfluenceofanindividualis
measuredasfollows.

Figure 2. Protective propagation model



Journal of Organizational and End User Computing
Volume 33 • Issue 1 • January-February 2021

55
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I ti
i
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1



Theinteractioninfluenceupdatedinthismodelisusedtoidentifytheflockingandgushing
influencersinthenetwork.Suchinfluencersenabletheco-operativedefenseagainsttherumor.The
PPmodelisusedtopropagatetrueinformationagainsttherumorasadefensiveprotectionmeasure.

4.3 Problem Definition
Rumor control – Defending Protection: Given the social networkG  having rumor R  and the
respective‘anti-rumor’ P ,thisproblemof‘rumorcontrolviadefendingprotection’isaimingto
propagate P against R insuchawaythat P breaksthepropagationof R throughco-operative
behaviorofparticipants.

5. PROPOSED APPROACH FOR RUMOR CONTROL

Theproposedworkcontrolsthespreadoftherumorbyspreading‘anti-rumor’tobreaktherumorin
OSNs.Trueinformationpropagatesamongparticipantsasadefensiveapproachforrumorpropagation.
Thisbehaviorofone-to-oneconnectionbetweenneighborsisthesameastheco-operativedefenseof
socialinsects.Inthisrumorcontainmentapproach,themostinfluentialspreaderswhocanactagainst
therumorisidentifiedatfirst.Then,trueinformationisspreadasadefensiveactagainsttherumor.
Theoverallframeworkofthisdefenseacttocontrolrumorsisexplainedinfigure3.

Theamountofrumoravailableinthenetworkisimportanttoidentifytherequiredintensityof
‘anti-rumor’propagationinthenetwork.Recentresearchesonrumorcontrolarenotwidelystudied
thestrengthofrumorinthe‘anti-rumor’propagation.Inthisrumorcontrolapproach,therumor
strengthisdefinedasbelow.

rs t Number of rumor affected nodes
Number of total nodes

� � �     
   



Rumorstrength rs t� � isusedtofindthemostinfluentialspreaders.Themostinfluencefinder
method proposed in this work is two-fold. i.e., It identifies the most influencers from flocking
influencersandgushinginfluencingindividuals.

Incomplexnetworks likeOSNs, thecommunitystructureplaysamajor role in information
propagation(Raj&Babu,2016).Theparticipantswithinthecommunitycommunicatefrequently
than with individuals on inter-community (Zhao Z., Wang, Zhang, & Zhu, 2015). Also, bridge
communicatorshavemoreinfluenceinspreadingfasteracrossthecommunities(Zhang&Li,2017).
So,theinfluencersintheproposedworkareidentifiedfromwithinthecommunityaswellasthe
bridginginfluencersacrossthecommunities.

5.1 Influencer Finder
This paper aims to control the spreading of rumors by propagating ‘anti-rumor’ using the most
influentialspreadersasinitialspreadersinOSNs.Thisworkisinspiredbythedefensivemethodof
socialinsectstoprotectthenests.Theparticipantsinthesocialnetworkingsystemcommunicate
through direct connection by one-to-one contact. The sender communicates the information to
the receiver. If the receivergets convinced, the receiver turns tobea spreaderandpropagate to
theirneighbors.Thischainbehaviorofinfluencingonepersononanotherandsooniscalledas
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social influence. This social influence is useful in identifying the sociability of individuals and
communication strength among their neighbors in online social networks (Xiao&Wang, 2016;
Cheikh-Ammar&Barki,2016).

5.1.1 Flocking Influencers
In social networks, the subsequent spreaders completely imitate the actions of predecessors in
informationpropagationwithoutimposingtheirownjudgment.Thisprocessofunanimouspropagation
iscalledasflockingpropagation.Ininformationdiffusion,thespreaderwhocaninfluenceothers
andenabletheflockinginformationdiffusioniscalledasflockinginfluencer.

Inascale-freenetworklikeOSNs,theparticipantscaninfluenceotherparticipantswithinthe
communityeasier(Zhang&Li,2017).So,theinfluentialspreadersidentifiedfromthecommunity
levelhavetheabilitytoquicklyconvincetheneighborsofthesamecommunity(Zhang,Zhu,Wang,
&Zhao,2013).Thisapproachisusedtoidentifytheflockinginfluencersintheproposedwork.In
dampwoodtermiteimmunization,thetermiteaffectedbypathogenshowsalarmbehaviorwhichhelps
incontrollingtherumor.Inspiringfromthis,theproposedapproachselectsanti-rumorspreaders
fromtherumorspreadingparticipantsaswellalongwithotherparticipants.So,theindividualsfrom
statessuchasUncertain,RumorSpreaderandProsocialcanbecomethetrueinformationspreader
atanypointintime.

Figure 3. Overall Framework of RC-DP in OSNs
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Algorithm 1 – Flocking Influencers Finder 
1: INPUT: G V E= ( ), ,τ , a n  set of communities C C C C C

n
= …{ }1 2 3

, , , , , 

rumor depth rs t( ) 
2: OUTPUT: Flocking Influencer set FL .
3: FL U V FL← ← −′� ,� ,�θ  
4: foreach Ci  in C  do:

5:     IC
Round rs t P t U t S t

C P t U t S
Ci

Ci Ci Ci

Ci Ci C

=
( ) ( )+ ( )+ ( )( )( )
( )+ ( )+

*

*
ii Ci
t FL t( )+ ( )

6:      for range IC
Ci( )) :

7:          v max IIF i S t P t U t
i Ci FL i

= ( ) ∈ ( ) ( ) ( )



∈arg , , };

/
{ |

8:          FL FL v= ∪ ; 
9:     endfor  
10: endforeach 
11: return set FL

ThehigherinfluencersfromstatesS ,P andU areidentifiedandconsideredtobeflocking
spreadersinthenetwork.Thenumberofparticipantsfromflockinginfluencersisdirectlyproportional
tothestrengthoftherumor.Thenumberofflockinginfluencerspercommunityisidentifiedas,

IC
Round rs t P t U t S t

C P t U t S t
Ci

Ci Ci Ci

Ci Ci Ci

=
( ) ( )+ ( )+ ( )( )
( )+ ( )+

*

* (( )+ ( )FL t
Ci



The totalnumberof flocking influencers in thenetwork for true informationpropagation is
calculatedas,

5.1.2 Gushing Influencers
Gushinginformationpropagationisaninformationflowingprocesswhereindividualstrytoimitate
thepredecessorsinalmostallthetime.Theseinfluencedindividualsmayormaynotimposetheir
judgment.Gushinginfluencersareindividualswhoinitiategushinginformationpropagation.The
setofinfluencerswhoenabletheflowofinformationacrossthecommunitiesarecalledasgushing
influencers.Theindividualswhoactasabridgebetweenthecommunitieswithhigherinteraction
influenceareconsideredfortrueinformationpropagation.

Algorithm 2 – Gushing Influencer Finder 
1: INPUT: G V E= ( ), ,τ , a n  set of communities C C C C C

n
= …{ }1 2 3

, , , , , 

2: OUTPUT: Gushing influencer set GI  for time t
3: GI U V GI← ← −′� ,� ,θ  
4: foreach Ci  in C  do
5:     foreach node i  in Ci :
6:               if ∃ ( ) ∈� � � , �|�� � �&� � � :eof i j i Ci j Ci

7:               Br Br i
Ci Ci
= ∪ ;

8:          endif 
9:     endforeach 

10:     w IIF k S t P t U t
k Br kCi

= ( ) ∈ ( ) ( ) ( )



∈argmax , , };{ |
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11:     GI GI w= ∪ ;
12: endforeach 
13: return set GI

GI isthesetofbridgingindividualswhocandisseminatetheanti-rumorinformationacross
the communities to enable the gushing propagation. This enables every community to receive
informationthroughbridges.Hence,thetotalinfluentialinitiatorscombiningflockingandgushing
influencersare,

η = ∪ FL GI 

η = +
∈
∑
Ci C

Ci
IC n 

Thetotalinitiatorsforthisdefensiveprotectionareη .Theflockinginitiatorsofeachcommunity
aredirectlyproportionaltothestrengthofrumors.Thenumberofgushinginfluencersisequaltothe
numberofcommunitiesinthenetwork.

5.2 Rumor Control – A Defensive Protection Approach
Thissubsectionexplainsthepropagationoftrueinformationagainsttherumor.Uponidentification
ofrumorexistence,thenumberofinfluencersidentifiedwhocanenabletheflockingandgushing
informationpropagation.Thoseinfluencersareeducatedaboutthefalsenessofrumorandinitiate
the‘anti-rumor’propagation.Theimmunizationapproachofdampwoodtermiteistoshowalarm
behaviorthroughaffectedtermites.Thisactisidentifiedbyotherparticipantsandco-operatively
spreadacrossthenestfaster.Intheproposedwork,theinitiatorsarealsoco-operativespreaders.Once
therumoridentified,theaffectedindividualsandotherparticipantswhocanenabletrueinformation
propagation are initiating the ‘anti-rumor’ propagation. The ‘anti-rumor’ spread until the rumor
breaksinthesystemortheendconditionmeets.Thisrumorbreakingconditionisidentifiedfrom
therumorstrengthinthenetwork.Algorithm3showsthedefensiveprotectionmechanismofthe
proposedapproach.

Algorithm 3 – Defensive protection

Input: G V E B� � �, , , a n  set of communities 
C C C C C G n nodes set of edgn c c c� �� � �� � � �� �1 2 3

1 2 3, , , , , | , , , &� � � �    ees
Input: � � �, & }where V V � �
Input:  
            
Output: Updated
            
1: foreach node i  in η :

2:  if i U t� � �then:
3:  I t I t i� � � � � �
4:  DP t DP t i� � � � ��
5: elseif i P t� � �  then:
6:   P t P t i� � � � � �
7:  DP t DP t i� � � � ��
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Figure 4. Defensive Protection immunization of OSNs
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8: elseif i S t� � � then:
9:  S t S t i� � � � � �
10:  DP t DP t i� � � � ��
11: endif 
12: endforeach

Rumorcontrol in thiswork isexplained in figure4.Fromfigures1and4, it isknown that
theproposedworkisspreading‘anti-rumor’similartothepathogendefensenatureofdampwood
termite.Themainsimilaritiesbetweenthedefenseofdampwoodtermiteagainstpathogenandrumor
containmentintheproposedworkareasfollows:1.Bothapproachesaredefensiveprotection.i.e.,
onceafteridentifyingtheinfection,theimmunizationstarts.2.Theimmunizationapproachinbothis
throughtheco-operativeactivity.Theindividualswhocanenableflockingandgushingpropagationare
helpinginco-operativepropagationinOSNs.3.Thecontactimmunitypropagatestheimmunization
withinandacrossthebroods/communitiesinbothapproaches.

6. EXPERIMENTAL EVALUATIONS

Theexperimentalevaluationconsiderssixsocialnetworkingdatasetstodemonstratetheeffectiveness
oftheproposedrumorcontainmentapproachincontrollingtherumorpropagationintheOSNs.Italso
comparestherumorcontrolabilityofdifferentanti-rumormethodsagainsttheproposedapproach
toensureefficiency.Thecomparisonmethodsarerecentandwell-knownincontrollingtherumor
propagation.

6.1 Datasets and Competing Methods
Inthisexperiment,sixsocialnetworkingdatasets,sizesrangingfromsmalltolarge,areused.Two
datasetsarerandomlygenerated,andtheremainingfourdatasetsareavailablepublicly(Krevl,2014).
Topologicalstatisticsofthedatasetsareavailableintable1.

Theproposedrumorcontrolapproachiscomparedwithstate-of-the-artanti-rumorpropagation
approaches.Theapproachesarechosenfromrecentandwell-knownanti-rumorpropagationmethods.
ThecompetingmethodsareD-Cmodel(D-C)(Liu,etal.,2016),SIHRmodel(ZhaoL.,etal.,2012),
andarecentrumor-containingapproachRCmodel(Pan,Yang,Yang,Wu,&Tang,2018).Allthese
modelsdiscussthesignificanceoftruthspreadingagainsttherumor.

Table 1. Topological features of datasets

Dataset Name
Network Features

n e <k> H βth β

Karate Club 34 78 4.5882 1.6895 0.129 0.242

RandNW_1 1000 5178 13 2.11 0.08 0.24

RandNW_2 2000 14324 20 2.33 0.11 0.14

ego-Facebook 4,039 88,234 34 3.22 0.12 0.24

ego-Twitter 81306 1768149 42 3.45 0.134 0.15

ca-Condmat 21363 196972 22 2.99 0.02 0.035

Here <k> is average degree, H = <k2>/<k>2 – Degree Heterogenicity index, βth = <k>/<k2> - epidemic threshold 
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• D-C Model:ThisistheDiffusion-ContainmentmodelbasedonLinearThreshold(LT)modelto
containoneofthecompetinginfluencesandenhancethepropagationofanotherinfluence.Inthis
model,thestateofaparticipantiscarriedbyaprobabilityvaluecalledactivationprobability.Here,
thehigherprobabilityneighboronlycaninfluencetheparticipant.D-Cmodelisimplemented
intheexperimentsbyextendingtheLTmodel.

• SIHR Model:TheSusceptible-Infected-Hibernator-Removed(SIHR)modelisanextensionof
theSIRmodelwhichconsidersforgettingandrememberingmechanismsofparticipants.Authors
argueforgetting/rememberingusersplayan importantrole in the longevityofrumors in the
network.i.e.,Inthismodel,therumormayreinitiateitspropagationinalaterpointoftimeor
breaksitspropagationduetoforgettingparticipants.

• RC Model: RC model defines suppressing the rumor by spreading true as a constrained
optimizationproblem.Thismodelconsidersbudgetandtimeconstraintsforrumorcontrol.The
modelalsoevaluatestheforgettingrateoftheparticipants.Theepidemicpropagationmodelof
thisapproachisuncertain-rumor-truth-uncertain(URTU).Inexperiments,theURTUmodelis
implementedforcomparisons.

TheimplementationofthecompetingandproposedapproachisimplementedinPythonlanguage.
Theexperimentalsetupfortheevaluationsisexplainedinthenextsection.

6.2 Experimental Setup and Results 
Theexperimentalevaluationinthisworkisperformedonaserverwith16GBram,4.0GHzocta-
coreprocessor.Thissystemisrunningon64-bitJAVAVM1.8.Toloadtheexistingdatasetsandto
generaterandomnetworks,NetworkX(Developers,2010),apythonpackage,isused.Thespreading
rateofrumorspreaderanddefenseprotectorissetto1wherethespreaderandprotectorcanspread
theinformationonlyoncetothesameneighbor.Thesimulationsareaveragedforatleastfiftyruns
forproposedandcompetingmethods.

Thefirstevaluationinthisexperimentistoexploretheamountofrumorsleftinthenetworkafter
everyiteration.Theproposedworkevaluatesthepercentageofrumorsleftforadifferentnumber
ofinitiators.Theresultsareplottedinathree-dimensionchartasshowninfiguresbelowforallsix
datasets.

Figures5(a)-5(f)showtherumorpercentageleftinthenetworkforallsixdatasets.Theiterations
arethetimestepsoftherumorcontrolprocess.Thetimestepsplottedare10,20,30,40and50.The
numberofinitiatorsforeverydatasetisbasedonthealgorithms1and2thatisdescribedinEqn.(10).

TherumorpercentageofKarateClubandRandNW_1hasdecreasedfrom12%to2%from
theiteration10to50.Theseresultsareobtainedforthehigherinitiatorlevel.Similarly,therumor
percentageofRandNW_2isreducedfrom8.6%to5%.Onemustnotethatthesethreearethesmall-
sizedsocialnetworkswithlesserclusteringcoefficientandthenumberofcommunitiesislesser.The
largersocialnetworkingdatasetsconsideredintheexperimentsareego-Facebook,ego-Twitter,and
ca-Condmat.Rumorpercentagereducedinthesedatasetsforhigher-levelinitiatorsareego-Facebook
–from21%to3%,ego-Twitter–from33%to9%,ca-Condmat–from31.38%to7.32%.Theselarge
networkshaveahigherclusteringcoefficientvaluewitharelativelyhighernumberofcommunities
thansmallnetworks.

Next,thecomparisonofrumorcontrolwithothercompetingmethodsispresented.Theresults
showninthefiguresarefor50thtimestepandvaryinginitialinfluencersizes.Thecompetingmethods
incomparisonareRC,SIHR,andD-Candthoseareelaboratedinsubsection6.1.

Figures6(a)-6(f)showtherumorcontrolofcompetingmethodsforallthedatasets.Alldatasets
showsuperiorresultsfortheproposedRC-DPmethod.i.e.,RC-DPoutperformsothercompeting
methodsinalldatasets.ForsmallerdatasetssuchasKarateClub,RandNW_1andRandNW_2,the
methodsSIHRandD-Careperformingalmostsimilarbutthisperformanceislesserthancompeting
methodsRCandproposedRC-DP.Inthesenetworks,RC-DPperformslittlehigherthantherecent
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rumorcontainingmethodRC.RC-DPoutperformothercompetingmethodsforallthelargerdatasets.
Foroneofthelargerdatasetsca-Condmat,theproposedworkprovidesresultsalmostthesameas
RCforsmallinitiatorsizes.Butwheninitiatorsizeincreases,theproposedworkperformbetter.Itis
visiblethatthenumberofinitiatorsisnothigherinaligningtothestrengthofrumorwhichprovides

Figure 5. Karate Club Rumor Percentage, Rand, NW_1 Rumor Percentage RandNW_2 Rumor Percentage, Ego-Facebook Rumor 
Percentage, Figure 5e. Ego-Twitter Rumor Percentage,. ca-Condmat Rumor Percentage
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comparatively lesser results.This implies that theproposedwork performs better for scale-free,
largerdatasets.

OverallRC-DPisperformingbetterthanotherexistingmethodsincontrollingtherumorsfasterin
thenetwork.Thisprovestheproposedworkisefficientinrumorcontainmentasdefensiveprotection.

Figure 6. Comparison of rumor control
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7. DISCUSSION

Inthispaper,anovelanti-rumorpropagationapproachispresentedasadefensiveactagainstthe
rumorpropagationinOSNs.Theintensityofanti-rumorpropagationisdirectlyproportionaltothe
strengthofrumorsavailablewhentheanti-rumorspreadbegins.Thekeyadvantagesofproposed
workoverotheranti-rumorpropagationapproachesareasfollows.

1. Theepidemicmodelproposedinthisworkimitatesthereal-worldinformationpropagation.The
PPmodeldefinesthedefensiveprotectionofanti-rumorsagainsttherumor.Theadvantageof
usingthisapproachistoefficientlycontroltherumorasadefensiveact.ThePPmodelcanbe
easilydeployedinanyreal-worldsocialnetworkingapplicationswheretherumorpropagation
ispossible.

2. Theinitialspreadersidentifiedinthisapproachareflockingandgushinginfluencers.Theinitial
spreadersplayamajorroleinlettingtrueinformationreachingagreaternumberofparticipants
fasterinthenetwork.Flockingandgushinginfluencersprovidetheadvantageofspreadingthe
informationquicker.Theexperimentwithadifferentnumberofinitiatorsisconductedandresults
areshowninfigures5(a)-5(f).Theresultsshowthatthechoseninitialspreaderscontrolrumors
faster.

3. Opiniondynamicsisusedtoidentifyefficientinitialspreaders.Opiniondynamicshasapplications
ingroupdecisionmaking,trust-awareapplications.Fromthebestofourknowledge,opinion
dynamics is not used in anyof theprevious rumor control approaches. Theproposed work
efficientlyusesthistoidentifyinfluentialspreaders.Theexperimentalresultsshowninfigures
6(a)-6(f) prove that the initial spreaders found using opinion dynamics control the rumors
efficiently.

4. Anovelanti-rumorpropagationapproachusingPPmodeliscontrollingtherumorsfasterin
larger, scale-free socialnetworks.The results shown in6(d),6(e)and6(f)depict the rumor
controlcomparisonoftheproposedapproach.Therumorsarecontrolledfrommorethan30%
tolesserthan5%.Itisevidentthattheproposedworkisabetterapproachforenhancedrumor
controlinscale-freenetworks.

Theefficiencyoftheanti-rumorapproachincontrollingtherumorcanbemeasuredusingthe
amountofrumorsremovedfromthenetworkafterapplyingthe‘anti-rumor’approach.Tomeasure
theabilityofrumorcontrolofananti-rumorapproach,wehaveintroducedametriccalledRumor
ControlRate(RCR).Thiscanbedefinedasfollows,

RCR
rs t
rs

V is constant� �
� �
� �

�100
0

100* &� �  

In this equation, rs t� �  is the strength of rumors at time t  after applying the anti-rumor

propagationapproachinthenetworkusingη setofinfluentialinitiatorsand rs 0� � isthestrength
ofrumorsbeforeapplyingtheanti-rumorapproach.Rumorcontrolratesusingthelowestandthe
highestnumberofinitiatorsareconsideredforthiscomparison.Inthisexperiment,thenumberof
influencersforthelowestnumberofinfluencersandthehighestnumberofinfluencersisobtained
fromtheexperimentsappliedinsubsection6.2foreverydataset.Theresultsareobtainedfrom50th
timestep.

Theresultsareshowninfigures7(a)and7(b)forthelowestnumberofinfluencersandthehighest
numberofinfluencersrespectively.Fromthesefigures,theproposedRC-DPmethodisperforming
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betterthanothercompetingmethodsbyhavinghigherrumorcontrolrateforeverydatasetinthe
lowestandhighestnumberofinfluencers.ItisalsovisiblethatRC-DPiscontrollingtherumors
around21%higherthanothercompetingmethods.Fromfigures7(a)and7(b),theproposedmethod
isperformingbetterforlargerandscale-freenetworkssuchasego-Facebook,ego-Twitter,andca-

Figure 7. Rumor Control Rate for the lowest number of influential initiators
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Condmat.TheamountofrumorcontrolledusingRC-DPmethodwithhigherinfluentialspreadersis
morethan84%forallthedatasets.RC-DPcontrolledrumorsup-to94%forego-Facebooknetworkand
thisistheonlymethodthatcontrolledmorethan90%ofrumorswhencomparedwithothermethods.

Theproposedapproachutilizesthestrengthoftherumorandinteractioninfluenceofparticipants
incontrolling the rumor.Thepreviousworkshavenotusedboth together in rumorcontrol.The
advantage of using these two measures together is to efficiently identify the number of initial
spreadersinproportionaltothepercentageofrumorsinthenetwork.Thesespreaderscaninfluence
theneighborsquickertoenabledefensiveactagainstrumor.

8. CONCLUSION

Rumorpropagation inOSNsisamajor threat to thenetworkandsociety.Controlling therumor
propagation is of greater value in avoiding the threat. This paper proposes a defensive rumor
controlapproachcalledRumorControlviaDefensiveProtection.Itisaco-operativerumorcontrol
approachthatspreadsanti-rumorsasdefendingprotectionagainst therumorpropagation.In this
work,anovelinformationpropagationmodelcalledthePPmodelisderivedtoimitatereal-world
propagationofrumorsandanti-rumorsinOSNs.Then,twosetsofinitiatorsnamelytheflocking
andgushinginfluencerswhocandisseminateanti-rumorsfasterareidentified.Usingtheseinitial
spreaders,anti-rumorsspreadinPPmodel.Theexperimentalevaluationsusingsixsocialnetworking
datasetsdemonstratethattheproposedworkiscontrollingtherumorsefficiently.Forthescale-free
networks,theproposedworkcontrolledtherumorsfrom33%to9%(ego-Twitter)andfrom31.38%
to7.32%(ca-Condmat).Thisprovesthattheproposedworkisefficientincontrollingtherumor.
Hence,anti-rumorpropagationasdefensiveprotectionisprovidingbetterresultsandconsideredto
beaneffectiveapproach.

Theanti-rumorpropagationapproachishavingafewoptimizationfactorssuchasthestrength
ofrumorandspreadingabilityofinitiators.Infuture,otheroptimizationfactorssuchasthecoreness
ofspreaderscanbeconsideredtooptimizethispropagation.Thedefensiveprotectionapproachrelies
onthemaximizationofinfluenceusingthestrengthofrumorandopiniondynamics.Infuture,an
improvedopiniondynamicssystemcanbeemployedforfindingtheflockingandgushinginfluencers.
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