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ABSTRACT

Technologysuchascloudcomputing(CC)isconstantlyevolvingandbeingadoptedbytheindustries
tomanagetheirdataandtasks.CCprovidestheresourcesformanagingthetasksofthecloudusers.
TheacceptanceoftheCCinhealthcareindustriesisproventobemorecost-effectiveandconvenient.
CCmanagerhas tomanage the resources toprovide services to the end-usersof thehealthcare
sector.TheSLAMMPframeworkdiscussedhereshowshowtheresourcesaremanagedbyusingthe
conceptofreinforcementlearning(RL)andLSTM(longshort-termmemory)formonitoringand
predictionofthecloudresourcesforhealthcareorganizations.Thetask(s)patternandanti-pattern
scenarioshavebeenobservedusingHMM(hiddenMarkovmodel).Thesepatternswill tune the
SLAparameters(servicelevelagreement)usingblockchain-basedsmartcontracts(SC).Theresult
discussedhereindicatesthatthevariationsinthecloudresourcedemandwillbehandledcarefully
usingtheSLAMMPframework.Fromtheresultobtained,itisidentifiedthatSLAMMPperforms
wellwiththeparameterusedhere.
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1. INTRodUCTIoN

TheCCtechnologiesareontheupsurgeintheindustryofHealthcare(AliOmaretal.,2018).Even
theadoptionof theCCinhealthcare industries isabout torise in thefuture. It’sallbecause the
industrieshavetodeliverbetterqualitymedicalservices,sharingofthemedicalinformation,increase
theoperativeefficiency,andincreasedcompetitionbetweenthedifferentcloudsSP(serviceprovider)
(Somulaetal.,2019).

Asperthesurvey(https://www.protiviti.com/US-en/insights/top-risks,2019)ofNorthCarolina
StateUniversityEMRProtivitiandEMRinitiative.Theyhavecomeupwiththeresultsbysuggesting
thatestablishmentsororganizationsintheworldhaveseveralcriticalconcernsandarementionin
Figure1(a)andFigure1(b).Amongstthevariousconcerns,theimportantfactoristheperformance
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expectations.TheexistingITinfrastructure(legacysystems)andoperationsmightarenotcapable
ofmeetingwiththepresentperformanceanticipations.

TheCCshouldprovideanenvironmentwheretheapplicationsmustbemanagedefficientlyby
fulfillingitsconcernQoSwithoutthehumaninvolvement.NowfulfillingtheseQoSrequirements,
maximizingitsefficiency,heterogeneity,dispersion,anduncertaintyoftheinfrastructureresources
addschallengestotheCCecosystems,whichcannotbeefficientlysatisfiedwiththetraditionalresource
allocationpolicies.HencethedesiredqualitiesoftheCCmustbe:toimprovesitsperformancethrough

Figure 1. (a) Survey report on top risk for 2019; (b) Graphical representation for the survey report on top risk for 2019
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faulttolerancethroughavoidingorreducingtheimpactsoffailuresonexecutions,tocompletelyavoid
orreducetheunderloadingandoverloadingoftheresources,andtoproactivelydetectmischievous
attacksinthecloudeco-system.

Overloadingandunderloadingoftheresourcesareallduetotheinstabilitiesoftheworkloads.
Thedispersionanduncertaintiesofresourcescauseproblemsintheallocationofpossessionssuchas
CPUutility,RAM,memory,etc.Consideringtheaforementionedconstraints,theSLAMMPframework
isproposedinthisresearchpaper.TheSLAMMPframeworkdiscussedherewillmitigatetherisks
factormentionedwithnumberssuchas3,6,8,9,and10ofFigure1(a).Asaresult,themanagement
ofcloudIaaSresourceswillhelphealthcareindustriestomanagetheirpatient’sdataandhealthcare
informationinamorecost-effectiveandpreciseway,aspertheirgeneralpolicies.WhiletheCCcan
expressivelyreducethecostrelatedtoITandintricacies,thisalsoenhancesthedeliveryoftheservices
andutilizationoftheresources.Thee-healthcloudservicesmustbeaccessiblecontinuouslywithout
performancedegradationandinterruptions.TheSLAMMPframeworkdiscussedhereinwillfocus
onperformancedegradationparametersandtakeappropriateactionsinstantlytodelivertheservices
uninterruptedlywithacost-effectiveapproach.Theresourceswillbemanagedautomaticallyforthe
medicalservicesatthebackendbytheCSPusingtheSLAMMPframeworktoavoidtheconditions
ofover-provisioningandunder-provisioning(Zhaoetal.,2016).SLAMMPtakecaresoftheSLA.
TheSLAexplainstherolesofeachclientandtheserviceprovider.

AServicelevelagreement(SLA)isthepledge(bond)fortheperformancenegotiationsbetween
theensuserandthecloudserviceprovider.SLAdescribesthelevelofthefacilityexpectedbythe
end-usersfromtheCSP,settingoutthemetricsfromwhichtheservicescanbemeasuredandimposes
thepenaltiestoanyofthementionedpartiesiftheagreed-onservicelevelsarenotattained(Shah
Tetal.,2016).

TheSLAcriteria(Stamouetal.,2013)canbedefinedasshowninTable 1.
TheviolationinSLAwillresultinthepaymentofthepenalties(Yuanetal.,2018)toanyofthe

partiesinvolvinginservicemanagement.ThecomponentsoftheSLAsareQoS(Qualityofservice)
parameters,whichhavetobemonitoredtoattaintheservicelevelobjectives(SLOs)andtodetect
theviolations.Thedifferenttypesofviolations(DiMartinoetal.,2017)areexplainedinTable2.As
aCSPoftheCCeco-system,SLAviolationsmustbeavoidedtomaintainthetrustlevel.

1.1 open Issues Concerning SLA Management (Hussain 
et al., 2016), (Singh, S. at al., 2016)

• Theexistingframeworkemphasismoreonthetechnicalattributesthanonthemanagementand
securityfeaturesofservices.

• TheproposedstructuresofSLAsdonotcontainadefinitionoftheassociationbetweenlevels
ofviolationandthecostincurredforthesame.

• ThestudiesdonotassimilateaframeworkoftrustmanagementoftheCSPwiththecollected
informationfromSLAsmonitoringsystems.

• ThedefinitionsandconceptsofservicedescriptionsandserviceobjectivesinvolvedinSLAs
arenoteasytorecognize,especiallyforbusinessdecisioncreators.

Table 1. Criteria of SLA and its example

Various Citeria of SLA Example

Availability 99.9%fornights/weekends
99.99%duringworkingdays

Performance Lessresponsetime

Facilitytoaccessthedata informationretrievablefromaproviderinareadableformat
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1.2 Problem Formulations
• TheoverallobjectiveoftheresearchpaperistomanagetheresourcesoftheIaaSCCforhealthcare

industriesaspertheneedoftheend-usersdemand.
• TheCChasaverycomplexinfrastructureandmaybechallengingtounderstandandmanage.
• As medical health care data are massive and need to be managed properly. For example,

transforming healthcare information of the patient to the doctors in real-time and Patient
informationmanagementdatasuchasclaimsandbillings,etc.Henceanysuddendemandfor
theresourcesshouldbemanagedinreal-timebytheCSP.

Todealwithsuchproblems.TheSLAMMPframeworkhasbeenproposedhere,whichhandles
thepeakdemandandmaintaintheresourcestoavoidtheconditionsofunderandover-provisioning.

1.3 Contributions

• AframeworkSLAMMPhasbeenproposedbycombiningtheapproachesofmonitoringand
predictionmethodologiesofthecloudresources.

• Theanti-patternsidentificationthroughHMMhasbeenusedtodealwithreal-timescenarios.
• TheBlockchainbasedSmartContracthasbeenused to fine-tune theSLAmanagement for

uninterruptedservicesandhighavailability.Thismanagementapproachcanbeusedcapacity
planning,matchmakingalgorithms,andtaskscheduling.

• ThepredictionofthecloudresourcesisimplementedbyLSTM.
• TheperformanceoftheproposedframeworkisvalidatedusingtheparametersoftheQoSand

predictionmodel.

1.4 organization of the Paper
ThenextsectiondiscussesaboutthemethodologiesusedtoimplementtheSLAMMPframework,
thenthearchitecturehasbeenimplementedwitheveryphase-wiseworkingprocedures,followed
byperformanceevaluation,conclusionandfuturework.Figure2indicatesaboutthereadingmap
concerningtothisresearchpaper.

2. METHodoLoGIES USEd To IMPLEMENT SLAMMP

To implement the proposed approach, various methodologies have been used, such as RL for
monitoringthecloudresources,HMMforidentifyingthepresentstateofthecloudenviron,SCfor
SLAmanagementandLSTMforpredictingthecloudresources.Abriefintroductionaboutallthe
keyitems(methogologoes)hasbeenrepresentedbelow.

Table 2. Types of SLA violations

Type of Violation Explanation Solution

Provisioningofallor
nothing

AllSLOsmusthavesatisfiedwiththe
successfuldeliveryoftheservicesor
Completeserviceshavebeenfailed

NewSLArequirestobeidentifiedand
negotiatedwithotherCSP

Provisioningpartially SomeSLO’shasbeenmet End-userandCSPreactdifferentlybased
upontheresignificantviolatedSLA
parameters.

Provisioningweighted
partial

SLO’ssatisfiesifitsvalueisgreaterthanthe
threshold

Renegotiatewiththeserviceproviderfor
thepartofSLAwhichareviolated
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2.1 Reinforcement Learning
RLisoneoftheprominentareasofmachinelearning(HendersonPetal.,2018).Itisaboutcaptivating
theappropriateactionstomaximizetherewardinaspecificcondition.Ithasbeendeployedbyvarious
machines and software to identify the finest likely behavior it should implement in the specific
scenario.TherearenumerousresearchsdonetoimplementRLandiswellsuitedtocloudenvirons
astheydonotneedaprioriinformationoftheapplicationperformance.Itlearnstheenvironmentas
thetask/jobruns(LiuBetal.,2019),(LiuHetal.,2018),(DugganMetal.,2016).ToworkwithRL,
thepoliciesarerequiredfromwhichthepositiveandnegativerewardswillbegenerated,whichtends
tochangeovertimeandstopswhenthegoalwillbereceived.RLworkswiththefundamentalsof
theBellmanequation,asdescribedbelow:

Q s a r s a Q s a
a

, , max ',( ) = ( )+ ( )γ 

Q(s,a)isthetarget,r(s,a)istherewardoftakingthatactionatthatcorrespondingstateand
γmax ( ', )

a
Q s a isthediscountedmaxQvalueamongallpossibleactionsfromthenextstate.RL

isaprocessoflearningbycommunicationswithadynamicenvironmentlikeCC,whichgenerates
optimalaction(orcontrol)policiesonanagreedenvironmentstate.Also,RLisabletocreatepolicies
optimizingalong-termgoalbasedonimmediaterewardsofactions.Startingfromaninitialpolicy,
theVirtualMachine-Agentwouldgraduallydrivethepolicytoconvergeto thebestonethrough
explorationandexploitationoftheCCeco-system.HenceRLisusedformonitoringinthisresearch
work.

Figure 2. The reading map
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2.2 Hidden Markov Model
HiddenMarkovmodel(HMM)(WanJetal.,2016)isapartofastatisticalMarkovmodel,wherethe
systemwhichisbeingmodeledispresumedastheMarkovprocesswiththeunobservablestates(called
ahiddenstate).Thiscanbeconsideredasamixturemodel(generalization)wherethehiddenvariable
isusedtocontrolthemixturecomponenttobeselectedforeveryobservation(WangXetal.,2017).
ThesearerelatedtoeachotherwiththeMarkovprocess(insteadofindependence).TheHMMwill
beabletoidentifythepresentstateofthecloud(heavyloaded,notloaded,etc.)byobservingits
values(Prasad,V.Ketal.,2013),(Xuetal.,2013).HMMareapowerfultoolformodelingmotifs,
especiallyforarepetitiveoneformingapattern.Thereforethisisusedherefortheidentificationof
patternsandantipatterns.

2.3 Smart Contracts
Cloudfacilitiesoperateinanextremelydynamicsituation.Thismeansthattheyneedtobemultifarious
withchangingSLAs,whichexplicatehowarichsetofQoSguaranteescanbeimplemented.Inthis
way,theclouduserswillmigratetheirprocessestothecloudandwilltrustonCC.TheSLAsare
assumedtoincludesinglestateswhiletheyaremanagedmainlyinacentralizedmanner.Tomanage
thedynamicsofSLAs,theSLAformalismistransformedintoasmartcontract.Sothisconceptis
usedheretomanagetheSLA.Asmartcontract(BhargavanKetal.,2016),(RimbaPetal.,2017)is
aPCconventionproposedtocarefullyencourage,confirm,orimplementtheexchangeorexecution
ofanagreement.Smartcontractspermittheexecutionofbelievableexchangeswithoutoutsiders.
Theseexchangesareidentifiableandirreversible(ScocaVetal.,2017).ASCnotonlydetermines
therulesandpenaltiesrelatedtoagreements,butitcanalsoautomaticallyenforcethoseobligations
andmanagestheserviceinabetterway.

Smartcontractsaremorecomplex,andtheirpotentialsgobeyondthesimpletransferofassets
theycanexecuteatransactioninaverylargerange.Also,toprocesseslegalagreementstoinsurance
crowdfunding agreements. Its time saving by excluding human participation in transactions and
followedbytheparticularprogrammingstructure.Intermsofsafety,datainthedecentralizedcannot
loseornochancesofcyber-attacks(Nayak.Setal.,2018).Bytalkingabouttheaccuracyandprecision,
therearenochancesatallduetotheabsenceofhumaninputinformfilling.

2.4 LSTM
Longshorttermmemory(LSTM)isanextensionoftherecurrentneuralnetwork,whichessentially
extendstheirmemory(TanZetal.,2019),(JingHetal.,2018).Theseextendedmemoriesareused
tostoretheimperativepiecesofknowledge/experiencesthathaveveryelongatedtimepausesin
between.TheLSTM’scandelete,read,andwritedatafromitsmemory.Ithasthreegates,which
arenamedasoutput,forgetandinputgateforitsmemory.Thesegatesregulatewhetherornottolet
freshinputin,thisinfluencetheoutputatthepresentstep,anddeletethedataasthismightnotuse
forthetimebeing(Baughman.Metal.,2018).Artificialneuralnetworksareacomputationalstandard
thatimpersonatesthebiologicalneuralnetworks(NN)throughanetworkoflinkedcomputational
components called neurons, which are arranged as layers. LSTM networks are a class of RNN
(RecurrentNeuralNetwork,whosearchitecturaldesigniswellsuitedfor time-seriesforecasting)
thatareusedtointerpretandlearnlong-termdependenciesamongthetimeseriesforecastingofthe
cloudresourceutilizationsuchasCPUinthedatacenter.Henceisusedhereintheframework;for
predictionoftheresources.

3. PRoPoSEd ARCHITECTURE ANd ITS dESCRIPTIoNS

Tocompletetheexecutionofthecurrentworkloadandreducetheconditionsofunder-provisioningand
over-provisioningofresourcesintheCCeco-system.Fortheimprovementofthecloudperformance
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viafaulttolerance,thissectiondiscussesthearchitectureoftheSLAMMPframeworkanditsworking.
StepsassociatedwiththearchitecturehasbeendiscussedasshowninFigure3,andtherelatedsteps
areasbelow:

Steps 1 and 2:UsersconnecttotheservicesofferedbyCSP(CloudServiceProvider)basedupon
thedefinedSLA(Servicelevelagreement).

Step 3:UsersubmitstheworkloadtoCloudComputingEnvironment.
Steps 4 and 5:MonitoringoftheresourceswillbedoneusingRL(ReinforcementLearning);QoS

willbeobservedinPhase-I(Phase I is discussed in section 3.1).
Step 6:Generationofvarioustaskpatternswillbelogged.
Step 7:Thepatternswillbeexposedtoruntimeinalivesystem;andcheckedforanyinconsistencies

(anti-pattern).
Step 8:TheinconsistencieswillbeidentifiedbytheHMM(HiddenMarkovModel)andisinformed

totheadministratorandoperatorstomanagethesysteminphase-II.(Phase II is discussed in 
section 3.1)

Step 9:Thefine-tunesQoSparametersrequiredtomanagethesystem’sperformance;willbegiven
asinputtotheSmartcontractphase-III.(Phase III is discussed in section 3.1)

Step 10:TheoutputofthepreviousstepcanbeusedforthepredictionofresourcesusingLSTMin
phaseIV.(Phase IV is discussed in section 3.1)

Step 11:SLAwillbemaintained,andCSPwillgeneraterevenues.
Step 12:Managementoftheresourceswillbeachieved.

Figure 3. SLAMMP Architecture of the proposed approach



International Journal of E-Health and Medical Communications
Volume 12 • Issue 2 • March-April 2021

8

3.1 Execution of the Proposed Approach
Theproposedschemehasthefollowingphasesandhasbeendiscussedbelow.

3.1.1. Phase 1: RL for Creating the Patterns of the Tasks

• Cloud Applications and Their QoS (Quality of Service) Requirement:Asper the future
requirements/demand of the applications, the provisioning for the efficient resources must
identifytheminimumamountofresourcestofulfilltheparametersoftheQoS;suchasCPU,
RAM,memoryutilization,responsetime,availabilityandreliability.

• Identification of the Threshold:Dependinguponthecontextoftheongoingjob(s)inthecloud,
thefiguredvalueskeeponevolving.Thesystem’smanagerhastoanalyzethetrendandneed
tocomputethesuitablebaselinevalues(Beloglazovetal.,2010),(BuyyaRetal,2010).Hence
monitoringplaysavitalroleinobservingthecurrentperformanceanddetectingtheirregular
patterns.TheCCthresholdcanbeclassifiedasstaticanddynamic.Thestaticthresholddoesn’t
workwiththeCC,asCCishighlydynamic(MauryaKetal.,2013).

• Dynamic Threshold:Thishelpsandsendsalertsbeforethebottleneckarises,usedforbetter
visibility,eliminatestheoccurrencesoffalsealerts,andalsodecreasesthemanagementoverhead.
Figure4indicatesthestepsassociatedwiththedynamicthreshold.Initially,thehistoricaldata
willbeobserved;andthentheoutlierscanberemoved,identifythemaximumvalue,andthen
determinethethreshold(BeloglazovA.&BuyyaR.,2012).

• Using RL for Creating the Patterns:Figure5showstheworkingofphaseI,i.e.theusages
ofRLforcreatingthetaskpatternsintheCCenvironments.TheRLprocessgeneratespolicies
foronlinelearningoftheresourceutilityincloud.Thisincreasesthelearningadaptabilityand
helpstodriveappliancesintoagoodconfigurationsettingsquickly.Theinputforthisphase
willbethecloudtasksandthreshold(howthesetasksbeenexecutedinthecloudenvironsusing
variousthresholdsselectedasperthevariationsoftheloadobserved).Thentheoutputforthis
willbethevariousrecordedpatternsofworkloadsrelatedtohealthcaresystems.Theresultsof
thisphasehavebeendiscussedintheperformanceevaluationsection-4.Thebenefitsofthis
phasecanbeutilizedfordoingbetterresourceallocation.

• Patterns and Anti-Patterns (Brabra. H et al., 2016), (Vetter et al., 2016):Variouspatternsof
thetaskscanbeclassified(forthesakeofunderstandingandsimplicity;theCPUparametershas
beenundertaken)astheCPUutilizationisbelowthethreshold,abovethethreshold,justbelow
thethresholdandhighlyvariable.Thepredefinedtasksarekepttoanalyzeitsperformanceatthe

Figure 4. Computing the dynamic threshold value
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runtimeinthecloudenvironments.Ifthesamepatternsareusedforalongtime,andfrequently,
thenthesepatternscanleadtobadconsequencesratherthanbeneficialresults.Thesamehasbeen
depictedinFigure6;hencetoobservethepresentstateoftheart(IaaSinfrastructureusages),
theHMMmethodologieshavebeenusedandarediscussedinphase-II.Theantipatternscanbe
identifiedbytheobservingtheperformancedegradationintheQoS.

Figure 5. Phase I RL for creating the patterns in the CC environments

Figure 6. Patterns and anti-patterns in CC
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3.1.2. Phase II: Observing the Present Status of the Cloud 
and Handling Anti-Patterns Using HMM
HMMisaconceptthatinheritsthestatisticalMarkovmodel,wherethesystemwhichbeingmodeled
willbeexpectedasaMarkovprocessandwithunobservablestates.Thisisastochasticprocess;by
observingthepresentconditions,itsstatewillbeidentified.

Theapplicablewindowsizefortheobservationsneedstobecalculatedasperthefollowingcases.

Case I: If the load of the submission changes slowly: Long observations will be selected (20
observations).

Case II:Iftheloadofthesubmissionschangesrapidly:ShorterIntervalwillbeselected(7to10
observation).

Inthepresentcase,theobservationistenandhasrecordedevery5minutes,andthisconstantly
updatedasthetimepasses.Theseobservationswillleadtotheidentificationofthepresentstateof
thecloudasshowninFigure7,wherethecurrentstateisidentifiedas“variablepeak”initeration
1,initeration2thestateisacknowledgedas“Overprovisioning”andiniteration3therecognized
stateis“underprovisioning”.

Figure8showstheworkingofphaseII.Theinputforthisphasewillbethepresentresource
(s)utilizationpatterns,andaftertheobservationisundertaken,thiswillrespondwiththepresent
statusofthecloud.Andthisinformationcanbeusedtoidentifywhichresourcesareoverand
under-utilized.Thiswouldhelpthecloudmanagertorecognizewhichhardwareinstancesneedto
beaddedintothecloudforthesmoothconductionofitsoperations.Thisphasewillalsoclassify
thatthepatternsarebehavingproperly,andifnot,thentherearechancesfortheoccurrencesof
theanti-patternsintheCC.

Figure 7. Identification of the present state
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3.1.3. Phase III: Blockchain-Based Smart Contract for SLA Management
AsdiscussedinphaseII, theinputfor thesmartcontractcanbegivenasperFigure9,whichis
shownbelow.Iftheexpectedrangeofutility(patternsbehavior)isthesameasobservedbyRLand
HMM,thentheinputwillbetheallotmentoftheidentifiedresources,whichistobeusedtofulfill
thecurrentdemandsoftheend-userandthiswillalsomaintainoftheQoS.Iftheoccurrenceofthe
anti-patternisencountered,theninputfromHMMwillbeconsidered.

Figure10showsitsworking;theoutputforthisphasewillbethefine-tunedtasks.Thesmart
contracthasbeenusedhereforthemanagementoftheSLA.TheSLAisthemanuscriptsthatdefine
whatservicesandhowthisisdeliveredtotheend-usersbytheCSP.Thecurrentreparationprocess
iscomplexbecauselotsofmanualeffortsarerequired.HencethemechanismlikeBlockchain-based
smartcontractscanprovetobeabetteroptionformaintainingtheSLA.

Theotherimportantbenefits:

• Expectations are Clear:Allpartiesinvolvedhereinknowwhattoexpectfromeachother.So
everybodycanproceedtofulfilltheirresponsibilitieswithwell-definedgoalsinmind.

Figure 8. HMM and identification of the anti-patterns

Figure 9. Identification of the input received for smart contracts
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• Saves Resources and Time: When there are contract divergences among the stakeholders
involved,SLAsdeliverwaystocrisscross.

• Precise SLAs Help Businesses to Resolve Issues Sooner With the Least Resources:Thereis
norequirementforlongmeetingsanddiscussionstofigureouttherootcauseofthedivergence.

3.1.4. Phase IV: LSTM for Resource Prediction
Figure11showshowtheoutputfromthelastphase,i.e.,phaseIIIofSmartContract,willbegiven
asinputtotheLSTMtoanalyzeorobservethefuturescope(prediction)ofthesaidresources.This
phasewillidentifythebehavioroftheresourcedemandbasedonthepresentinputsequences.

3.2. Integration of all the Phases and its Pseudo Code
Inthissection,thephases(I,II,III,IV)suchasRL,HMM,SCandLSTMhavebeenintegrated,as
showninFigure12andresultsintoacollectiveframeworkcalledSLAMMP.Thepseudo-codefor

Figure 10. Blockchain-based smart contract

Figure 11. Using LSTM for the prediction of the resources
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thesameisdescribedinpseudo-code1:WorkingofSLAMMP,pseudo-code2:WorkingofHMM,
andpseudocode3:Identificationoftheanti-patterns.Thediscussedframeworkwillbeusedfor
capacityplanning,matchmakingalgorithm,admissioncontrol,andSLAprocessmanagementof
cloudcomputing,asdiscussedinsection3.3.TheworkingoftheentireframeworkofSLAMMPis
describedinFigure13.

3.3 SLAMMP and its Usages in SLA Management Phases
SLAcanbewell-definedwith thehelpofvariousphases(PrasadVKetal,2018)suchasgiven
belowandisindicatedinFigure14.TheSLAprocessmanagementhelpstomonitortheperformance

Figure 12. Integration of all the phases

Figure 13. Flow chart of the SLAMMP
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Psuedo code 1. SLAMMP (SLA Management using Monitoring and Prediction)

1: Input: Task(s)
Output: Managed Workload
Initialization:
/* initialization and declaration of the variables*/
Initialize the total number of tasks N
Initialize the total number of resources M

InitializethecompletiontimeC
i j,

=0

Initialize the execution time E
i j,

=0

Initialize the ready time R
j

=0

2: fori = 1 to N
 //N denoted the number of tasks to be executed in the cloud

3: forj = 1 to M
 //M denotes the availability of the resources of the cloud

4:
C E R
i j i j j, ,
= +

//C
i j,

denotesthecompletiontimeofthetask

//E
i j,

denotesexecutiontimeofthetask

//R
j

denotesthereadytimeoftaskoncloudresources

5:
RL will observe the C

i j,
// RL will observe the completion time and behavior of the tasks in operating
conditions for every pattern(s)

6: end for

7: end for

8:
dountil the cloud operates in normal conditions for different C

i j,
patterns observed.

// the various conditions such as variable peaks, under &over provisioning will be
 identified using HMM (Hidden Markov model) for identification of anti-patterns, as explained in Pseudo code 2 and 3*

9: for each task find whether the observation leads to any of the unexpected conditions

10: ifthere is a variable peak then the SLA will be tuned to adapt with the varying peaks and the predicted value based on LSTM will be used 
for workload management or dynamic scheduling
else if
the observation leads to over-provisioning, the SLA values will be adjusted accordingly and the predicted value based on LSTM will be 
used for workload management or dynamic scheduling
else if
the observation leads to under-provisioning, the SLA values will be adjusted accordingly and the predicted value based on LSTM will be 
used for workload management or dynamic scheduling
else
the cloud is in stable stage and there is no expectation of downtime in the near future

11:

12:
13:

14: end for

15: update RL

16: end do

*HMM (Hidden Markov Model) steps has been mentioned below
* Algorithm for identification of anti-patterns has been explained after HMM’s Algorithm
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Pseudo code 2. Working of HMM

Input: Task(s) and its resources utilization
Output:Present status of the cloud
Initialization:
Initialize the number of observation =0
Initialize the count of (C1) of Peak observation=0
Initialize the count of (C2) of Under Provisioning=0
Initialize the count of (C3) of Overprovisioning =0

Whiletill the VM’s are runningdo
Read the observations and count the values for each observation of peak observation, Under-provisioning and 
Over provisioning)

if C1>C2
if C1>C3
write “C1 is Maximum”
 // the observation indicates the present state is in peak load

else
write “C3 is Maximum”
// the observation indicates the present state is in over provisioning
end if
else

if C2>C3
write “C2 is Maximum”
 // the observation indicates the present state is in under-provisioning

else
write “C3 is Maximum”
// the observation indicates the present state is in over provisioning
end if

Do
obtain the prediction using LSTM for the specific workload (maybe C1, C2, and C3)
end While

Pseudo code 3. Identification of anti-patterns

Input: Recorded pattern(s) using RL
Output: Identification of antipatterns and patterns
Initialization:
InitializethepatternidentifiedbyRL
RL:Patterns=0

InitializethepatternidentifiedbyHMM
HMM:Patterns=0
foreach observation of RL: PatternsandHMM: Patterns identify

if (RL:Patterns== HMM:Patterns)

ClassifythestagesaspertheHMM;
Restofthestepswillbethesameaspseudo-code 2

else
updatethepatternintheRL:Patterns
Restofthestepswillbethesameaspseudo-code 1

end for
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oftheachievementoftheservicesagainstthetargetswithintheSLA.Itimproves,measures,and
collatesthecustomer’ssatisfaction.Italsodeterminestheexpectationsofthecustomerandbusiness
byevaluatingthecapabilitiesandresourcesoftheITCSP.Figure14indicatesthestepsassociated
withthisi.ediscoverserviceprovider,definingtheSLAs,establishingtheagreement,monitoring
theSLAviolation,terminatingtheSLAandenforcingpenaltiesforSLAviolation:

1. Discover the Service Provider:Thisinvolvesselectingthepossibleassociatestointeractwith
theknownregistryoftheproviderasperthecustomerrequirements.

2. Defining the SLAs:Thisincludesthedefinitionoftheservices,QoSparameters,policies,and
penalties,atthisphase,itispossibletonegotiatebetweenthetwoparties(end-usersandCSP).

3. Establishing the Agreement:TheSLAtemplatewillberecognizedandaremadeavailable,
thegroupswillreachtothemutualagreements.

4. Monitoring the SLA Violation:Theprovider’sserviceparametersaremeasuredagainstthe
SLAs.

5. Terminating the SLA:TheSLAterminatesbecauseofviolationsoranyothermeanssuchas
timeoutsetc.

6. Enforcing Penalties for SLA Violation:IfthereisanypartyviolatingSLAs,theconforming
penaltyitemsareinvokedandaccomplished.

TheSLAMMPframeworkthathasbeendiscussedherewillbewellsuitedforthestepsnumbers
2and6ofconventionalSLAprocessmanagement.Thustheproposedtechniquewillautomatethe
entireprocessandwillavoidtheconditionsofbreachingSLAandasaresult,thedowntimeinthe
cloudwillbeavoided.

Figure 14. SLAMMP and SLA management phases
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4. PERFoRMANCE EVALUATIoN

Experimentationshavebeencarriedoutbymakinguseofthedatasetof1750VMsinthedistributed
datacentreenvironment,withhighlydynamicscenarios,andareusedbyvariouscommercialized
services.InPhaseI,theRLhasbeenusedforcreatingthepatterns.Theparametersusedforthe
experimentationsw.r.tRLhasbeenmentionedinTable 3.

TheresultsareshowninFigure15andFigure16,whichmakeuseoftheCPUutilization.Here
theworkloadhasbeenclassifiedaslessthanandgreaterthanthethresholddefinedi.e.lessthanand
greaterthan70%.Thethresholdisdefinedbasedupontheelasticnatureofthecloudresources.An
RLbasedapproachfordynamicdecisionmakinginresourceadjustmentisself-managementwithout
humanintervention.Thisapproachenablesacloudrequesttoguaranteeitsperformancebylearning
theconsequencesofitsbehaviour(aswhatcanbetheoptimalstateusingrewardsandepisodes)
andbydynamicallychangingitsplansbasedontheknowledgeinthepresenceofenvironmental
variations.Thisconditioncomputeswhetherthebest-chosenactionsinthislearningcycleequals
thelaststageornot.

Hereweareassumingthattherearenoanti-patterns,andthepatternrecognizedbytheRLand
HMMarethesame,andtheSystemidentifiestherespectiveresources(instances),whichneedtobe
addedinPhase-II.InPhaseIIIthesmartcontractresultsarebasedontheparameters,asdiscussed
below:

• Ether(ETH)istheEthereum,whichisbasedonthenetwork’snativecryptocurrency.
• Gasistheunitofcalculationthatindicatesthefee/chargesforaspecificactorcontract.
• TheGasLimitistheextremeamountofGasthatanend-user(s)isreadytopayfortheexecution

ofanactionorapprovingatransaction.
• ThepriceofGas(GasPrice)istheamountintermsofGwei;thattheuserisagreeabletospend

oneachunitofGas.

4.1. Communicating Ethereum
TheoperatorinstantiatesthecontractwiththeEthereuminthedistributedVMs(VirtualMachines);
afterthis,theinterestedcustomersregisterthemselvestothecontractinstance.Afterthis,boththe

Table 3. Parameters for RL

Parameters Values

Discount(γ) 0.8

Tau 0.001

Batchsize 64

layers (50,50)

Learningrate 0.0001

Epsilondecayfraction 0.4

Memoryfaction 0.80

MemoryType Deque

Process_observation Standardized

Process_target Normalizer
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customerandoperatorwillstartpostingtheirmetricsrecords.Inourcasehere,atransferof1Ethereum
isusedwiththreeconditions:

1. Iftherecordsdon’tmatch:theoperatorwilltransfer2ETHandthecustomer,andthesmart
contractwillbetemporarilydisabled.

2. Therecordmatched,andQoSisalsoabovetothedefinedSLA:boththeoperatorandcustomer
willgetbacktherespectivestakes.

3. TherecordsarematchedbuttheQoSisfoundbelowtheSLA:SLAviolationoccurs;acustomer
receivesthestakefromtheoperator:

[Note1Ether=1000000000Gwei]

TheBlockchain-BasedSCresultshavebeendepictedinFigure17,18,and19.Heretheupper
limitand lower limitof theCPUutilization(utilityrange)hasbeenclassified(differentpatterns
requirements)as20to45(PatternA),40to60(PatternB)and60to80(PatternC).Forthesakeof
visualizationandclarity(ofthevariations);onlyafewoftheiterationshavebeenshowcasedhere.

Figure 15. Graph for rewards generation for the cloud environment policy is to manage the resources in less than 70% threshold. 
X-Axis: Episodes and Y-Axis: Rewards.

Figure 16. The CPU utilization is very high, and more than the threshold defined i.e. 70%. X-Axis: Episodes and Y-Axis: Rewards.
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Figure 17. SLA tunedas per the demand, 20 to 45 percent, [X-axis = Iterations and Y-axis=Metrics/Ether]: Pattern A

Figure 18. SLA tuned as per the peak demand, 40 to 60 percent, [X-axis = Iterations and Y-axis = Metrics/Ether]: Pattern C



International Journal of E-Health and Medical Communications
Volume 12 • Issue 2 • March-April 2021

20

ThesepatternswillbetreatedasworkloadsandusedasaperformanceevaluatorfortheCC
applications. Italso investigate theeffectonapplicationperformance tomeasure theapplication
sensitivityrelatedtotheCPUutilityparameter.

OncetheSLAisadjusted,thequantitativevaluesofoperators(CSP)andcustomer(Cloudusers)
traceswillbegeneratedandPredictionwillbedoneonthesetracestosatisfythefuturedemands.

ThepredictionofpatternA,B,andChavebeenimplementedusingLSTM.Theparametersused
forLSTMhasbeendepictedinTable 4andforselectingthehyperparametersgridsearchmechanism
havebeenused.

TheresultsusingLSTMwilldeterminethefuturedemandoftheresourcesforaparticulartype
ofworkloads(bothforcustomersandtheoperators);whichhasbeenmentionedasPatternA,pattern
BandPatternC,showninFigure20,Figure21,Figure22,Figure23,Figure24andFigure25for
differentrangesofCPUutilizationandtheirrespectiveMAE(MeanAbsoluteError)andRMSE
(RootMeanSquaredError)hasbeencalculatedandhavebeenmentioned.

TheexperimentalvaluesaredisplayedinTable5withrespecttovariousCPUutilizationrange,
suchasupto40%utilization,from40%to60%utilizationandabove60%.Rememberthattheright-
handsideFigure21,23,and25arethegraphofcustomers(Cloud-user)value,anditsCPUutilization
islessthantheleft-handsideFiguresoftheoperators(CSP)suchasFigure20,22,and24.Thevalues
oftheOperatorsaremorethanthecustomersandisadjustedintheSmartcontractphasementioned
earlierandasperFigure17,18,and19.

Inthecasewheretheutilizationisupto40%,theoperator’sMAEvalueis0.79,andforRMSE,
thevalueis0.91,andforthecustomers’value,theMAEis0.81andRMSEis0.98.Similarly,when
theutilizationis40%to60%,theoperator’sMAEvalueis0.78,andtheRMSEvalueis0.92.For

Figure 19. SLA tuned as per the peak demand, 60 to 80 percent, [X-axis = Iterations and Y-axis = Metrics/Ether]: Pattern C
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thecustomer,theMAEvalueis0.83,andRMSEis0.99.Forabove60%,theoperator’sMAEvalue
is0.92,andtheRMSEvalueis1.01,andforcustomers,theMAEvalueis0.93,andRMSEis1.02.
ThesepredictedvalueswillhelptheCSPtomanagetheirresourcesatruntimeandhelpstoavoidthe
conditionsofunderandoverprovisioningproactively.

SLAcanbewell-definedwiththehelpofvariousphases(MuthusamyVetal.,2009)(Debusmann.
Metal.,2003)(PrasadVKetal.,2017)suchasgivenbelowandisindicatedinFigure14.TheSLA
processmanagementhelpstomonitortheperformanceoftheachievementoftheservicesagainst
thetargetswithintheSLA.Itimproves,measures,andcollatesthecustomer’ssatisfaction.Italso
determinestheexpectationsofthecustomerandbusinessbyevaluatingthecapabilitiesandresources
oftheITCSP.Figure14indicatesthestepsassociatedwiththisi.ediscoverserviceprovider,defining
the SLAs, establishing the agreement, monitoring the SLA violation, terminating the SLA and
enforcingpenaltiesforSLAviolation.

Table 4. Parameters used for LSTM

Parameters Values

BatchSize 64

Epochs 120

Timesteps 10

Inputlayer 10nodes

Outputlayer 10nodes

Parametersforinputlayer 4*LSTMoutputsize*(weightsofLSTMoutputsize+1Bias
variable)

Parametersforoutputlayer 4*LSTMoutputsize*(weightsofLSTMoutputsize+1Bias
variable)

Optimizer Adam

Figure 20. Prediction of the CPU utilization using LSTM for pattern A of Operator, MAE= 0.79, RMSE= 0.91
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Theresultsdiscussedcanbewellsuitedforcapacitymanagementofthecloudresourcesandare
basedonreal-timemonitoringandpredictionfeatures,whichusagestheRL,HMM,smartcontract
andLSTMtosupportthisframework.Themonitoringresultswillidentifythepossiblescenariosin
whichthetypeoftasks(workloads)canbegeneratedinidealsituationswithmaximizedenactment.

Keypropertiesof severalwell-knownopen-sourcecloudmonitoringplatformsare (Paschke
A et al., 2006) scalability, elasticity, adaptability, timeline ness, autonomic, comprehensiveness,
extensibility,intrusiveness,resilience,reliability,availability,andaccuracy.Themappingofthese
propertieswiththeproposedapproachandtheexistingopensourcehasbeendiscussedinTable 6.
Someof the importantopenissuesofresourcemonitoringandpredictionofcloudcomputing is
mentionedinsection5.

Figure 22. Prediction of the CPU resource using LSTM for pattern B of the operator.MAE =0.78,RMSE=0.92

Figure 21. Prediction of the CPU utilization using LSTM for pattern A of Customer, MAE=0.81, RMSE= 0.98
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5. oPEN CHALLENGES wITH RESPECT To CLoUd RESoURCE MoNIToRING

Figure26demonstratesthevariousopenresearchchallengesfortheCCResource(s)monitoring.The
keyaspectsforthesamehavebeendescribedbelow:

• Effectiveness
• Efficiency
• Costandenergy-efficientmonitoring
• Cross-layermonitoring

Figure 23. Prediction of the CPU resource using LSTM for pattern B of Customers. MAE=0.83,RMSE=0.99

Figure 24. Prediction of the CPU resource using LSTM for the pattern of the operator. MAE = 0.92, RMSE= 1.01
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• Federatedcloudmonitoring
• Thenovelnetworkarchitectureofcloudcomputing
• Workloadgeneratorfordifferentcloudscenario

Thesepointsareexplainedbriefly:

1. Effectiveness (A. Botta et al., 2011):Used to identify theactualcausesbesidesanyof the
phenomenonhappenedincloudenvirons,suchastherootcauseanalysisisusedtoidentifythe
maintriggeringeventthatisrequiredforanoutcome.

2. Efficiency (Pocatilu Paul et al., 2010):Efficiencyisneededfordatamanagement,as large
numbersofdatawillbegeneratedasalogfile.Ithastobemanagedwithouttoomuchburden
incloudinfrastructure.

3. Cost and Energy-Efficient Monitoring (Lee et al., 2012):Activitiesrelatedtothemonitoring
willalwaysbeassociatedwithcomputingandresourcesrelatedtocommunications.Hencecost
andenergybothwillbeincurredandneedtobemanaged.

4. Cross-Layer Monitoring (Zeginis C et al., 2013):Thecloudstructureiscomplexandconsists
ofseverallayers.Theselayersallowtheseparationoffunctionandmodularity.Thesedifferent
layersimposevariouslimitsonthemonitoringsystems,whichcanbereduced.

Figure 25. Prediction of the CPU resource using LSTM for the pattern of the Customers. MAE=0.93, RMSE =1.02

Table 5. Computational values for different workloads

Sr. No CPU Utilization [in Percentage] Operator Customer

MAE RMSE MAE RMSE

1 Upto45% 0.79 0.91 0.81 0.98

2 40%to60% 0.78 0.92 0.83 0.99

3 Above60% 0.92 1.01 0.93 1.02
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5. Federated Cloud Monitoring (Massonet P et al., 2011): In dissimilar Cloud monitoring
infrastructures, there is a great heterogeneity of tools, systems, and swapped data. Hence
monitoringofFederatedCloudsispartofongoingresearch.

6. The Novel Network Architecture of Cloud Computing (Wan, J et al., 2014):The cloud
groundednetworkisusedfordistributedenterprisenetworks,withthehelpofhighlyresilient
andmulti-tenantapplications.Monitoringresultsshouldbeimprovedandadaptedtocalculate
andcontrolthesenewnetworkset-ups.

7. Workload Generator for Different Cloud Scenario (Bahga et al., 2011): The workload
generationandmodelingcanbedoneviasyntheticandrealworkloads,theimportantchallenge
ishowspecificallytheworkloadsactsintherealsituations/cloudscenarios.

5.1 Issues Concerning the Cloud Resource Prediction
• Complexity
• Datagranularity
• Applicationprediction

Table 6. Comparative analysis with existing schemes
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ThesepointsareexplainedbrieflyinFigure26:

1. Complexity (Azodolmolky et al., 2013):Everymodelforpredictionrequirestheestimation
offutureconduct.Hencethespaceandtimecomplexitiesofthepredictionmodelshouldbe
judicious.

2. Data Granularity(Pedrycz et al., 2014):Thisemphasison theconceptofwhich resources
shouldbemonitored,thelengthofintervalsforthesamplingdata,coarse-grainedandtoidentify
thereasonthatleadstolossofdynamism(systembehaviorinvarioussituations).

3. Application Prediction (Li. et al, 2011):Thisispredictionw.r.tthevariousapplicationsthat
areexecutedinthecloud;thiscanbeclassifiedasSLAparameters,performance,andworkload.
SLA parameters have been discussed before and can be classified as application SLA and
infrastructuralSLA(PrasadVK&BhavsarM,2019).Performanceindicatesthebehaviorof
thesystemandwillbecalculatedviathroughputandresponsetime.Theworkloadiscalculated
intermsofseveralrequests,resourcedemand,andresourceutilization(PrasadVK&Bhavsar
M,2020).

Figure 26. Open issues in cloud resource monitoring and prediction
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6. CoNCLUSIoN ANd FUTURE dIRECTIoNS

We believe in the approaching future; CC will impact the medical field infrastructure for the
organizationstomakeagreatmove/contribution.Tosatisfytheend-usersdemand,SLAviolations
should be avoided by the CSP. Most of the research proposed the solutions or explanations of
violationsafter theyhaveoccurred, this researchpapersolves thisbymakinguseofaproactive
approach using the mechanism of monitoring and prediction. RL and LSTM have been used to
implementthesame.ThetaxonomyoftheSLAMMPframeworkworkhasbeenpresentedbased
onfourdifferentperceptions:(1)Workloadgeneration(2)Identificationofthepresentstatusofthe
CCresources(3)ManagementoftheSLA(4)Predictionoftheutilizedresources.Afterthis,every
point(phase)isimplementedindynamiccloudenvironments.Theparametersthathavebeenused
hereisCPUUtilizationforthemanagementoftheresources.Theperformancemetricsshowthatthe
SLAMMPworksfineunderdynamicresourcehandlingscenarios,andtheobtainedresultsindicate
thesupremacyoftheproposedframeworkw.r.ttheCPUutilizationparameter.Asfuturework,the
conceptofhierarchicalreinforcementlearning(HRL)canbeusedformonitoringoftheresources
andtoidentifythepresentstatusofthecloud.
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