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ABSTRACT

Phishingattacksaregrowinginthesimilarmannerase-commerceindustriesaregrowing.Prediction
andpreventionofphishingattacksisaverycriticalsteptowardssafeguardingonlinetransactions.
Dataminingtoolscanbeappliedinthisregardasthetechniqueisveryeasyandcanminemillionsof
informationwithinsecondsanddeliveraccurateresults.Withthehelpofmachinelearningalgorithms
likerandomforest,decisiontree,neuralnetwork,andlinearmodel,wecanclassifydataintophishing,
suspicious,andlegitimate.Thedevicesthatareconnectedovertheinternet,knownasinternetof
things(IoT),arealsoatveryhighriskofphishingattack.Inthiswork,machinelearningalgorithms
randomforestclassifier,supportvectormachine,andlogisticregressionhavebeenappliedonIoT
datasetfordetectionofphishingattacks,andthentheresultshavebeencomparedwithpreviouswork
carriedoutonthesamedatasetaswellasonadifferentdataset.Theresultsofthesealgorithmshave
thenbeencomparedintermsofaccuracy,errorrate,precision,andrecall.
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1. INTRoDUCTIoN

Phishingattacksaregrowingconstantlyas theonline transactionsanddigitalmedia isgrowing.
AccordingtoAntiPhishingWorkingGroup(APWG)themaintargetofphishingarethepayment
system(45%),followedbythefinancialinstitutions(16%),webmail(15%)andCloudStorage(9%).
(APWG,2010).PhishingintheIoTenvironmenthashugeimpactontheorganizations,individuals
aswellasgovernment.AccordingtoGartnerorganizationshavesufferedlossesinmillionsdueto
phishingattacksonvariousdeviceshostingandusingtheirapplications.Apartfromthefinancial
lossestheseenterpriseslosetheircredibilityandbrandimageaswell.Inmanycasestheyalsohaveto
reimbursethelossestothecustomertomaintaintheirloyalty.Fromthecustomer’sperspectivewho
wereactuallyattacked,itwillbeverydifficultforthemtorelyontheseIoTdevicesagain.Theywill
avoiddoingonlinetransactionsandthiswillimpactthee-commercegrowthinabigway(Srivastava
T,2007).Manyphishingattackshavebeenreportedrecentlymostlyinthebankingdomainwhere
themoneyhasbeensiphonedeitherthroughonlinetransactionsorfromtheATM(“MajorCyber
Attacks,”2018).This isanexampleofgovernmentoraprivateentityfallingpreyto thisattack.
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AnotherexampleistheaccesstotheAadhaardatabaseduetotheflawsinthemAadhaarapponthe
GooglePlayStore(“Aadhaarsecuritybreaches,”2018).

Ahugeamountofprogressinthecommunicationtechnologyhasledtoresourcedistribution
amongmultipleuserswhichinturnincreasestheproblemofprivacy,integrity,securityandtrust.A
veryattractivetermcalledtheInternetofThingshascomeupwhichmakesthehomeautomationand
smartappliancesverysimpleandexcitingforusbutwedefinitelyneedtostrengthenthesecurityof
theseIoTdevices.Onetypeofattackverycommoninthesedevicesisthephishingattackinwhich
theattackertriestosteeluserspersonalinformationusingdifferentmechanisms.

AphishingattackwascarriedoutinDecember2016inwhichmorethan750,000malicious
emailsweredeliveredtolakhsofgadgetsincludinghandheldandnetworkingdeviceslikerouters
etc,thisreportwaspublishedinegadget+.Accordingtotheirreportthreefourthoftheseemails
weresentbytraditionalcomputersandmobiledevices,butIoTgadgetsalsocontributedtomorethan
onefourthoftheseattacks.ThephishersusuallycarryoutsuchattacksonSSH,telnetandSMTP
(i.e.“email”)servers.TheseDDoSattacksifnotstoppeddegradetheperformanceofthesegadgets
(Gorman,2017).AmassphishingattackhasbeenrecordedonRussianbusinessbycybersecurity
expertswhichbeganinNovember2018andpeakedinFebruary2019.Inthisattackthehackersposed
asrepresentativesofwell-knownbrandsandtheyusedsmartdevicestosende-mailswithmalicious
software.TheseemailscontainedencryptionvirusShade/Troldeshwhichencodedthefilesonthese
devicesandaskedformoneyfortheiraccess.Atleast50bigcompaniesofRussiawereaffecteddue
tothisattackinwhichdevicessuchasmodem,networkstorageandsmarthomeapplianceswereused.

Phishersareadoptingdifferentandnewertechniquesforphishingattacksthusmakingiteasyfor
themtocommitcrimeanddifficulttospotthem(Barracloughet.al,2013).Thetoolswhichareused
thesedaysactuallyemploythebasicruleofexpertsystemi.e.creatingparticularrulesinblacklistand
thenmatchingtheincomingdatatrafficagainstthoseparticularrules.Oneoftheareasofdigitalforensics
whichmonitorsandinspectsthenetworktrafficforfindingandinterpretingthesecuritystrategyviolations
iscallednetworkforensics(WangandWang,2010;Khanetal.,2016).Machinelearningmethodshave
beenutilizedtobuildNetworkforensictechniques,buttwochallengeswhichstillneedtobeaddressedare
thatthesealgorithmsaregeneratinghigherrorratesandtheyarenotabletodeterminethevariousways
inwhichattackshappen,particularlybotnetevents(Moustafaetal.,2017;PrakashandKrishna,2016;
Aminietal.,2015).Patternrecognition,classification,correlationstatisticaltechniquesandclusteringare
allincludedinMachinelearningalgorithms(Sangkatsaneeetal,2011;Aminietal.,2015).

Inthispaperthreeclassificationtechniques,randomforest,supportvectormachineandlogistic
regressionareusedtodetectphishinginIoTdevices.Therestofthepaperisstructuredasfollows.
Section2containsthevarioustypesofphishingattacksinIoT.Section3and4givestheliterature
reviewandadescriptionofvariousmachinelearningalgorithmsusedinthisworkrespectively.The
methodologyusedintheproposedworkisdiscussedinsection5.Experimentalworkandtheresults
obtainedarediscussedinsection6.Section7givestheconclusionandfuturework.

2. PHISHING ATTACKS

2.1 Phishing
BeinganactiveglobalnetworkinfrastructuretheInternetofthings(IoT)hasself-configuringpotential.
Itconsistsofphysicalaswellasvirtualthingswhichhavetheirownidentities,physicalproperties
andworkonvariouscommunicationprotocols(PawlickandZhu,2017).TheInternetofThingshas
followingfeatures:firstlyit’sdecentralized,andheterogeneous,andsecondlyitisconnectedtothe
realworld.IoTisdecentralizedandit’snodescanconfigurethemselves,theyhavelocalintelligence
also.Sincevarious“things”frequentlygointoanddeparttheIoTsoitisheterogeneousinnature.
Sincethesedevicesareconnectedtotherealworld,sotheyareapartofcyber-physicalsystems(CPS).
ForexampleanIOTdevicecancontrolhomelightingandcanalsoinfluencebehavior.
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Therearevariouswaysinwhichphishingattacksareperformedandbaseduponthattheseattacks
canbeclassifiedassocialengineeringattacksandmalware-basedattacks.Insocialengineering-based
phishingalsoknownasdeceptivephishing,thetargetscredentialsarestoleneitherbysendingfake
emailsorbyusingfakewebsite(JakobssonandMyers,2007;Shenget.al.,2007;JakobssonSM,
2007).Ontheotherhandinmalwarebasedphishingattacksomemaliciouspieceofcodeissomehow
insertedonthevictim’ssystem.

2.2 Phishing Through Botnets
Anetworkofsystemswhicharepurposelycombinedtogetherforcontrollingandremotelydistributing
malwareiscalledbotnet.Criminalsusetheseonlargescaleformanycrimeslikespam,phishing,
stealingimportantinformation.Variousdevicesareindangerofsocalledthingbots–abotnetthat
includeautonomouslinkeditems.ThingbotsandBotnetsbothconsistofmultipledevices,whichare
connectedtooneanotherviasmartphones,tablets,smartdevices,computersandlaptops.Example
istheattackonDynin2016whichwascalledMiraibotnetattack.Thisattackaffectedthedomain
nameserverofReddit,Twitter,NewYorkTimesandGithub(Meyer,2016;Antonakakisetal,2017).
ThebandwidthoftheDNSwasplaguedduetotheenormousflowoftraffic.

2.3 Phishing Through Port Redirection
Inthismethodthecontentisnotuploadeddirectly,butthewebrequestssenttoaserverareredirected
tosomeotherremotewebserverbyusingportredirectionservices.Therequiredinformationcan
thenbestolenfromthelocationtowhichthetrafficwasrerouted(AllianceR,2005).

2.4 Social engineering
Usingsocialengineeringthecriminalscanmanipulatepeoplesothattheyprovideprivateinformation.
Usuallycriminalstrytotricktheuserinordertogetbankandpasswordinformationfromthetarget.
Theyalsotrytobreachthecomputerpasswordtoinstallmalicioussoftwarethatcanprovidethem
accesstopersonalinformation.Thisistypicallydonebyredirectingtheuserstowebsitesresembling
shoppingandbankingsitesthatlookvalid,alluringtheuserstoentertheirdetails(Jagaticetal,2007;
JagaticS,2001;Guptaetal,2017).

2.5 Malware-Based Phishing
Malwareisamaliciouspieceofcodeinstalledonasystemwithanintenttoaccessuser’sconfidential
data.Securitygapsinthebrowserortheoperatingsystemaidstheinstallationofthesemalwares.The
mostcommontypeofmalwareisTrojanwhichconstitutes72%ofallthemalwaresreported.Some
waysinwhichmalwareinfectsvictim’ssystemarethroughkeyloggersandscreenloggers,session
hijacking,contentinjectionandthroughsearchengines(GruschkaandJensen,2010;Mulazzaniet
al,2011;RobertsandAl-Hamdani,2011).

3. LITeRATURe ReVIew

Someoftherelevantworkreportedbyauthorsinreputedjournalsarediscussedhere(Shrivasetal,
2017)collectedphishingdatasetfromUCIrepositoryandimplementedthephishingdataseton
rapidminertoolandcompareddecisiontree,randomtree,randomforestalgorithmsforclassification
ofphishingandnon-phishing.Accuracyobtainedfromdecisiontreewas91.8%whichwasthebest
ascomparedtootheralgorithmsrandomtree66.7%,randomforest78.8%anddecisionstump84%.
(Subasietal,2017)comparedvariousalgorithmslikerandomforest,supportvectormachine,decision
treeonWEKAopensourcetool.ThisworkreportedthatRandomForestisquicker,robustandmore
accurateascomparedtoKNN,SVMRotationforestandDecisionTree.Randomforestyieldedbest
resultsherebasedonaccuracy97.36%.
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(HodžićandKevrić,2016)comparedthealgorithmsmultilayerperceptron(MLP),decisiontree,
randomforest,C4.5,rotationtree(REPtree)etc.AlltheexperimentswereconductedinWEKA
toolandthisworkreportedthatRotationtreeachievedoverallbestaccuracyof89.1%comparedto
otheralgorithms.

Intheirpaper(KalaiselvanandEdwinraja,2015)collectedphishingdatasetfromthePhistank
websiteandcomparedthealgorithmsC4.5,SVM,NaïveandZeroR,toclassifyphishingdatasetinto
phishingandlegitimate.Heretheaccuracyofdevelopedmethodswasassessedafterapplyingthe10
foldcross-validationandNaïveBayesalgorithmwasfoundtoperformbetterthanotheralgorithm.In
theirresearchpaperSupportVectorMachine,GaussianandNMCclassifiershavebeenemployedby
(KaurandSharma,2015)alongwithfuzzylogic.Fuzzybaseddetectionsystemprovideseffectiveaid
indetectingphishingwebsites.Itsuccessfullyresultedinlowfalsepositiveandhightruepositivefor
classifyingphishingwebsites.Amethodologytodetectphishingwebsitebasedonmachinelearning
classifiersispresentedin(Ali,2017)whichusesawrapperfeaturesselectionmethod.Somecommon
supervisedmachinelearningtechniqueshavebeenusedbyauthorsheretoaccuratelydetectphishing
websitesandtheyfoundthatwrapperbasedalgorithmperformsbetterascomparedtonormalmethod.

Intheirwork(Mohammadetal,2014)proposedanArtificialNeuralNetwork(particularlyself-
structuringneuralnetworks)basedintelligentmodelforpredictingphishingattacks.Theauthorswere
abletoatomisephishingwebsitedetectionwithfrequentchangeinphishingwebsitesusing17different
features.AnIntelligentsystemtodetectphishingine-bankinghasbeenproposedby(Aburrouset
al,2010)wheretheauthorscombinedfuzzylogicmodelwithmachinelearningalgorithmstodetect
phishingwebsites.Theydifferentiatedbetweendifferenttypesofphishingwebsitesusing10fold
crossvalidationandachieved86.38%accuracy,whichisverylow.

(Chenetal,2017)proposedamethodforconcoctedspoofdetectionusingdifferentalgorithms
as Bayesian Network, C4.5, Logit Regression, Naïve Bayes, Neural Network and SVM (linear
composite,linear,polynomial,RBFkernels).Theauthorsachievedanaccuracyof92.56%among
900legitconcocted,andspoofe-commercewebsites.

SecurityissuesinInternetofThingshavebeendiscussedby(Hossainetal,2015).Theyhave
mentionedthattheIoTdevicesareveryinsecureduetowhichthedatafromthemcanbecompromised
veryeasily.Gadgetssuchassensors,controllers,coordinatorsetcbelongtothefamilyofIoTgadgets
andtheydonotsupportthetraditionalsecuritymethodologies.Thesegadgetsdifferfromthetraditional
gadgetsintermsofbatterylife,powerconsumptionandnetworkversatility.

BaseduponthenatureandtypeofIoTdeviceswhicharefrequentlyscannedovertheInternet
(Paetal,2015)proposedanIoTspecificHoneypotnamedIoTPOT.IntheirsolutiontheHoneypot
appearedtobeagenuinedevice.AnumberofattackssuchasKeylogging,DistributedDenialofService
attack,Phishing,IdentityTheftandSpammingcanbelaunchedbytheseBotnets(Aminietal,2015).

(Roux et al, 2017) invented an intrusion detection system for IoT which considers remote
transmissionofinformationthroughprobes.Informationiscollectedbaseduponitsstrengthand
directionandanythingoriginatingfromanunexpecteddirection,isconsideredtobeillegitimate.
ClassificationwasdonehereusingNeuralNetwork.Intheirwork(Linetal,2014)usedArtificial
FishSwarmoptimizationalgorithmtoobtainthefeatureset,andthencarriedoutclassificationby
usingSupportVectorMachine.ThismethodoutperformedGeneticAlgorithmsforfeatureselection
byasmallamountbut therewassubstantial improvement time-wise.ArtificialImmuneSystems
wasusedby(Greensmith,2015)forsecurityofIoTwheretheycombinedmultipleAIStohandlethe
heterogeneousnatureofIoT.

4. MACHINe LeARNING TeCHNIQUeS

MachinelearningalgorithmsRandomForest,SupportvectormachineandLogisticRegressionare
usedinthisworktodetectphishinginIoTdevices.Thesealgorithmsareexplainedbelow:
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4.1 Random Forest
Randomforestisacollectionoflargenumberofdecisiontrees.Randomforestcanbeusedtosolve
classificationaswellasregressionproblembutmostlyitisusedforsolvingclassificationproblem.
Arandomforestclassifierconsistsofacollectionoftree-structuredclassifiers{h(x,Θk), k=1,. . .}
wherethe{Θk}areidenticallydistributedrandomvectorswhichareindependentofeachother.In
thisapproachunitvoteiscastedbyeverytreeforthebestclassatanyinputx

For a collection of classifiers h1(x), h2(x), . . ., hK (x), and the training set taken
r a n d o m ly  f r o m  r a n d o m  ve c t o r  Y,  X  t h e  m a rg i n  f u n c t i o n  i s  c a l c u l a t e d  a s
mg X Y av I h X Y av I h X j

k k j Y k k
, max( ) = ( ) =( )− ( ) =( )

≠
whereI(·)istheindicatorfunction.

MargingivesthemeasureofthevariationoftheaveragenumberofvotesatX,Yforthe
correctclasswiththatforanyotherclass.Greatermarginmeansthereismoreconfidence
inclassification.Thegeneralizationerrorisexpressedas

PE∗=PX,Y(mg(X,Y)<0)

wherethesubscriptsX,YindicatethattheprobabilityisovertheX,Yspace.Inrandomforests,
hk(X)=h(X,Θk).ForalargenumberoftreesasthenumberoftreesincreasesforallΘ1,.....Θk
PE∗convergestoPX,Y(PΘ(h(X,Θ)=Y)− max , )

j Y
P h X j

≠
( ) =( ) <˜ ˜ 0 .Thisisthereasonwhy

random forests do not over fit on addition of more trees but give a limiting value of the
generalizationerror.

ThediversityoftreesisincreasedinRFbygrowingthemfromdifferenttrainingdatasubsets
whicharecreatedthroughbaggingorbootstrapaggregating(Breiman,L.2001).InBootstrap
aggregatingtheoriginaldatasetisresampledinarandommannerwithreplacement.Research
hasproven thatmethodswhich employbagging arenot sensitive tonoiseorovertraining in
contrasttomethodswhicharebasedonboosting(Briemetal.,2002;ChanandPaelinckx,2008;
PalandMather,2003).

4.2 Support Vector Machine
Support Vector Machine is a supervised machine learning algorithms and one of the creating
informationclassificationsystemproposedby(Vapnik,1995).SVMclassifiesbyfindingahyperplane
that divides the training dataset into distinct classes. If the dataset is two dimensional then the
hyperplaneisalineandtheclassifierisknownaslinearclassifier.Formathematicalcalculationswe
have,Wherexisavectorpointandwisweightwhichisalsoavector.

Severalhyperplanescouldexistforanydatasetandtheplanethatmaximizesthedistancebetween
twoclassesisknownasmaximummarginlinearclassifier.Maximummargincanbeexpressedas:

Figure 1. Classification using SVM
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4.3 Logistic Regression
LogisticRegressionisasupervisedlearningtechniquethathelpsinperformingcategorizationand
arrangementprocess.LogisticRegressionisanalgorithmsthatisalsousedwhendependentfactors
arebinary,tertiary,ternaryandquaternary(Bircan,2004;Özdamar,2002).Thepredictorvariables
inthesecasescouldbecategoricalornumerical.Butwedohavemultinomiallogisticregression
whichcanhandlemultipleoutcomesfortheresponse.ForabinaryresponsevariableY ,P Y( )= 1
isdependenton �x ,avectorofpredictorvalues.Thegoalistomodel

p x P Y x( ) ( | )� �≡ = 1 

BecausetheresponsevariableY isbinary,so p x( )� canbemodelledbymodellingE Y x( | )� .
If p x( )� ismodelledasalinearfunctionofpredictorvariables,e.g.:

β β β
0 1 1
+ + +x x

p p
... 

thenthereisapossibilitythatthefittedmodelgivesestimatedprobabilitieswhichareoutsideof
[0,1].Soitisbettertotake:

p x
x x

x x
p p

p p

( )
exp( ... )

exp( ... )
� =

+ + +

+ + + +

β β β

β β β
0 1 1

0 1 1
1



wherex x
p1

,..., aretheoriginalexplanatoryvariables.
Eachofthesealgorithmshavetheirownprosandconsandtheresultsobtaineddependsuponthe

typeofapplicationanddataset.Althoughlogisticregressionislesspredictivebutismoreinterpretable
orfaster.Soifthemodelisbeingusedtotakesomedecisionthenlogisticregressioniseasierto
explain.Itisfastertotrainandexecutefordatawithmillionsofsparsefeaturesandisalsolessprone
tooverfittingbutitfailstoperformwhensignal-to-noiseislow.Ontheotherhandrandomforest
isversatileandworkswellonmedium-sizeddataseteveninpresenceofnoise.RFworkswellon
categoricalaswellasrealvaluedfeatureswithverylittlepre-processing.Supportvectormachineswork
betteronlineardependenciesandlargefeaturespacebutcanhandlenon-linearfeatureinteractions
alsowiththehelpofkernel.

5. MeTHoDoLoGy

5.1 Data Collection
Thedataset used in thiswork isUNSW-NB15whichwasdesignedby theAustralianCenterof
CyberSecurityatUNSWCanberra(Moustafaetal,2015)attheirCyberRangeLab.Thisdataset
representspreciseconventionaltrafficwhichmayhavebeenattackedbyBotnets.IXIAPerfectStorm
devicewasusedtocreatethisdatasetwhichisacombinationoforiginalnetworktrafficandattacked
traffic.Thedatasethas49attributes,includingtheclassfeatureanditcontains257,673instances
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(madebyjoiningthetrainingandtestingdatasets).Thecompletearchitectureoftheproposedwork
isshowninFigure2.

Thedatasetisdividedintotrainingandtestingpartandthenboththetrainingaswellastesting
datasetgoesthroughthedatapre-processingstage.Onlyquantitativefeatureshavebeenconsidered
inthiswork,sothefeatureshavingsymbolicvaluessuchasstate,protocolandservicesaredropped.
AfterthisstagethedatagoesthroughthefeatureextractionprocedureforwhichPrincipalComponent
Analysishasbeenusedinthiswork.PCAwhichisalinearfeatureextractionmethodrequiresless
memoryandisfasterascomparedtoothermethods.Thismethodranksthefeaturesbasedonthe
maximumvarianceforeachfeatureandhencecreatesanewfeaturesetofuncorrelatedvariables.

5.2 Performance Metrix
ConfusionMatrixhasbeenusedtocalculatedifferentparameterssuchasaccuracy,sensitivityor
truepositiverate(TPR),specificityortruenegativerate(TNR),precisionandf-measureandfalse
alarmrate(KahkshaandNaaz,2018;KahkshaandNaaz,2019).

Accuracyispercentageofcorrectclassification(truepositiveandnegative)fromoverallnumbers
ofinstance:

Accuracy(A)=(TP+TN)/(TP+TN+FP+FN)

Sensitivityispercentageofcorrectpositiveclassifications(truepositive)frominstancesthat
areactuallypositive:

Sensitivity(S)/Recall/TPR=TP/(TP+FN)

Figure 2. Architecture of the proposed work
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Specificityisthepercentageofpositiverecordsclassifiedcorrectlyoutofallpositiverecords:

Specificity(SS)/TNR=TN/(TN+FP)

Precisionisthepercentageofthecorrectpositiveclassification(truepositive)frominstances
thatpredicateaspositive:

Precision=TP/(TP+FP)

TheFmeasureisdefinedastheweightedharmonicmeanoftheprecisionandrecallofthetest:

F-Measure=2×Precision×Recall/(Precision+Recall)

FalseAlarmRate/ErrorRateisdefinedasthepercentageofincorrectclassification(falsepositive
andnegative)fromoverallnumbersofinstance.Afalsealarmrateisalsoknownastheprobability
offalsedetection:

FalseAlarmRate(FAR)/ErrorRate=(FP+FN)/(TP+TN+FP+FN)
Falsepositiverate=FP/(TN+FP)=1-TNR
FalseNegativeRate=FN/(TN+FN)

6. eXPeRIMeNTS AND ReSULTS

ThedatasetusedisthisworkisUNSW-NB15whichhasbeendesignedattheAustralianCenterof
CyberSecurityatUNSWCanberraintheirCyberRangeLab.ThemostpopulartechniqueNfold
crossvalidationtechniqueinmachinelearninghasbeenusedisthisworkwiththevalueofNtaken
as10.Thisbasicallymeansthatthecompletedatasetwasbrokeninto10sets.Trainingtakesplace
on9setsandtestingiscarriedoutontheremainingoneset.Thisprocedureisrepeated10timesand
finallymeanaccuracyiscalculated.ThisimplementationhasbeendoneinPython.RandomForest,
SupportVectorMachineandLogisticRegressionhasbeenimplementedontheabovedatasetandthe
resultshavebeencomparedintermsofaccuracy,truepositiverate(TPR),truenegativerate(TNR),
Precision,Fmeasureandfalsepositiverate.Thesevalueshavebeencalculatedusingformulasgiven
inperformancemetricsandusingconfusionmatrixontestingdataset.Theconfusionmatricesfor
thethreeclassificationmethodsareshowninFigure3(a)to(c).

6.1. Results obtained From Proposed Model
Toprovideabetteroverviewoftheperformanceoftheproposedtechniqueonthedataset,theoverall
accuracy,TPR,TNR,precision,F-measureandFalsealarmratearepresentedinTable1.

Figure 3. Confusion Matrix for the three algorithms
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FalseAlarmRate/Errorrateofdifferentmachinelearningalgorithmshasbeencalculatedusing
confusionmatrixandrandomforestclassifierhasbeenfoundtohaveminimumerrorrateof3.14%,
supportvectormachineshowedaslightlyhighererrorrateof3.25%whereaslogisticregressionhas
beenfoundtoperformworstwitherrorrateof7.71%asshowninFigure4.

InPhishing classification, falsepositives (FP) is legitimate trafficwhich ismisclassified as
phishingandfalsenegatives(FN)isphishingtrafficwhicharemisclassifiedaslegitimate.These
valuesareshowninTable2

Intheendalltheabovealgorithmshavebeencomparedintermsofaccuracyprecision,recall,
andF-measure.

AsshowninFigure5theperformanceofRandomForestalgorithmandSupportVectormachine
isalmostsimilarintermsofalltheparameters.Randomforestachievedanaccuracyof96.85%,SVM
isveryclosetoitwithanaccuracyof96.74%andtheaccuracyoflogisticregressionis92.29%.The
truepositiverateforthethreealgorithmsare98.41%forRF,97.85%forSVMand93.02%forLR
respectively.Thismeansthat98.41%oflegitimatetrafficaremisclassifiedasphishingbyRF,97.85%
aremisclassifiedasphishingbySVMand93.02%aremisclassifiedasphishingbyLR.Randomforest
givestruenegativerateof95.65%,Precisionof94.55%andF-measureof96.44%.Thismeansthat

Table 1. Performance of different Algorithms

RF SVM LR

Accuracy 96.85% 96.74% 92.29%

TPR 98.41% 97.85% 93.02%

TNR 95.65% 95.87% 91.73%

Precision 94.55% 94.87% 89.67%

F-Measure 96.44% 96.33% 91.31%

False Alarm Rate 3.14% 3.25% 7.71%

Figure 4. Comparison of error rate
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95.65%ofphishingtrafficaremisclassifiedaslegitimate94.55%ofpositiveidentificationsareactually
correct.SimilarlySVMyieldsaTNRof95.87%,precisionof94.87%andF-measureof96.33%.

Toshowtheeffectivenessoftheproposedmodel,theresultsofexistingapproacheshavebeen
comparedwiththeproposedmodel.

6.2 Comparison of Proposed Method with Similar work on Different Dataset
AsimilarworkonadatasetgatheredfromMillerSmilesarchive,PhishTankarchiveandGoogleâ€™s
searchingoperatorswascarriedoutby(KahkshaandNaaz,2019).Thedatasetconsistedof2456
instancesand30features.Valueofattributeswasintheformofinteger-1,0,and1,-1representing
phishing,0denotedsuspiciousand1denotedlegitimateInthisworkfirstthedatasetwasprocessed
togetmaturedatainthedesiredformatandthenitisdividedintotwosectionsastraining70%and
testing30%.TheexperimentswerecarriedoutusingRStudioinstalledonwindows10.

InthatworkDecisiontree,Randomforest,NeuralNetworkandLinearmodelwasusedandthe
resultswereobtainedonthesameparametersasintheproposedwork.TheresultsaregiveninTable3.

Graphicalrepresentationforperformancecomparisonbasedonaccuracyandfalsealarmrate
isdepictedinFigure6

6.3 Comparison of Proposed Method with Similar work on Same Dataset
Table4comparestheworkdescribedinthispaperwiththeworkin(Koroniotis,2017)onthesame
datasetfordifferentalgorithms.Ascanbeseenfromtheresultsallthealgorithmsinthecurrentwork
performedbetterbothintermsofAccuracyandFalseAlarmRateexceptforDecisionTreeforwhich

Table 2. False Positive rate (FPR) and False Negative rate (FNR)

RF SVM LR

FPR 4.35% 4.13% 8.27%

FNR 1.25% 1.72% 5.54%

Figure 5. Comparison of algorithms
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Table 3. Comparison of algorithms based on accuracy and false alarm rate

RF SVM LR DT RF NN LM

Accuracy 96.85% 96.74% 92.29% 90.4% 95.7% 90.7% 92.1%

TPR 98.41% 97.85% 93.02% 93.2% 96.1% 84.0% 93.8%

TNR 95.65% 95.87% 91.73% 88.7% 95.2% 97.9% 90.0%

Precision 94.55% 94.87% 89.67% 83.2% 93.7% 94.0% 92.0%

F-Measure 96.44% 96.33% 91.31% 87.0% 94.0% 90.4% 92.8%

False Alarm 
Rate 3.14% 3.25% 7.71% 9.5% 4.3% 9.2% 8.0%

Figure 6. Comparison based on accuracy and false alarm rate

Table 4. Comparison of current work with existing work on the same dataset

Accuracy False Alarm Rate

RandomForest 96.85% 3.14%

SupportVectorMachine 96.74% 3.25%

LogisticRegression 92.29% 7.71%

AssociationRuleMining 86.45% 13.55%

ArtificialNeuralNetwork 63.97% 36.03%

NaïveBayes 72.73% 27.27%

DecisionTreeC4.5 93.23% 6.77%
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theaccuracyisslightlybetterthantheaccuracyshownbyLogisticRegression.Randomforestand
SVMgivemuchbetterperformancethanallthealgorithmsin(Koroniotis,2017).

ThesameresultsarealsodepictedinFigure7ingraphicalform.

7. CoNCLUSIoN AND FUTURe woRK

Phishing isgrowingcontinuously irrespectiveof intelligenceandsecuritydevelopment.There is
definitelyneedofspecialcaretowardsafeguardingofpeoplebeingcheated.Sothetopicofphishing
detectionisverycrucialandwehaveCybersecurityprofessionalswhoarecontinuouslyworkingto
makethesedevicesmoresecure.Variousapproachesareavailabletodetectphishing.Thisincludes
blacklisting,dataminingandheuristics,softcomputingandmachinelearningtechniques.Research
hasshownthatmachinelearningtechniquesgivebetteraccuracyascomparedtotheotherapproaches
andtheyarealsocapableofhandlingzero-hourphishingattacksinabettermannerascomparedto
othermethods.

In thisworkdifferentmachine learningalgorithmshavebeencomparedonphishingdataset
andfoundthatrandomforestworksbetterintermsofaccuracy,errorrateandotherparameters.The
proposedalgorithmhasalsobeencomparedwithexistingsimilarworkonsameaswellasdifferent
dataset.Resultsshowthattheproposedmodeloutperformstheotherworkreportedinliteratureboth
intermsofaccuracyandfalsealarmrate.

Inthisworkfeaturesthathadnonnumericvaluesweresimplydroppedfromthedataset.Some
othermethodforfeatureselectioncanbeusedinthefuturetoseeifbetterresultscanbeobtained.
Similarly other approaches to feature extraction can also be implemented to see the effect. A
combinationorhybridmachinelearningalgorithmcanalsobeimplementedtoimproveaccuracy
andminimizefalsealarmrate.

Figure 7. Comparison of current work with existing work
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