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ABSTRACT

Application of fragile watermarking on biometric images stored at a server or cloud ensures
properauthenticationandtamperdetectionwhenaccesstotheserverswasshared.Inthispaper,
ahybriddomainfragilewatermarkingtechniqueforauthenticityofcolorbiometricimages,using
hybridizationofvarioustransformssuchasdiscretecosinetransform(DCT),fastdiscretecurvelet
transform(FDCuT),andsingularvaluedecomposition(SVD)isproposed.Thehybridtransform
coefficients are modified according to the scrambled color watermark to obtain watermarked
colorbiometricimage.ThesecurityofthistechniqueisstrengthenedwiththeusageofArnold
scrambling,andbyusingmultiplesecretkeys.TheproposedtechniqueisanalyzedonFEIBrazilian
facedatabase.Theexperimentalresultsshowthatthistechniqueperformsbetterthantheexisting
fragilewatermarkingtechniques.
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1. INTRoDUCTIoN

Today,thebiometricbasedsystemsareusedeverywhereforindividualrecognition.Thebiometric
systemsovercomethelimitationoftraditionalidentificationsystemswhicharebasedonpassword,
token,andidentitycard(JainandKumar,2002).Thebiometricmodalitiescanbephysicalorbehavioral
whichincludesface,fingerprint,iris,speechandsignatureetc.Thedrawbackofthissystemisthatit
ispossiblethatthebiometricimageortemplatecanbemodifiedbyimposteratsystemdatabaseor
whilesharing(Rathaetal.,2001;JainandUludag,2003a,2003b;Jainetal.,2004;JainandUludag,
2002;Jainetal.,2002;Rege,2012).Manyinformationhidingapproachessuchascryptography,
steganography,andwatermarkingareusedforprotectionofbiometricimagesagainstsuchspoof
attacks(Rathaetal.,2001).
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Inbiometricasaservice(BAAS),biometricdatabasesarestoredonservers,andarecapable
ofauthenticationandidentificationofbiometricsonrequestdemand.Thishassimilarsetupasany
traditionalwebservice;however,attheclientlevel,biometricscannersareusedforacquisitionof
biometricdata.Therearetwotypesofservices:enrolmentandidentification.Incaseofenrolment
ofauser,hisorherbiometricsisscannedandisassociatedwiththeuniqueidentitynumberbefore
storinginserver.Foridentification,auserisscannedagainforhisorherbiometrics.Thesystem
sendsidentificationrequeststoserver,whichwouldreturnamatchorno-match,basedonwhich,a
userisallowedtoaccessordenytheapplication.Thesecurityofbiometricsisvulnerableatsystem
databaseduetospoofattacks(JainandKumar,2002;Rathaetal.,2001;JainandUludag,2003a;
Jainetal.,2004).

Withtherapidgrowthinthetechnology,morethan60countriesworldwideareacquiring,storing
andusingthebiometricdataoftheircitizens,forvariouspurposes.“Aadhaar”,thenameusedto
represent“TheUniqueIdentificationAuthorityofIndia(UIDAI)”,istheworld’sbiggestbiometric
database(over1.1billionusersface,fingerprintandirisimages),andisnowfacingaseriousproblem
ofunauthorizedaccesstoitsdatabase.Aadhaarstartedoutasavoluntaryprogrammetohelptackle
benefitfraud,butrecentlyithasbeenmademandatoryforaccesstowelfareschemes,pensionsand
ruralemploymentschemes,taxfilingandislinkedtobankaccountsandmobilephonenumbers.
TheAadharidentitynumberhascutwastage,removedfakes,curbedcorruptionandmadesubstantial
savingsforthegovernment.

ThegovernmentofIndiahiredserviceprovidersforgrievanceredress,whoseagentsareallowed
toenteranyAadhaarnumberintotheUIDAIwebsiteandgetaccessandrectifiesuserinformation
includingname,address,photo,biometrics,phonenumberandemailaddress.Itwasreportedrecently
that the citizen’s personal data was sold online by the agents. Poor security at four government
portalsrevealedpersonalandbankaccountdetailsofaround13Crorepeople.Thegovernmentitself
hasadmittedthatithasblacklistedorsuspendedsome34,000serviceprovidersforhelpingcreate
“fake”identificationnumbersornotfollowingproperprocesses.Thetheftofsuchpersonaldetails
hasbecomeverycommonduetolackofprivacylaws,architecturesandlackofinformationsecurity
practices.Itisalsoreportedinnews,thatthebiometricsdatabasesaroundtheworld,arestolenand
areormisused(BBCNewsArticle,2016;BBCNewsArticle,2015).Thisisduetothefactthat
thebiometrics,whenlinkedtobankaccountsandfinancialservicesleadstoriseincommittingthe
frauds,asitispossibleforthebiometricssuchasfingerprintstobestolenandcollectedandcopied
fromthepublicplaces(TheHinduBusinessLineArticle,2017;UniqueIdentificationAuthorityof
India, 2016). [https://www.uidai.gov.in/authentication/authentication-overview/operation-model.
html].Insuchscenario,itistheneedofthehour,securingthebiometricsandpersonaldata,stored
inandsharedbytheservers.

Encryption which comes first in Digital Rights Management ensures access control and
authentication of users or content. The Aadhar programme for example secures the collected
demographicandbiometricinformationofcitizensbymeansofadvancedencryptionusinga2048-
key.Cryptographictechniquesmakethecontentunintelligibleusingencryptionkeysandalgorithms,
beforeitsstorage/publication/distribution.But,thepersonordevicehavingtheknowledgeofthe
decryptionkeyisallowedtoaccessanddecryptcompletelytheencrypteddatauponcheckinghis
authorizationanduserrights,andcantamperormakecopies,asinFig.1.Theencryptiontechniques
cannotcopycontroloncethedataisdecrypted.Thewatermarkingtechniquesontheotherhandcan
protect andcopycontroldataevenafterdecryption.The fragilewatermarkingembedsmarks in
imperceptibleportionsofimagesuchthatthemarksgetdestroyedincaseofmodifications/tampering
oftheimageindicatingthesame.Theobjectiveoffragilemarkingistoensureifthatthehostimage
istampered,andthatthedataintegrityandauthenticationismaintained.Fragilemarksareusefulas
evidencethattheimageismodified.

Inthispaper,afragilewatermarkingschemeisproposedforauthenticityverificationandtamper
detectionofbiometricimages.Akey,whichismaintainedconfidentiallybyauthorizedpersonnel/
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serverowner,isusedforwatermarkextractionnon-blindlywhenrequired.Successfulwatermark
extractionindicatestheauthenticationofauthorizedperson,anddataintegrity.Therestofthepaper
isorganizedasfollows:insection2,somerelatedworkisgiven,section3reviewssomepreliminaries.
Section4discussestheproposedcolorbiometricwatermarkingtechnique.Experimentalresultsalong
withanalysisarepresentedinsection5andfinally,conclusionsarestatedinsection6.

1.1 Related Work
Manyfragilewatermarkingtechniqueshavebeenproposedintheliteratureforauthenticatingand
tamperdetectionofbiometricimagesduringtheirtransmissionorwhilestoringthematserveror
systemdatabase.

D.Wang(Wangetal.,2008)proposedfragilewatermarkingtechniquebasedonSVDforintegrity
verificationofbiometricimage.Inthistechnique,singularvaluesofwatermarkbitsareinsertedinto
LeastSignificantBits(LSB)ofbiometricmage.Thistechniquewasimplementedongreyscaleiris
images.C.Li(Lietal.,2010;Lietal.,2012)proposedtwofragilewatermarkingtechniquesbased
onLSBsubstitutionfortamperdetectionandrecoveryinbiometricimages.Inthefirsttechnique,a
multi-levelapproachisusedforintegrityverification.ThePCAfeaturesofbiometricimageareused
forrecoveryoftamperedregioninanimage.Theauthenticationbitsandwatermarkbitsareinserted
intograyscalefacebiometricimagesbasedonsalientregiondetectionandadaptivewatermarking.
Inthesecondtechnique,coverbiometricimagewasdividedintotworegions:salientandbackground.
Thesalient regionshave rich information; lessaffectedby thewatermark,and thusallows large
watermarkstobeembeddedintoit.

Yang (Yang and Shen, 2010) proposed fragile watermarking technique based on vector
quantization(VQ)fortamperdetectionandrecoveryinbiometricimages.Theindextableofcover
biometricimageisgeneratedusingvectorquantizationmethodandthesetablevaluesareusedas
watermark.Thewatermarkvaluesareembeddingintothecoverbiometricimageforrecoveryofthe
tamperregionintheimage.ThistechniqueisthemodifiedversionofWong’swatermarkingtechnique
(WongandMemon,2001).C.Li(Lietal.,2013)proposedfragilewatermarkingtechniquebasedon
multi-blockdependencyfortamperdetectionofbiometricimages.Inthistechnique,thebiometric
imageisfirstdividedintonon-overlappingblocksofsize8×8.A64-bitwatermarkisgeneratedfor
eachblockofimageandisdividedintoeightequalparts.Eachpartofthewatermarkisinsertedinto

Figure 1. Possible tampering of biometric images
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anotherblockofimageusingsecretkey.Thistechniquewasimplementedongrayscalefingerprint
images.

M.Joshietal.(2013)proposedamultilevelsemi-fragilewatermarkingtechniqueforfingerprint
imagesbasedonSingularValueDecomposition(SVD).Thistechniqueembedstwowatermarksfor
providingprotectionofbiometricimageatsystemdatabase,andatmatcherofbiometricsystem.Inthis
technique,watermark1,derivedusingblockbasedsingularvaluesofcoverbiometricimageisused
forauthentication.Thewatermark2derivedusing2ndand3rdordermomentsofcoverbiometricimage
isusedforthesecurityoffeaturesatmatcherandtoprovideresistanceagainstaffinetransformation
and lossycompression.Theauthors extended theirworkandproposeda reversible technique in
2016(Joshietal.,2016).V.Joshietal.(2013)proposedafragilewatermarkingtechniquebasedon
MultistageVectorQuantization(VQ)andDCTfortamperdetectionofbiometricimages.C.Whitelam
(Whitelametal.,2013)proposedwatermarkingtechniqueforauthenticationofbiometricimage.Inthis
technique,faceimageisinsertedintofingerprintimagetogeneratewatermarkedfingerprintimage,
whichisfurtherinsertedintocolorstandardimageusingsteganography.TheRiverst-Shamir-Adleman
(RSA)encryptionisusedforencryptionofstegocolorimageforsecuretransmission.

R.Preda(Preda,2013)proposedfragilewatermarkingtechniquebasedonwavelettransformfor
tamperdetectionofbiometricimages.Inthistechnique,thewatermarkbitsareinsertedintorandomly
chosenwaveletcoefficientsofgrayscalefacebiometric images.V.Joshi(Joshi,2014)proposed
watermarkingtechniquebasedonLSBsubstitutionandencryptionforauthenticationofbiometric
image.Bitslicingisappliedoncoverbiometricimage,andeachbitplaneisconvertedintovectors,
beforeencryption.Theencryptedvectorsareconverted intoencryptedbitplane.Thewatermark
bitsareinsertedintoLSBofencryptedimageusingLSBsubstitutionmethod.Thistechniquewas
implementedongrayscalefingerprintimages.

C.Li(Lietal.,2016)proposedfragilewatermarkingtechniqueusingsingularvaluedecomposition
(SVD),principalcomponentanalysis(PCA)andwavelettransformfortamperdetectionandrecovery
ofbiometricimage.Inthistechnique,theauthenticationwatermarkbitsaregeneratedusingSVDfor
eachblockofcoverbiometricimageandtheinformationwatermarkbitsaregeneratedusingPCA.
Both thesewatermarksare inserted intowaveletcoefficientsofblockusingwaveletquantization
approach.Afterdetectingtamperregionsusingauthenticationbits,thetamperedregionisrecovered
usinginformationwatermarkbits.A.Czajka(Czajkaetal.,2016)proposedfragilewatermarking
techniquebasedondiscretecosinetransform(DCT)forauthenticationofbiometricimage.Theimage
isfirstdividedintonon-overlappingblocks,followedbyapplicationofDCTandisthendividedinto
twotypesofbits:signablebitsandembeddablebits,wherethesignablebitsareusedtogenerate
hashwatermarkbits.ThewatermarkbitsareinsertedintoembeddablebitsofDCTcoefficients.This
techniqueisimplementedforgrayscaleirisimage.

A fragile watermarking technique based on SVD is proposed for color biometric image
authenticationbyE.Tarif(Tarifetal.,2017).Inthistechnique,sparsedatageneratedusingsparse
decomposition method is inserted as watermark into singular value of luminance component of
colorfacebiometricimage.A.Tiwari(Tiwarietal.,2017)proposedfragilewatermarkingtechnique
basedonvectorquantization,forauthenticationofbiometricimages.Inthistechnique,twostage
watermarkembeddingprocessisperformedforintegrityverificationandauthenticationofimage.In
thefirststage,robustwatermarkisinsertedintovectorquantizedindicesofcoverimageusingzero
levelwatermarkingmethod.Inthesecondstage,semi-fragilewatermarkisinsertedusingmodified
indexkey-basedmethod.

From the literature, it is observed that there are very less number of fragile watermarking
techniquesdefinedforauthenticationofcolorbiometricimages.Takingthisasmotivation,inthe
paper,acolorbiometricwatermarkingtechniqueisproposedbasedonhybridizationofdiscretecosine
transforms(DCT),fastdiscretecurvelettransform(FDCuT),andsingularvaluedecomposition(SVD).
Theproposedwatermarkingtechniqueinsertscolorwatermarkintochosenhybridcoefficientsof
coverbiometricimage.ThecombinationofDCT+FDCuT+SVDprovidesrequiredfragility.The
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authenticationofwatermarkedcolorbiometricimageisperformedbasedonmeasuringthesimilarity
betweenextractedwatermarkandoriginalwatermarkinformation.Themainfeaturesoftheproposed
techniqueinclude:(1)UtilizationofhybridcoefficientswhichcarrythepropertiesofDCT,FDCuT,
andSVD(2)EncryptionofwatermarkusingArnoldScrambling(3)Goodtrade-offbetweenperceptual
transparencyandpayloadcapacity.(4)Tamperdetectionincaseofattacks.(4)Outperformsexisting
fragilebiometricwatermarkingtechniquesintermsofperceptualtransparencyandsecurity.

2. PReLIMINARIeS

Inthissection,theoperationsusedinthedesignofproposedtechniquearereviewed.Theseinclude
Discrete Cosine Transform (DCT), Fast Discrete Curvelet Transform (FDCuT), Singular Value
Decomposition(SVD),andArnoldscrambling.

2.1 Discrete Cosine Transform
Foranydigitalimage,theDCTandinverseDCTarecalculatedusingEquations1and2,respectively
(Lengetal.,2010a,2010b;RoyandPal,2017;Jain,1999).TheDCTcanbeappliedontheentire
imageorontheblocksobtainedfromtheimage.
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Intheproposedtechnique,DCTisindependentlyappliedonallthethreechannelsofthecover
colorfaceimagetoobtainfrequencysub-bands:low,middleandhigh,intowhichthecolorfragile
watermarks,areinserted.

2.2 Fast Discrete Curvelet Transform (FDCuT)
CurveletTransform(CuT)(Candesetal.,2006;CandesandDonoho,2004)isappliedontheimage
toobtainvariouscurveletsubbandswithvaryingfrequencycoefficients.TheCuTplaysanimportant
role in image processing applications, representing image as curves or edges. The discrete time
curvelettransform(DTCT)isredesignedwithanewmathematicalarchitecture,whichissimpleand
easytobeimplemented.ItisknownasFastDiscreteCurveletTransform(FDCuT)(Candesetal.,
2006;CandesandDonoho,2004).TherearetwotypesofFDCuT:frequencywrappingbasedand
unequispacedFastFouriertransform(USFFT)based.

DiscreteCosineTransform(DCT)representsimageintermsofitsspatialfrequencybutrequires
largenumberofcoefficientstorepresenttheimage.ThesparsitypropertyofFDCuTdescribesthe
imageaccuratelyusingfewcoefficientswithlesscomputationalcomplexity.Intheproposedtechnique,
FDCuTisappliedonDCTcoefficientsofallthethreechannels(RGB)ofthecovercolorfaceimage
independentlytoresulthybridfrequencycurveletcoefficients:LF,MFandHF.Inordertoachieve
higher transparency with the proposed technique, high frequency (HF) curvelet coefficients are
consideredforinsertingthecolorwatermarkimage.
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2.3 Singular Value Decomposition
TheSingularValueDecomposition(SVD)isalinearalgebratoolwhichdecomposestheimageinto
threedifferentmatrices:asingularvaluematrixandtwoorthogonalmatricesnamely,UmatrixandV
matrix.Thesingularvaluematriceshavenon-negativevaluesandarediagonallyplacedinthematrix.
Thesingularvaluesareverystableinnatureandarelessaffectedbythegeneralimagemanipulations.
Intheproposedtechnique,SVDisusedtomaintainthestabilityofhybridcoefficientsandensure
thatthewatermarkembeddingprocessisperfectlyinvertible.

2.4 Arnold Scrambling
Intheproposedwatermarkingtechnique,Arnoldscrambling(Lietal.,2013;RoyandPal,2017)is
usedtoencryptthecolorwatermarkimagebeforeitisembeddedintothecovercolorbiometricimage.
Sothatattackerorimpostorcannotdirectlyobtainwatermarkinformationfromthewatermarkedcolor
biometricimage.Theresultantchaoticimageissecureandcannotbeextractedwithouttheknowledge
ofthesecurekey.The2DforwardArnoldscramblingisdefinedbytheequation:

x

y y

x
N

'

'
mod=

1 1

1 2
 (3)

where,x, y, x′, y′={0,1,2…N–1};i,jarethepixelcoordinatesoftheoriginalspace;x’, y’arethe
pixelcoordinatesafteriterativecomputationscrambling;andNisthesizeofthewatermarkimage.
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3. PRoPoSeD WATeRMARKING TeCHNIQUe

Theproposedwatermarkingsystemisdefinedforcheckingtheauthenticationofcolorbiometric
imageattheserverbyproperextractionofwatermark.Thistechniqueconsistsofthreemainphases:
watermarkembedding,watermarkextractionandauthenticationverification.Thestepsinvolvedin
eachphaseareasfollows:

3.1 Watermark embedding
Theembeddingprocessinvolvesembeddingofcolorwatermarkimageinacolorbiometricimage.
Theembeddingisdoneinvisiblyinsuchaway,thatthequalityofcolorbiometricimagedoesnot
degrademuch,andthechangesdoneshouldbeimperceptible.Theembeddingmethodologyisdepicted
inFigure2andisdescribedasstepsasfollows:

1. DecomposethecolorwatermarkimageWintoRed(R),Green(G),andBlue(B)channels.
2. ScrambleeachchannelofcolorwatermarkimageusingforwardArnoldscramblingtoobtain

ER, EG,andEB.
3. DecomposecovercolorbiometricimageintoRed(R),Green(G),andBlue(B)channels.
4. ApplydiscretecosinetransformoneachchannelofthecovercolorbiometricimageC.Letthe

coefficientsbedenotedasDR, DG,andDB,respectively.
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5. Applyfirstlevelfastdiscretecurvelettransform(FDCuT)onDCTcoefficientsofeachchannel
ofthecovercolorbiometricimage �� , ,�Cu D Cu D Cu D

R G B( ) ( ) ( ) .
6. Selecta subbandfromtheFDCuTdecompositionaccording to thesizeofscrambledcolor

watermark.
7. Embedthescrambledcolorwatermarkintocovercolorbiometricimageasfollows:

a. Perform SVD on hybrid coefficients (high frequency curvelet coefficients of DCT
coefficients)ofeachchannelofcovercolorbiometricimageandobtainthecorresponding
singular(S)matrices:

Cu D U S V
H R R R R

T( ) =  (5)

Cu D U S V
H G G G G

T( ) =  (6)

Cu D U S V
H B B B B

T( ) =  (7)

b. SavethesehybridCoefficients(SR,SG,SB)ofcolorbiometricimageforwatermarkextraction
infuture.

Figure 2. Watermark embedding process of proposed technique
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c. Modify the singular values of cover color biometric image with the scrambled color
watermarkimageasfollows:

S S E
R R R
' = +α  (8)

S S E
G G G
' = +α  (9)

S S E
B B B
' = +α  (10)

d. PerforminverseSVDtoreconstructmodifiedhybridcoefficientsofcovercolorbiometric
image:

Cu D U S V
H R R R R

T( ) =' '  (11)

Cu D U S V
H G G G G

T( ) =' '  (12)

Cu D U S V
H B B B B

T( ) =' '  (13)

8. Apply inverse FDCuT, followed by inverse DCT on modified hybrid coefficients to obtain
modifiedR-G-Bchannelsofcovercolorbiometricimage.

9. PerformcolorimagereconstructionfrommodifiedR-G-Bchannels.Theresultisawatermarked
colorbiometricimage.

3.2 Watermark extraction
ThewatermarkextractionprocessisdepictedinFigure3andthedetailsareasfollows:

1. Decompose watermarked color biometric image C’ into Red (R), Green (G), and Blue (B)
channels.

2. ApplydiscretecosinetransformoneachchannelofthewatermarkedcolorbiometricimageC′ 
andobtaincorrespondingDCTCoefficients:D′R, D′G,andD′B.

3. Applyfirstlevelfastdiscretecurvelettransform(FDCuT)onDCTcoefficientsofeachchannel

ofthewatermarkedcolorbiometricimage.DenotethemasCu D Cu D Cu DR G B( ) ( ) ( )' ' ', , .
4. ApplySVDonhybridcoefficients(highfrequencycurveletcoefficientsofDCTcoefficients)

ofeachchannelofwatermarkedcolorbiometricimageasfollows:

Cu D U S VH R R R R
T( ) =' ''  (14)

Cu D U S VH G G G G
T( ) =' ''  (15)

Cu D U S VH B B B B
T( ) =' ''  (16)

5. Extractscrambledcolorwatermarkimageasfollows:



International Journal of Digital Crime and Forensics
Volume 13 • Issue 2 • March-April 2021

43

R S S
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G S S
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B S S
s

B B'
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whereSR,SG,andSBarethehybridcoefficientsoforiginalbiometricimage.

6. DescrambletheextractedR-G-BchannelsusinginverseArnoldscramblingtoobtaintheextracted
channelsofcolorwatermarkimage.

Figure 3. Watermark extraction process of proposed technique
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7. PerformcolorimagereconstructionusingextractedR-G-Bchannelstoobtaintheextractedcolor
watermarkimageW′.

3.3 Authentication Process
Theproposedschemeperformsauthenticationofbiometricimageviaextractionofcolorwatermark
image.Theextractedcolorwatermarkimageiscomparedwiththeoriginalwatermarkimageprovided
bytheownerforthispurpose.Themulti-scalestructuralsimilarityindexmeasure(MS-SSIM)(Roy
etal.,2014;Wangetal.,2003)isusedforcomparisonwatermarks.Thecomparisonvaluemustlie
between0and1.BasedontheresultantMS-SSIMvalueandapredefinedvalueτ,twohypotheses
aredefinedforauthenticationofwatermarkedcolorbiometricimage:

1. IfMS-SSIM (W, W′) > τ,thenconsiderwatermarkedcolorbiometricimageasauthenticated.
2. IfMS-SSIM (W, W′) < τ,thenconsiderwatermarkedcolorbiometricimageasunauthenticated/

tamperdetection

where,WistheoriginalcolorwatermarkimageandW′istheextractedcolorwatermarkimage.

4. ReSULTS AND DISCUSSIoN

Theproposedfragilewatermarkingtechniqueistestedandanalyzedbyembeddingcolorwatermarks
incolorfacebiometric images(cover image),bothofsize256×256.Thetest imageschosenare
showninFigure4.

4.1 Performance Measures
ThePeakSignaltoNoiseRatio(PSNR)(KutterandPetitcolas,1999)andweighedPSNR(wPSNR)
(Thanki et al., 2018) are used to measure imperceptibility. The PSNR depends on the Mean
SquareError(MSE)whichisanerrorbetweenthecovercolorbiometricimageandwatermarked

Figure 4. Test cover color face images (a) subject 1 (b) subject 2 (c) subject 3 (d) color watermark
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colorbiometric image.ThePSNR ismeasured indB.Higher thePSNR,higher the invisibility/
imperceptibility,indicatinghighqualitywatermarkedimage.ThePSNRisdefinedas:

PSNR
MSE

= ×











10 10

2552log  (20)

TheweightedPSNR(wPSNR)isanewapproachforcalculationofimperceptibilityofcolor
biometricimages,andiscalculatedusingtheequation:

wPSNR
NVF MSE

= ×
×












10 10

2552log  (21)

where,NVFisNoiseVisibilityFunctionwhichgivestextureinformationofbiometricimagebased
ontheGaussianmodel.ThevalueofNVFliesintheinterval[0,1].TheNVFis0fortextureregion
and1fortheflatregion.Thenormalizationfunction,NVFiscalculatedusingtheequation:

NVF NORM

block

=
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1 2δ
 (22)

whereδisluminancevarianceofcomputedblocks.
ThesimilarityofthecolorwatermarkimagesismeasuredbyMulti-Scale-StructuralSimilarity

IndexMeasure(MS-SSIM)(Royetal.,2014;Wangetal.,2003).Theperformanceofanywatermarking
techniqueishighifMS-SSIMiscloseto1.TheMS-SSIMisdefinedas:

SSIM x y C xy C

x y C x y C
=

+ +

+ + + +







( )( )

( )

2 1 2 2
2 2

1
2 2

2

µ µ σ

µ µ σ σ
 (23)

MS SSIM
N

SSIM xi yii

N
− = −

=
∑

1

1
( )  (24)

where,xistheoriginalcolorwatermarkimage,yistheextractedcolorwatermarkimage,μxisthe
averageoforiginalcolorwatermarkimage,μyistheaverageofextractedcolorwatermarkimage,σxy
isthecovarianceoforiginalcolorwatermarkimageandextractedcolorwatermarkimage,C1,C2are
constants,andNcorrespondstothenumberofwindows.

4.2 Imperceptibility Test
Themainrequirementofinvisiblewatermarkingisthatafterwatermarkembedding,thequalityof
coverimageshouldnotdegrade,andthatthemodificationsmustnotbevisibletohumaneye.To
test theperformanceoftheproposedtechniquewithrespect tothis imperceptibilityrequirement,
thewatermarkshowninFig.4disembeddedintothreetestcoverimagesshowninFig.4a-c,using
embeddingfactorα=0.008,and the resultsaredisplayed inFig.5. Itcanbeseen thatFig.5d,
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whichisawatermarkedimage,isalmostsameasFig.5a,whichistheoriginalimage,indicating
highimperceptibility.Theperformanceoftheproposedwatermarkingtechniqueisalsoanalyzed
objectively,intermsofPSNR,wPSNRandMS-SSIM,andtheresultsaresummarizedinTable1,
fordifferentgainfactors.

Table 1 indicates that for gain factors 0.002 and 0.004, the PSNR is high, indicating high
imperceptibility, at gain factor 0.006 and 0.008, the PSNR slides little down, while MS-SSIM
remainsstable,indicatingnodifferenceinstructuralsimilarity.Thewatermarkedcolorfaceimages
andextractedcolorwatermarkimages,forvariousgainfactorvaluesareshowninFigure6and7,
respectively.Theresultsindicatethatthiswatermarkingtechniqueperformsequallywellforvarious
gainfactors.

Theperformanceoftheproposedwatermarkingtechniqueisalsotestedon100colorfaceimages,
whicharetakenfromFEIBrazilianfacedatabase(FEIFaceDatabase,2009;ThomazandGiraldi,
2010). The average result of the proposed watermarking technique for this test database, when
evaluatedatα=0.002,isgiveninTable2,whichindicatessatisfactoryresults.

Figure 5. (a) Original color face image (b) Original color watermark image (c) Scrambled color watermark image (d) Watermarked 
color face image (e) Extracted scrambled color watermark image (f) Extracted color watermark image

Table 1. Performance of proposed watermarking technique for various gain factors

Test 
Face 

Image

α = 0.002 α = 0.004 α = 0.006 α = 0.008

PSNR 
(dB)

wPSNR 
(dB) MSSSIM PSNR 

(dB)
wPSNR 

(dB) MSSSIM PSNR 
(dB)

wPSNR 
(dB) MSSSIM PSNR 

(dB)
wPSNR 

(dB) MSSSIM

Subject 
1 75.66 50.13 1.00 57.92 43.63 1.00 53.14 41.25 1.00 50.72 36.67 1.00

Subject 
2 74.09 50.09 1.00 58.15 42.97 1.00 53.45 40.03 1.00 50.98 38.55 1.00

Subject 
3 76.46 52.14 1.00 57.76 46.99 1.00 53.05 44.78 1.00 50.57 43.73 1.00
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4.3 Tamper Detection Test
In the proposed technique, the hybrid high frequency curvelet coefficients of all DCT
coefficients are used for watermark embedding, such that, further modifications to the
watermarkedimage,resultsinlossofwatermark,andhencecannotbeextractedbywatermark
extractionalgorithm.Totesttheperformanceoftheproposedtechniquewithrespecttotamper
detection,thewatermarkedimageissubjectedtoavarietyofattacks,andthenfedasinputto
watermarkextractionalgorithm.TheattacksconsideredincludeJPEGcompression,addition
ofdifferentnoises,andapplicationofvariousimagefilters,histogramequalization,motion
blur,androtation.Figure8showstheMS-SSIMvaluesresultedfromextractionofwatermark
for all the three subjects used in the simulations, in the presence of various attacks. The
similarityoforiginalandextractedwatermarks,beinglessthan0.15inFig.9,indicatesloss
ofwatermarkinwatermarkedimage,concludingtamperdetection.Thepredefinedthreshold
τissetto0.75intheproposedalgorithm.Hencetheverificationalgorithmdecidesthetest
imageasunauthenticated.Thethresholdconsideredhereisthestandardvaluereportedinthe
literature(BiometricsandStandards,2009;BiometricsTestingandStatistics,2006).

Figure 6. (a) – (c) Watermarked color face image with gain factor value α = 0.002, 0.004 and 0.006

Figure 7. (a) – (c) Extracted color watermark image with gain factor value α = 0.002, 0.004 and 0.006

Table 2. Performance of proposed watermarking technique on 100 images

Number of Test Color Face Image in 
Database Average PSNR (dB) Average wPSNR (dB)

100FaceImages 72.86 50.89
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4.4 Computational Complexity
The computational complexity of watermarking techniques is usually measured in terms of
computationaltimerequiredforwatermarkembeddingprocessandwatermarkextractionprocess.
The implementation of the proposed technique is done on the Laptop with 2 GHz i3 processor
with8GBphysicalmemoryusingMATLAB2016bsoftware.Thecomputationaltimerequiredfor
watermarkembeddingandextractionprocessforthreedifferentsubjects,undervaryinggainfactors
islistedinTable3.Theaveragecomputationaltimeforwatermarkembeddingprocessis2.7019
s,andextractionprocessis2.6411s,respectively.Thisindicatesthatthetotalcomputationaltime
forimplementationofproposedtechniqueis5.343swhichcanbeacceptableforanytransmission

Figure 8. Result of tamper detection test for color face images

Table 3. Computational time (s) of proposed watermarking technique for various gain factors

Test Image
α = 0.002 α = 0.004 α = 0.006 α = 0.008

TEmbed TExtract TEmbed TExtract TEmbed TExtract TEmbed TExtract

Subject 1 3.9021 2.7356 2.4434 2.6773 2.6207 2.7876 2.5253 2.5525

Subject 2 2.8015 2.7214 2.6108 2.5713 2.6091 2.5628 2.5544 2.5871

Subject 3 2.5640 2.6599 2.5929 2.5818 2.5434 2.5857 2.6556 2.6702

Figure 9. (a) – (c) Original cover color iris image (d) Color watermark image
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network.ThecomputationaltimeofthetechniquesproposedbyJoshietal.(2014)is6.72s,Thakkar
etal.(2017),is11.026s,indicatingthattheproposedschemeisfaster.

4.5 Performance of Proposed Technique For Color Iris Image
Theperformanceoftheproposedtechniqueisfurtheranalyzedusingothercolorbiometricimages
suchasiris(showninFigure9),whicharetakenfromUBIRISirisdatabase(ProencaandAlexandre,
2005;Proencaetal.,2010).

Figure10(a)and(b)showsthesample1irisimageandcolorwatermarkimage.Thescrambled
colorwatermarkimageisshowninFigure10(c).Thewatermarkedsample1irisimageandextracted
colorwatermarkimageusingproposedwatermarkingtechniqueisshowninFigure10(d)and10
(e), respectively.Theextracted scrambledcolorwatermark image is shown inFigure10 (f).By
comparingthewatermarkedimagewiththeoriginalimage,itcanbeconcludedthatthequalityof
watermarkedimageisnotdegraded,andthemodificationsarevisible.Alsousingcorrectkeyat
watermarkextraction,ahigh-qualitywatermarkcanberecovered.ThePSNR,wPSNR,andMS-SSIM
calculatedbetweenoriginalandwatermarkedimagesforthreeirissamplesaresummarizedinTable4.

Figure11indicatestheMS-SSIMvalues,computedfromoriginalandextractedcolorwatermark
imagesinthepresenceofattacks.TheMS-SSIMvalues,allbeinglessthan0.13indicatesthatwhen
attacksareappliedonwatermarkedcoloririsimages,thentheextractionofcolorwatermarkimage
isnotpossible.

4.6 Authenticity Analysis
Intheproposedtechnique,inordertobeproperlyauthenticated,thesecretcolourwatermarkshould
beextractedfromtheencryptedsecretcolourbiometricimageusingasecretkeyk.Animposteror
attackercannotextractoriginalwatermark,withouttheprivatekeyandhencecannotbeauthenticated.
Inthesimulation,thesecretkeykissetto25forencryptionanddecryptionprocess.Figure12(a)
showsdecryptedcolorwatermarkswithcorrectsecretkeyk.Figure12(b)–(d)showsdecrypted

Figure 10. (a) Original color iris image (b) Original color watermark image (c) Scrambled color watermark image (d) Watermarked 
color iris image (e) Extracted scrambled color watermark image (f) Extracted color watermark image
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colourwatermarksusingwrongsecretkeys.TheresultsinFig12showthatwithoutthecorrectsecret
keyk,theoriginalwatermarkcannotbeextracted,andhencecannotbeauthenticated.

4.7 Comparison of Proposed Technique with existing Techniques
Theproposedtechniqueiscomparedwithothersimilarfragilebiometricwatermarkingtechniques
withrespecttodifferentfeaturesinTable5.Thecomparisonshowsthatmanyexistingtechniques
wereimplementedongrayscalefaceimages,fingerprintimage,andirisimage.Also,imperceptibility
ofexistingtechniqueintermsofPSNRandwatermarksizeisverylow.Theproposedtechnique
performedbetterthanmanyexistingtechniquesintermofimperceptibilityandsupportslargeand

Table 4. Performance of proposed watermarking technique for cover color iris images

Cover Iris Image
α = 0.002

PSNR (dB) wPSNR (dB) MSSSIM

Subject 1 59.47 47.42 1

Subject 2 59.41 48.68 1

Subject 3 59.62 49.80 1

Figure 11. Result of tamper detection test for color iris images

Figure 12. Decrypted secret color watermark image using various keys (a) 25 (b) 5 (c) 15 (d) 35
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colorwatermarkstobeembeddedincolorbiometricimages.Further,tomeettoday’sdemands,the
proposedtechniqueisdevelopedforcolorfaceimagesandcoloririsimages.

5. CoNCLUSIoN AND FUTURe WoRK

Acolorimagebiometricauthenticationandtamperdetectiontechniquebasedonnon-blindfragile
watermarkingisproposedinthispaper.ThehybridizationofvarioustransformssuchasDiscreteCosine
Transform(DCT),FastDiscreteCurveletTransform(FDCuT),andSingularValueDecomposition
(SVD)forwatermarkembeddingresultedinhighimperceptibilityandhighpayloadcapacity,with
necessaryauthenticationandtamperdetectionverification.Further,securityofthistechniqueismore
asthecolorwatermarkisencryptedusingArnoldscramblingbeforeitsembedding.Theproposed

Table 5. Comparison of proposed technique with existing fragile biometric techniques

Technique Watermarking 
Domain

Used 
Transform

Type of 
host image

Size of host 
image

Encryption 
of 

watermark
Application

Maximum 
PSNR 
(dB)

Type of 
Watermark

Size of 
Watermark

Wangetal.
(2008) Spatial SVD Grayscale

IrisImage 320×280 Notused Integrity
Verification

Not
mentioned Binary 280bits

Lietal.
(2010) Spatial PCA Grayscale

FaceImage 128×152 Notused
Tamper

Detectionand
Recovery

Not
mentioned Hashbits Not

mentioned

Yang
&Shen
(2010)

Spatial
Vector

Quantization
(VQ)

Grayscale
FaceImage 256×256 Notused Tamper

Detection 38.15 Binary 256×256

Lietal.
(2012) Spatial PCA Grayscale

FaceImage 128×152 Notused
Tamper

Detectionand
Recovery

43.8 Hashbits Not
mentioned

Lietal.
(2013) Spatial Notused

Grayscale
Fingerprint

Image
512×512 Notused Tamper

Detection 54.15 Hashbits Not
mentioned

M.Joshiet
al.(2013) Transform DWT+SVD

andRST

Grayscale
Fingerprint

Image
320×320 Notused Image

Authentication 47.01 Hashbits 1600bits

V.Joshiet
al.(2013) Transform

DCTand
Vector

Quantization

Grayscale
Fingerprint

Image
320×320 Notused Image

Authentication 44.21 Hashbits 1600bits

Whitelamet
al.(2013) Spatial Notused Color

Image 4062×4500 RSA
Encryption

Image
Authentication 4.5625

Grayscale
Faceand

Fingerprint
Image

288*384

Preda
(2013) Transform DWT Grayscale

FaceImage
Not

mentioned Notused Tamper
Detection 66.2 Not

mentioned
Not

mentioned

Joshietal.
(2014) Spatial Notused

Grayscale
Fingerprint

Image
512×512 RSA

Encryption
Image

Authentication 51.28 Hashbits 128×152

Joshietal.
(2016) Hybrid SVD

Grayscale
Fingerprint

Image
320×320 Notused Tamper

Detection 48.31 Hashbits 17bits

Lietal.
(2016) Spatial SVDand

PCA
Grayscale

FaceImage 768×512 Notused
Tamper

Detectionand
Recovery

53.3 Not
mentioned

Not
mentioned

Czajkaetal.
(2016) Transform DCT Grayscale

IrisImage 640×480 Notused Image
Authentication 51.35 Hashbits 1024bits

Tiwarietal.
(2017) Spatial

Vector
Quantization

(VQ)

Standard
Image 256×256 Notused

Image
Authentication

andTamper
Detection

43.94
Grayscale

Fingerprint
Image

64×64

Tarifetal.
(2017) Transform SVD ColorFace

Image 640×480 Notused Tamper
Detection

Not
mentioned

Not
mentioned

Not
mentioned

Proposed
Scheme Transform DCT,FDCuT

andSVD
ColorFace

Image 256×256 Arnold
Scrambling

Image
Authentication 76.06 ColorImage 256×256
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techniqueisanalyzedonFEIBrazilianfacedatabaseandtheperformanceofthealgorithmisevaluated
fromthebiometricimageauthenticationandtamperdetectionpointofviewbymeasuringMS-SSIM
inthepresenceofattacks.Applicationofthisfragilewatermarkingonbiometricimagesstoredata
serverorcloud,allowsauthenticationverificationandtamperdetectionwhenaccessedbytheremote
servers.Apart fromsupporting largewatermarks, thealgorithmprovidedbetter imperceptibility,
authenticationandtamperdetection,comparedtoexistingwatermarkingtechniques.Thelimitation
ofthistechniqueisthatitisnon-blindandoriginalhybridcoefficientsofcolorbiometricimageare
requiredinextractionprocess.Theeffectoftheproposedwatermarkingtechniqueontheperformance
ofbiometricsystemcanbecalculatedandanalyzedintermsofFalseRejectionRate(FRR)andFalse
AcceptanceRate(FAR)inthefuture.
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