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ABSTRACT

Thestudyofcomplexnetworksistodiscoverthecharacteristicsoftheseconnectionsandtodiscover
thenatureofthesystembetweenthem.Linkpredictionmethodisaclassicinthestudyofcomplex
networks.Itcanotonlyreflecttherelationshipbetweenthenodesimilarity.Morecanbeestimated
through the edge, which reveals the intrinsic factors of network evolution, namely the network
evolutionmechanism.Threatinformationnetworkistheevolutionanddevelopmentofthenetwork.
Theintroductionofsuchacomplexnetworkofinterdisciplinaryapproachisaninnovativeresearch
perspectivetoobservethatthethreatintelligenceoccurs.Thecharacteristicsofthenetworkshow,at
thesametime,alsocanpredictwhatwillhappen.Theevolutionofthenetworkfornetworksecurity
situationalawarenessoftheresearchprovidesanewapproach.
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1. LINK PReDICTIoN AND THReAT INTeLLIGeNCe

WiththeInternetastherepresentativeoftherapiddevelopmentofnetworkinformationtechnology,
human society has entered a complex network era. Human life and production activities are
increasinglydependentoncomplexsystems.Asaninterdisciplinaryemergingfield,networkscience
andengineeringhavebeengraduallyformedanddevelopedrapidly.

Thenetworktopologyhasexpandedpeople’sunderstandingofcomplexsystems,andcomplex
networksaremore in-depth todescribe theessenceofcomplexsystems.Networkscience isnot
onlyanextensionofclassicalgraphtheoryandstochasticgraphtheoryinmathematics,butalsoan
innovativedevelopmentofsystemscienceandcomplexityscience.Scholarsthroughthecomplex
networkinvolvedintheeconomics,biology,physicsandotherdisciplinesofobservationandresearch,
theuseofnetworknodesbetweenthetopologytofindunknownorfuturewillbegeneratedlinks,
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theproblembecomesmoreimportantresearchpoints,thisisthelinkpredictionproblem.Thelink
predictionproblemofcomplexnetworksrefersnotonlytothepredictionoffuturelinks,butalsoto
thepredictionsoflinksthatalreadyexistbutnotyetfound.

1.1 Link Prediction
Innature,therearenumerouscomplexsystemsthatcoverecosystems,socialnetworks,economic
networks,andsoon.Manycomplexshapes,suchassocialnetworks,politicalnetworks,andsoon,
arecloselyrelatedtoourlives.Complexnetworksareabstractlydescribedbythesemethodsina
scientificway,andthenatureofthesesystemsisdiscovered.Andwiththecomplexnetworkofin-
depthstudy,scholarshavefoundthatmanydonotlookthesamenetwork,butsurprisinglyhasalot
ofsimilarcharacteristics.Thefoundationofcomplexnetworkconstructionistheconnectionbetween
individualandindividual.However,whenthenetworkisbuilt,theincompletenessanduncertainty
ofthecollectedinformationwillcausemanyoftheedgesthatshouldhaveexistedtodisappear,and
manyerrorsoccur.Toalargeextentaffectedthenetworkattributesandtheintegrityofthenetwork,
thestudyofcomplexnetworkinterference.

Inordertosolvethisproblem,scholarsinvariousfieldsbegantostudythenetworklinkprediction.
Therearetworeasonsforthenetworklinkpredictiontobeconcernedineachfield.First,fromthe
theoreticalpointofview,thelinkpredictionalgorithmcannotonlyaccuratelydescribethe“node
similarity”,butalsointhecomplexnetworkPrediction,atthesametimewillrevealtheinherentfactors
ofnetworkevolution,thatis,theevolutionofthenetworkmechanism.Inthenearfuture,linkprediction
islikelytoprovideafairandunifiedplatformfortheevolutionmechanismofthenetwork,andin
essence,topromotethestudyofnetworkevolutionmechanism.Second,itisreflectedinitspractical
applicationvalue.Networklinkpredictioncannotonlybeusedtopredictsomeoftheinteractionin
thebiologicalfield,thussavingresearchtimeandmoney,butalsoappliedtotheeconomicnetwork,
trafficnetworkresearch,canbringmoreintuitiveeconomicbenefitsandnationalresourcessavings.
Inanevolvingonlinesocialnetwork,linkpredictionscanbeusedtodeterminesimilaritythrough
theuser’shistoricalbehavioralattributes,thusdeterminingthelikelihoodthattwouserswhohave
neverhadarelationshipbecomefriends(Signorettoetal.,2011;Leskovecetal.,2009;Viswanathet
al.,2009;Bader&Kolda,2007;Chatfleld,2013;Sharan&Neville,2008;Bringmannetal.,2010;
Juszczyszynetal.,2011;R˜ummeleetal.,2015;Davisetal.,2013).

1.2 Threat Intelligence
Inrecentyears,theconceptof“threatintelligence”hasrapidlyemergedinvariousfields,especiallyin
thefieldofinformationsecurity,andmanysecurityvendorshavelaunchedthreat-relatedservices.As
thethreatofintelligenceisnotconsistentwiththedefinitionofthevariousareasofsecurityfocused
onthecurrent,mainlyforthedefinitionofdatasecurity.Networkthreatinformationreferstoany
informationthathelpsorganizationsidentify,evaluate,monitor,andrespondtonetworkthreats.Such
informationincludesoffensiveindicators

(Indicatorofcompromise,alsoreferredtoas“attackindicator”,“intrusionindicator”),threatens
theuseoftactics,techniquesandprocesses(TTP),detection,controlorprotectiveattackAswellas
securityeventanalysisresults.Thesharingofnetworkthreatinformationcanimprovethesecurity
statusofsharingorganizationsandotherorganizationsatthesametime.

Therefore,usingtheobservationinformationknowntothetargetnetwork,itispossibletoevaluate
thepossibilitythattheremaybeapossibleedgebetweennodesinthenetwork.Itcanberealized
bylinkpredictionmethod.Conductingprofessionalresearchcanpredictthepresenceofbutnotyet
foundinthethreatintelligencenetwork,andpredictthepossiblepresenceofafuturethatmaynot
bepresent.Thislinkforecastopensupanewsituationfortheoreticalresearch,andalsoshowsthe
actualusevalueoftheresearchonnetworksecurityscience.So,linkpredictionresearchhasavery
importanttheoreticalvalueandapplicationvalue,whichisaveryimportantwork.Inthisway,we
canfindtheclassificationofnodesinthethreatinformationnetwork,sothattheassociationbetween
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nodesinthesamesetisrelativelyclose,andthecorrelationbetweendifferentsetsisrelativelysparse.
Andcanfurtheranalyzethenetworktopology,abetterunderstandingandexplainthefunctionofthe
network,whichcanbemoreeasilyfoundinthenetworkofsomehiddenlaws,predictthebehavior
ofthenetwork.

2. LINK FoReCASTING MeTHoD AND evALuATIoN INDex

Therearethreecommonindicatorsformeasuringtheaccuracyoflinkpredictionalgorithms:AUC
(AreaUndertheReceiverOperatingCharacteristicCurve),PrecisionandRankingScore.TheAUC
isthemeasureoftheaccuracyofthealgorithmasawhole,andPrecisiononlyconsiderswhether
theedgeofthefirstLbitisaccurateandtheRankingScoretakesintoaccountthepredictededge
order.(Liu,2011)

AUCistheclassicalmethodoflinkprediction.Randomlyselectatestsetofedges,calculate
thefractionalvalue,thantherandomselectionofanon-existentedgeofthehighvalueofthescore.
Whenanumericalestimateismade,eachtimearandomselectionfromthetestsetisselected,an
edgeiscomparedwiththefractionalvalueoftherandomlyselectededgethatdoesnotexist.Ifthe
scoreoftheedgeofthetestsetisgreaterthanthefractionalvalueoftheedgethatdoesnotexist,add
1point;ifthetwoscoresareequal,add0.5points.Independentlycomparen‘times,iftherearen’
testscoresoftheedgeofthescoreisgreaterthantheedgeofthescore,therearenntimesthetwo
pointsareequal,thentheAUCisdefinedas:

AUC=
′ +n nn

n

0 5.  (1)

ConstructsasimplenetworkG(V,E),Visthesetofnodes,andEisthesetofedges.Thetotal
numberofnodesinthenetworkisN(N=|V|),andthenumberofedgesisM(M=|E|).Thenetwork
hasatotalofN(N-1)/2nodepairs,ie,thecompletesetofU.Givenamethodoflinkprediction,
giveafractionalvalueofSxyforeachpairofnodeswithoutedges.SinceGisinvariant,thescore
issymmetric,ieSxy=Syx.Andthenallthenodesarenotconnectedinaccordancewiththescores
fromlargetosmallsort,rankedinthefrontofthenode,thatis,thealgorithmthatappearstohave
thelargestprobabilityofeventheedgeofthenode.

PrecisionisdefinedastheexactproportionofthescorethatisrankedinthefrontLbit(not
includingtheedgesinthetrainingset).Precisionismoreaccurate.Iftherearemminthetestsetin
thefrontLbit,thenPrecisionisdefinedas:

Precision=m
L

 (2)

RankingScoremainlyconsidersthepositionoftheedgesinthetestsetinthefinalorder.LetH
=U-ETbeacollectionofunknownedges,theunknownedgecontainstheactualbutnotyetknown
edge(theedgeofthetestset)andthenon-existentedge(neitherthetrainingsetnorthenodepairin
thetestset)rirepresentstherankoftheunknownedgei∈EPinthesort.ThentheRankingScore
valueforthisunknownedgeisRankSi=ri/ |H|,andtheRankingScorevalueofthesystemis
obtainedbytraversingalledgesinthetestset:

RankS= 1 1
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RankSi
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Obviously, thesmaller theRankSvalue indicates that theedgeof the testset is in thefront
position, which means that the probability of success is predicted, so the higher the algorithm
accuracy.(Liu,2011)

Insomesmallernetworks,amoreaccuratedatasetpartitioningmethodisleave-one-out,thatis,
eachtimefromthenetworktoselectanedgeasatestedge,predictthepossibilityofthisedge,and
thentheapplicationofRankingScoreevaluatesthepredictionofthisedge.Foralltheedgesofthe
network,thisisaprediction(atotalofMtimes),theaveragevalueofRankS,thatis,theaccuracy
oftheentirenetworkprediction.Itisworthnotingthatthisapproachisnotsuitableforlarge-scale
networksbecauseitrecalculatestheproximityeachtime.

Thenatureoflinkpredictionisthecauseofminingleads,whichisalsoaconcernofthenetwork
evolutionmodel.Anevolutionarymodel,inprinciple,cancorrespondtoalinkpredictionalgorithm.
Therefore,wecanusetheframeworkoflinkpredictionandevaluationmethodstoquantitatively
evaluatethealgorithmscorrespondingtodifferentevolutionmodels,soastoindirectlycompareand
evaluatetheevolutionmodel.

2.1 Implementation
Wewillmonitorthethreatofintelligencenetwork,forexample,thenetworkcontains287nodes3167
edge,belongingtothesmallernetwork,thepredictionalgorithmevaluation(Peng,2015).

Inordertodetecttheaccuracyofthealgorithm,thesetEofknownedgesisrandomlydivided
intotwoparts:oneisthetrainingsetET,theknowninformationisusedtocalculatethefractional
value;theotherpartisthetestsetEP,Theinformationinthiscollectioncannotbeusedforforecasting.
Obviously,E=ET∪EP,andET∩EP=Æ.Forexample,10%ofalledgesofthenetworkareremoved
fromthenetworkasatestedgetopredictwhichedgesaredeletedbasedontheremaining90%ofthe
information.Here,theedgebelongingtoUbutnotEiscalledtheedgethatdoesnotexist.

A,definethenumberofnodesinthenetworkN,thenetworksizeisdefinedasM,dividedtraining
setETandtestsetEP.IntroducetheedgesetE,andcountthenumberofrealnetworks.According
tothetestset,thenumberofedgesofthetestsetisH=[|E|×Percent].Where[x]representsthe
largestintegerlessthanx,so[x+0.5]istheintegerclosesttox.

B,randomlyselectedfromtheedgesetEedgeHasthetestsetEP.Theremainingedgeisthe
trainingsetET,andistheobservededgesetofthenetwork.A0ij=1representsaconnectionbetween
nodeiandnodej,andA0ij=0representsnoedgebetweennodeiandnodej.

C,tobuildanM-scalenetwork,ifthenodesinthenetworkarenotfullyconnected,thenremove
thesmallestnodeandseparateasanetworkuntilthenodeswithinthenetworkareconnectedtoeach
other.Definethedetectionparameterλfortherange[01].AssigntheobjectivefunctionvalueDλ
tocalculatethefitnessfunctionf.

f=2r/(M(M+1)) (4)

whererreferstothepositionofthemetriccalculatedbythemetricfunction,Misthesizeofthe
network,andthemagnitudeofthevalueoffdeterminesthesizeofthepredictionprobability.The
largerthevalueofthemetricfunction,thegreaterthesorting,thegreaterthecorrespondingrvalue,
ensuringthatthemaximumvalueofthemetricfunctionhasconverged,andthefinaloptimalindividual
isthesampleatthatresolution.Untilλ[0.1~0.9],get9samples.

D,calculatethetestsetEPandtheprobabilitythatthereisnoconcentrationofalledges.
E,theedgeoftheorderandgivetheneedtopredicttheedge.
CalculatetheAUCevaluationofthisalgorithm.Inordertoevaluatetheperformanceofthis

algorithm,theAUCindicatorisusedasanevaluationfunction.AUCcanbeseenasaprobability
thatitisaprobabilitythataprobabilityRisrandomlychosenfromatestsettobegreaterthana
probabilityRthatisrandomlyabsent.Inthispart,wepickouttheRvalueofeachedgefromthetest
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set,andiftheformerislarge,n1=n1+1,ifbothareequal,n2=n2+1.Repeattheoperationuntil
alledgesinthetestsetarecompared(Peng,2015).

2.2 Simulation
Inordertoevaluatetheeffectivenessofthealgorithm,thispapercarriesoutexperimentsonfour
typicalrealthreatnetworkdatasets.Thenodesinthenetworkrepresenttheattackpoints.Thelinks
between the nodes represent the link between the threat information, the network contains 287
Node,3167linkrelationship.Inthispaper,theAUCvalueisusedasthemeasureofaccuracy,and
theCNindex,AAindexandRAindexbasedonthelocalsimilaritylinkpredictionalgorithmare
compared.Theimprovedlinkforecastingmethodisappliedtothenetworkrealdataset,Theaccuracy
ofseveralsimilarityindicatorswhenthetrainingsetratiois[0.1~0.9]isrecordedinFigure1,and
Figure2showstheimprovementoftheAUCindexoftheimprovedalgorithmrelativetothecontrast
algorithm(Jiaying,2016):

Itcanbeseenfromfigure1that,onthefourdatasets,theCNalgorithmoftheimportanceofthe
nodeisconsidered:thepredictionaccuracyofDCCN,CCCNandBCCNalgorithmisbetterthanthat
oftheCNalgorithm.ThealgorithmofDCCN,CCCNandBCCNiscomparedwithCNalgorithmin
4datasets,anditspredictionaccuracyisincreasedby0.2123%,0.4887%and0.9792%respectively.
ConsiderAAalgorithmofnodeimportance:DCAA,CCAA,overallprecisionofBCAAalgorithmis
betterthantheAApredictionaccuracyofthealgorithmandtheabovethreekindsofalgorithmsonthe
fourdatasetscomparedtoAAalgorithm,thepredictionaccuracywereimproved0.0098%,0.1102%
and0.2899%.ConsiderRAalgorithmofnodeimportance:DCRA,CCRA,BCRAalgorithmoverall
betterthanthepredictionaccuracyofpredictionaccuracyofRAalgorithm,theabovethreekinds
ofalgorithmsonthefourdatasetscomparedtoRAalgorithm,theforecastaccuracyof0.02891%,
0.0981%and0.3731%.Figure1showsthecomparisonalgorithmandthepredictionprecisionof
theimprovedalgorithmoftheAUCvalue,itcanbeseenthat77.9%ofthepredictionprecisionof
theimprovedalgorithmishigherthanthecomparisonalgorithmaccuracy,butalsoaphenomenon
ofindividualaccuracypredictionaccuracyislowerthanthecontrastalgorithm,ithastodowiththe
sizeofthedatasetanditsaccuracy(Jiaying,2016)(Liben-Nowell&Kleinberg,2007).

Inthealgorithmefficiency,NforthenodenumberofCNalgorithmfirstlytofindeachpairwas
predictednodeinthenetwork,andthenlookforcommonneighbornodesinthetwonodes,thus
CNalgorithm’stimecomplexityisO(N2).TheAAandRAalgorithmsareonlycalculatedbased

Figure 1.  
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onthenumberofnodesinthecommonneighbornode,sothetimecomplexityisthesameasthe
CNalgorithm.Considernodedegreecentralityalgorithm,eachnodeiscalculatedafterthecommon
neighbornodestofindtheDCvalue,thecomputenodesDCtimecomplexityisO(N),therefore,in
CN,AA,RAindexonthebasisofconsideringthenodedegreesaftercentricity,improvedalgorithm
timecomplexitydoesn’tchange.Nearcentricity,similarly,consideringnodebetweennesscentrality
algorithm,onthebasisofcommonneighbornodesaccordingtotheCCvalueofnode,theBCvalue
calculation,thecomputationalcomplexityofcomputingnodesCCvalue,BCrespectivelyO(N2),
O(N3),therefore,considernodeclosetocentricity,betweennesscentralityofthealgorithm’stime
complexityisO(N2)respectively,O(N3),comparedwithcommonneighbor,AA,RAalgorithm,
consideringthenodebetweennesscentralityalgorithmimprovethetimecomplexityofconsidering
nodedegreeofcentricity,closetothecentralthetimecomplexityofthealgorithmisthesame.The
experimentalresultsshowthatthenodeimportancehasplayedapositiveroleinthelinkprediction
accuracy,linkpredictionalgorithmundertheAUCevaluationindexonpredictionaccuracythanthe
originallinkpredictionalgorithmhasadegreeofimprovement..

3. CoNSTRuCTIoN oF THReAT INTeLLIGeNCe 
PLATFoRM BASeD oN LINK PReDICTIoN

Combinedwiththepreviousexperimentoflinkpredictionalgorithmandthecurrentthreatintelligence
features,alargenumberoflargedataprocessingmethodsaresummarizedandcompared.Through
theplatform,weextractedthedatafromthefirstthreemonthsofattacksontheplatformtargetsasa
dataset.Thesedatasetsareusedasmachinelearningsamples,andlinkpredictionmethodisapplied
tonewattackbehaviorprediction.

Figure 2.  
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Atthesametime,comparedwithdomesticandforeignresearchprogress,throughsummarization,
experimentalverificationandtypicalcaseapplicationanalysisguidanceplatformconstructionof
in-depthdevelopment(Lichtnwalter&Chawla,2012)(Blissetal.,).

First, through repeated threat intelligence data collection and analysis, combining with the
distributedsearchenginedata,collectingalargenumberoftypicalcaseanalysisoftheexperiment,
especiallythemulti-sourceheterogeneousdatasources,throughthestudyoflargedatastorageand
searchengine,comparingtheresultsoftheanalysisoflinkpredictionalgorithmtodiscoverandrecord
thekeytargetofinternalandexternalnetworkattackalarminformationandtrafficinformation,and
foundtheproblemsthatexistinthecyberthreatintelligencedataprocessing.

Second,according to thecharacteristicsof the linkpredictionandrelatedresearchmethods,
theabove intelligencedata forcoarsegrainingprocessing, tobuildacomplexnetworkbasedon
threatinformation,inordertofurtherstudytheconstructionofcomplexnetworkanalysistolaythe
foundation.

Third,threattobuildintelligencedatanetworktopologyanalysis,thecharacteristicsofcomplex
networksthatexistinthenetworkcharacteristicsofexcavationandin-depthanalysis,willbemixed
anddisorderlynetworkattackthreatintelligenceforregularityofdeductionandanalysis,foundthat
thesecuritysituationinthehiddenvaluableintelligence.

Fourth,onthebasisoftheabovebasedonintrusionalarmandtrafficintelligenceanalysis,the
overallsituationofsafetyassessmenttothenetwork,andusethelinkpredictionandrelatedalgorithm,
thesecuritysituationforecastandemergencyresponsestrategyanalysis,providescientificstrategic
andtacticallevelofseniorintelligence.
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