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Often,whenItalkwithpeopleaboutmyinterestinethicalissuesthatareatplayinsocialmediaor
smartcities,peoplementiontheissueofprivacy.Orwhenwetalkaboutbigdataandalgorithms,they
mentiontheEuropeanUnion’sGeneral Data Protection Regulation.Insuchcases,Ioftenreplythat
indeed,privacyisimportantbutthatIammoreinterestedinothervaluesthatarealsorelevantand
potentiallyatstake,suchasjustice,autonomy,equality,solidarityorconviviality;andthatindeed,
regulationisimportantbutthatIammoreinterestedinorganizingprocessesofethicalreflection,
inquiryanddeliberation.

Overtheyears,Ihavetaughtmyselftopositionmyresearchinterestsawayfromprivacyand
awayfromregulation.Atthesametime,however,Iwashopingthatsomebodywouldwriteabout
privacyinawaythatconnectsittoothervaluesandtodiscussionsofhumanflourishingand‘the
goodlife’.AndthenIreadCarissaVéliz’book:Privacy is Power.

Brilliantlywritten,andverytimelyandrelevant.VerymuchthebookthatIwashopingfor.
Thebookhas six chapters.The first chapter (Data Vultures)pictures a ‘day in surveillance

capitalism’:wakingup,goingtowork,meetingafriend,shopping,travelinghome,etcetera.Invivid
detail,shedescribesthemyriadwaysthatcorporationsandgovernmentshavefoundtograbyour
personaldatafromyou.Thisremindedmeofthe2016book‘You do have something to hide’(in
Dutch)byinvestigativeanddatajournalistsMauritsMartijnandDimitriTokmetzis(DeCorrespondent,
Amsterdam).Theytinkeredhands-onwithtrackingthedataofreal-timebrokeringyourpersonal
datatocreatepersonalads.TheyemulatedapublicWi-Fiaccesspointtodemonstratehoweasyyou
canharvestpeople’spersonaldata.
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Iremembertheirconclusion:Aslongasyoudonotknowexactlywhichdataarecollected,by
whichparties,towhichpartiestheysellyourdata,andforwhichpurposes…youdohavesomething
tohide.Véliz’book’sfirstchapterbroughthomethatsameconclusion.

Inthesecondchapter(How Did We Get Here?)Vélizdiscussestheemergenceofdigitalmass
surveillance.Anemergencethatsheproposeswasrathercontingent.In2000theUSFederalTrade
CommissionwroteareporttoCongresstoproposelegislationthatwouldrequirethatwebsitesinform
usersofthedatatheycollectandprotectthesecurityofthesedata,andthatpeopleareableaccess
thesedataandchoosehowtheseareused.Then‘9/11’happenedand‘[r]egrettably,historydeveloped
inaverydifferentway…Overnight,thefocusofgovernmentactionintheUnitedStatesbecame
security’(p.36).Theychoseformasssurveillanceattheexpenseofprivacy;theycollaboratedwith
techcompaniesandhelpedthemtobecomebig tech—intheprocess,theyeffectivelydisempowered
citizens.

Poignantly, mass surveillance did not make citizens invulnerable to violence. ‘Never again’
isanunrealisticpromise,Vélizremarks:‘Theonlyplacewhereyouwillfindzeroriskissixfeet
underground,onceyouhavestoppedbreathing.Toliveistorisk,andtolivewellistomanagerisk
withoutcompromisingthatwhichmakesforagoodlife.Terriblethinksliketerroristattacksand
epidemicshappenintheworld—andtheywillcontinuetohappen.Tothinkwecanpreventthemif
wegiveupourfreedomandprivacyistobelieveinfairytales’(p.42).Thiswayofwordingillustrates
thatdiscussionsofprivacyandofwhatconstituteshumanflourishingcangohandinhand—and
indeedneedtogohandinhand,asIwillproposebelow.

Inchapterthree(Privacy is Power),IvaluedVéliz’discussionofsoft power,i.e.theabilityto
motivatesomebodyelsetothinkordosomethingtheywouldotherwisenothavethoughtordone,
andhard power,i.e.theabilitytocarryoutone’swill,againstsomebodyelse’swillandresistance,
andherreferencestoFrancisBaconandMichelFoucault,whodiscussed,ofcourse,theinterplay
betweenknowledgeandpower.Startingfromthoseconcepts,Vélizconvincinglyarguesthatstates
andcorporationsexercisebothhard powerandsoft powerovercitizensandcustomers.Furthermore,
andimportantly,shearguesthatpowercanbetransformedfromonetypeofpowertoanothertypeof
power:‘Acompanywitheconomicpowercanuseitsmoneytogainpoliticalpowerthroughlobbying,
forinstance.Apoliticallypowerfulpersoncanusehispowertoearnmoneythroughexchanging
favourswithprivatecompanies’(p.51).Thisargumentconvincinglyputsprivacyintothe‘needto
have’category,ratherthan‘nicetohave’.Ifwewanttoprotectautonomyandfreedom,wedoneed
toprotectprivacy.Moreover,Vélizdiscussescollectiveprivacy.Privacyisoftenlinkedtoindividual
autonomyandfreedom.Véliz,however,arguesthat:‘It’snotonlythatyourprivacyslipscanfacilitate
violationsoftherighttoprivacyofotherpeople.It’salsothattheconsequencesoflossesofprivacy
areexperiencedcollectively’(p.79).Privacyiscriticalnotonlyforautonomyandfreedom,butalso
fordemocracy,solidarityandconviviality.

Chapterfour(Toxic Data)openswithanarrestingcomparisonofdatawithasbestos.Bothcan
beminedcheaply.Andbothcanbeextremelytoxic.Vélizprovidesarangeofexamplesofhowthe
collectionanddeploymentofdatacanpoisonlives,institutions,andsocieties.Shediscusseshow
personalizedads,whichmayappearharmless,canbeweaponizedtosubverttheprovisionofnews,
politicaldebatesanddemocraticelections:‘What isnewanddestructive isshowingeachperson
differentandpotentiallycontradictoryinformation’(p.107).Anotheralarmingexampletakesplace
inTheNetherlandsduringtheSecondWorldWar.OneDutchInspectorofPopulationRegistries
collaboratedwiththeNazisincreatingadatabasetoregisterJewishpeople.ThisaidedtheNazisto
murderJewishpeople;morethaninothercountries.Whatwecanlearnfromthis,Vélizargues,isnever
toamasstoomuchpersonaldata,andhavewaystodeletethesedataquicklyandeasily,whenneeded.

The last twochapterscontain recommendations tocurtailmasssurveillance:on the levelof
society,andonthelevelofpersonalhabits.Inchapterfive(Pulling the plug),shediscusses,amongst
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otherthings,theneedtostoppersonalizedadvertising(‘Microtargetedadsthatarebasedonyour
identityandbehaviourarenotworththenegativeconsequencestheycreate’,p.119),tostopthetrade
inpersonaldata(‘Personaldatabeingsovaluableandsocheapistheworstpossiblecombination’,
p.128),toimplementfiduciaryduties(‘weshouldbindinstitutionsthatcollectandmanagepersonal
datatofiduciaryduties’,likethedutiesofdoctorsandlawyerstotheirpatientsandcustomers),and
theneedtoenablepeopletotrackandcheckthecollectionandutilizationoftheirpersonaldata.

Inchaptersix(What You Can Do),Vélizarguesthatwe—citizens,customers—havebeenlured
intobelievingthatconvenienceissoimportantthatweneedtogiveupprivacyforconvenience.‘Like
pleasure,convenienceisanimportantcomponentofagoodlife…Butconvenienceisalsodangerous.
Itleadsustohavesedentarylifestyles,toeatjunkfood,tosupportcompaniesthatharmsociety,tohave
monotonousandunsatisfactorydailyroutines,tobeuneducatedandpoliticallyapathetic.Exercising,
reading,learning,inventingnewwaysoflivingandinteracting,andfightingforjustcausesareas
inconvenientastheyaremeaningful’(p.177).Sheproposesarangeofhabitstoprotectone’sownand
otherpeople’sprivacy,like‘thinktwicebeforesharing’,‘useprivacyextensionsandtools’,‘change
yoursettings’,‘choosestrongpasswords’,andusingalternativemessagingapps,e.g.,Signal,email
services,e.g.,ProtonMail,andsearchengines,e.g.,DuckDuckGoorQwant.

Whilereadingthebook,Iwasabletobuildinmymindarichlypopulatedmapofconceptsaround
privacy.LetmesharethemapIbuilt.Itpresentsafirmconnectionbetweenprivacyandpower:how
violationsofprivacyleadtoabusesofpower.

Itcontainsarangeofconceptsinthepublicspherethataredependentonprivacy,bothinwhat
usedtobepubliclifeandwhatusedtobeprivatelife.Notonlyfreedom,autonomy,fairness,equality
anddemocracyareatstake,butalsointimacy(‘privacyisnecessarytoenjoyintimateconversations
withothers,havefrankdebateswithinclosedsettings…,andestablishthebondsuponwhichwell-
functioningliberalsocietiesarebased’,p.80)andcivility(‘civilityrequiresameasureofrestraint—
restraintinwhatyoushareaboutyourself,intheopinionsyouhold(especiallyaboutothers),andin
thequestionsyouask’,p.109).

Inclosing,IwouldliketoproposetopositionVéliz’accountofprivacyinthetraditionofvirtue
ethics.Virtueethicsisconcernedwithfindingwaystolivewell;tolivewelltogether,inapolis—where
wewouldneedtorethinkthepolis:wheredowedrawitsboundariesandwhotoinclude.Notoriously,
ancientAthensexcludedwomenandenslavedpeople.Virtueethicsviewstechnologiesastoolsto
createcircumstancesinwhichpeoplecancultivaterelevantvirtuesandcanflourish(ShannonVallor,
2016:Technology and the virtues: A philosophical guide to a future worth wanting.OxfordUniversity
Press).Privacyiscriticalforlivingwelltogether:forcreatingfree,fairanddemocraticsocieties,and
forpromotingautonomy,equality,solidarityandconviviality—whichwecurrentlyanddirelyneed.

Avirtueethicsapproachfocusesonprivacyasapositivefreedom,inlinewithhowVélizdescribes
privacy:‘beingabletokeepcertainintimatethingstoyourself—yourthoughts,yourexperiences,your
conversations,yourplans(p.3).Thisunderstandingofprivacyaspositivefreedomcancomplement
morefrequentlyoccurringunderstandingsofprivacyasanegativefreedom,i.e.beingfreefromother
peoplewatching,disturbingorinterfering,beingfreefromsurveillance.

Inafamouslinein‘On Liberty’(1.13),JohnStuartMillstartswithpositivefreedom:‘Theonly
freedomthatdeservesthenameisthatofpursuingourowngoodinourownway’—andthenadds
negativefreedom:‘solongaswedonotattempttodepriveothersoftheirsorimpedetheirefforts
toobtainit’.AsimilarapproachisfoundintheCapabilityApproach,whichviewstechnologiesas
toolstoenablepeopletoextendrelevanthumancapabilitiesinordertopromotehumanflourishing
(e.g.,IlseOosterlakenandJeroenvandenHoven,eds.2012:The Capability Approach, Technology 
and Design.Springer)—muchlikevirtueethics.

Neartheendofthebook,Vélizasksreaders‘howtheywanttoberemembered.Asoneofthe
peoplewhohelpedcompaniesandgovernmentsviolatepeople’srighttoprivacy…[or]asoneofthe
peoplewhohelpedfixthedatalandscapebyofferingusersawaytonavigatelifeinthedigitalage
whileretainingtheirprivacy?’(p.196).Thisisanappealtopeoplewhoworkintechtorespect,to
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protect,andtohelpfulfilpeople’srightstoprivacy,inordertoenablepeopletocultivatecontemporary
virtuesandtoextendrelevanthumancapabilities—inshort,toflourish.


