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ABSTRACT

Video command and dispatch systems have become essential communication safeguard measures 
in circumstances of emergency rescue, epidemic prevention, and control command as data security 
has become especially important. After meeting the requirements of voice and video dispatch, 
this paper proposes an end-to-end encryption method of multimedia information that introduces a 
multiple protection mechanism including selective encryption and selective integrity protection. The 
method has a network access authentication and service encryption workflow, which implants startup 
authentication and key distribution into the information control signaling procedure. This method 
constitutes a key pool with the three-dimensional Lorenz system, the four-dimensional cellular neural 
network (CNN) system, and the four-dimensional Chen system where the key source system and 
initial conditions are decided by the plaintext video frame itself. Then, this method optimizes the 
chaotic sequences to further enhance system security.
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1. INTROdUCTION

As a kind of real-time communication system relying on image and voice communication, video 
systems enable geographically dispersed users to gather in one virtual conferencing space as the 
various information exchange modes through image and voice enable real and visualized exchange 
of cooperating members, and facilitate participant understanding of conference content (Yang et al., 
2014). At present, video systems have been gradually developing in the directions of multi-network 
cooperation, high definition quality, development and intelligence. Video synergic command and 
dispatch systems can be deployed in public networks or private networks, and are broadly applied in 
cities’ emergency responses, environmental protection, safety supervision, digital city management, 
public security, electric power and other industries. Particularly for public security and emergency 
management departments, video command and dispatch systems have become essential communication 
safeguard measures for large-scale security activities and emergency rescue. Especially in the 
prevention and control of COVID-19 outbreak in the beginning of 2020, video synergic command 
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systems played a crucial role in areas of teleconference, rescue command, video monitoring command, 
telemedicine and enterprise work resumption. In the application of video systems, video content may 
concern state secrets, military intelligence, business secrets and private information. Any leakage of 
such sensitive information will lead to huge safety risks. Therefore, this paper extracts cryptographic 
demands from typical video conferencing systems and designs a video conferencing encryption 
scheme using research in combination with commercial cryptographic algorithm, and by taking full 
advantage of chaos algorithm. This is done to guarantee the information data security, ensure the 
sustainable development and secure application of video conferencing. This paper proposes an end-to-
end encryption scheme for multimedia information in video synergic command systems which studies, 
combines and designs technologies such as user authentication, end-to-end information encryption 
protocol, and chaotic encryption algorithm. This implements the video synergic command system 
and meets various personalized user demands for multimedia information encryption.

1.1. Research Status
Video encryption technology appeared contemporarily with the rise of the Internet, both in the 1970s, 
and has undergone changes from analog signal to digital signal. At the beginning of the 1990s, with 
the establishment of video coding standards, new video encryption algorithms were continuously 
proposed, but only concerning the encryption of videos without considering the relation between 
coding and encryption. There were two encryption methods. In the first method, original videos 
were processed through traditional cryptographic encryption methods before coding, i.e. substituting 
and disturbing the pixels of videos. The other method was also called the complete encryption 
algorithm, which encrypted the code stream after coding and adopted a typical encryption algorithm 
for its high encryption efficiency. This was deemed as having low research value because of the 
abnormal decoding due to the change of video format after encryption. Then these two methods, 
were followed by entropy coding based encryption algorithm, which fused the encryption process 
into the entropy coding process resulting in preferable encryption results, and high encryption and 
decryption efficiency (Spanos et al., 1995; Shi et al., 2006). From the beginning of the 21st century, 
various video encryption algorithms began to attract the attention of researchers gradually and more 
and more technical proposals followed. Cao brought up the video encryption algorithm using discrete 
cosine transform coefficient, but it had unsatisfactory encryption results because it encrypted only 
one type of data (Cao et al., 2005). In 1963, Antonio presented a chaotic system and applied the 
system in video encryption (Antonio et al., 2015). He proposed a model using the three-dimensional 
Lorenz Chaos to avoid the complexity in solving high-dimensional chaos(He et al.,2013). However, 
it was inadequate for real-time transmission when combined with coding. Tian put forward a RC4 
hyperchaotic video encryption algorithm that generated four pseudorandom sequences through four-
dimensional hyper chaotic mapping to work respectively as the seed keys of RC4 algorithm(Tian et 
al.,2015). The purpose is to realize the joint encryption of Direct Coefficient (DC), Motion Vector 
Difference (MVD) symbol and non-zero Alternate Coefficient (AC) symbol. This algorithm featured 
big key space, strong key sensitivity and high security. The above literature all sought to achieve 
a sound balance between the efficiency and security of video encryption. Liu et al. came up with 
a puzzle algorithm that first separated the code stream into blocks, scrambled the blocks and then 
encrypted them respectively by key streams produced through AES-CTR(Liu et al.,2015). This 
algorithm was applicable in multimedia P2P video conferencing systems. Traditional encryption 
methods are primarily mathematical methods requiring costly equipment, and don’t fit the document 
coding structure and mass data characteristic of video information. Chaotic encryption methods 
are mainly physical methods utilizing the chaotic features of chaotic systems and requiring low-
cost equipment. Chen discovered the Chen System in 1999 and applied the four-dimensional hyper 
chaotic mathematical model(Guan et al.,2015). Chua and Yang were first to establish the Cellular 
Neural Network (CNN), in 1988, and utilized the four-dimensional CNN hyper chaotic system(Qi et 
al., 2013;Duan et al., 2014). An ideal chaotic random sequence should have certain characteristics 
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such as balanced distribution, good auto correlation, and should have the cross correlation closer to 
zero. Some literature mentioned encrypting and decrypting videos by adopting the one-dimensional 
Logistic System, the three-dimensional Lorenz System and the four-dimensional Chen System as 
the key source where, despite the favorable encryption result, the chaotic sequences generated were 
not optimized and the encryption process was not integrated into the information control instruction 
flow. This in turn degraded the execution efficiency(Ye et al., 2014; He et al.,2013; Chai et al., 2014; 
Sanpei et al., 2016). Valli et al. proposed a twelve-dimensional chaotic mapping, introduced Lkeda 
delay differential equation, and designed a substitution box to substitute the pixels of plain text 
videos(Valli et al., 2017). Such encryption scheme showed strong robustness in resisting statistical 
attack. Considering the increasingly growing pixel amount of monitoring videos at present, Wang et 
al. introduced hyper chaotic systems into the coding system, and realized the single-channel encryption 
of images to guarantee the video encryption efficiency and security(Wang et al., 2017). Zhu et al. 
designed the selection scheme for various hyper chaotic systems, optimized the chaotic sequences 
and increased the randomness of sequences(Zhu et al., 2016). Yang et al. applied multiple chaotic 
mappings and Advanced Encryption Standard (AES) algorithm to encrypt the RGB pixel value of 
videos respectively to enhance video information safety(Yang et al., 2016). Zhu et al. introduced keys 
generated from CNN to realize fast encryption of video information with high security(Zhu,2016). 
In spite of the numerous distinctive encryption methods and algorithms proposed so far, video 
command systems require not only encryption algorithms but also the combination of management 
theories, user authentication methods, end-to-end information encryption protocols, hyper chaotic 
encryption algorithms, and other technologies in order to give play to synergic video command 
systems. Therefore, based on synergy theories, this paper analyzes the status quo of video systems, 
sets forth the audio and video encryption demand and command demand of video systems. Then this 
paper designs a multiple defended, safely extensible and intelligent encryption scheme based on the 
controllable commercial cryptographic algorithm and various chaotic encryption technologies. The 
goal of this encryption scheme is to solve the problems in video command systems.

1.2. Composition of Video Synergic Command Systems
The composition and deployment of video synergic command systems are shown in Figure 1.

Video synergic command and dispatch systems are mainly composed of the command and dispatch 
service platform (the service dispatch server, the key distribution server, the encryption equipment, 
etc.) and client devices (mobile terminals, large multimedia screens, conference terminals, etc.) (Li 
et al., 2017; Mashamba-Thompson et al., 2020; Qin et al., 2016; Qin et al., 2018; Qian et al., 2020; 
SATTAR et al., 2016). The service dispatch server enables user registration, service dispatch and 
GIS subscription as well as track drawing and position trailing when combined with GIS server. As 
for the unified media server, it enables audio and video access, audio and video re-transmission, 
video calling, video conferencing, storage and short messages. The GIS server provides GIS 
service. The key distributor on this platform communicates with the service dispatch server through 
a network interface to enable the initialization, power-on self-test (POST), distribution, alteration, 
and destruction of cryptograms and online equipment management of cryptographic equipments 
such as the encryption equipment on the dispatch platform, terminal dongles and terminal software 
cryptographic modules. As a standalone equipment deployed on the command service platform, 
the encryption equipment communicates with the dispatch platform through the network interface 
to support concurrent access of multiple dispatch conditions, and to realize encryption of dispatch 
platform side audio and video communication service as well as the integration of chaos algorithms. 
Next, the configuration management server mainly enables the configuration management of the 
system including staff management, authority management and log management. As for the command 
seat operation terminal, the dispatch platform provides the command operation interface for users 
to conduct user management, command and dispatch, video conference initiation, GIS subscription, 
short message sending and other operations. Terminal dongles and terminal software cryptographic 
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modules are deployed in mobile terminals, large multimedia screens, and conference terminals. They 
are invoked by mobile terminals through interfaces to enable the encryption of mobile terminal side 
audio and video communication service (Tian et al., 2014; Cao et al., 1999; Li et al., 2019; Hu et 
al., 2006; Mian et al., 2007; Yin et al., 2019; Yan et al., 2020). As public network based intelligent 
communication terminals, mobile terminals install dedicated video command and dispatch APP to 
enable video backhaul, audio and video calling, audio and video conferencing, instant short messaging, 
and GIS reporting functions of terminal equipment.

2. APPLICATION OF VIdEO ENCRyPTION TECHNOLOGy

2.1. Overall Framework
In traditional video conferencing or video command systems, a platform client controls the command 
and dispatch platform to initiate a conferencing or video request, and then the conferencing terminal 
gathers local audios and videos and sends them to other terminals under the dispatch of command 
platform. Comparatively in encrypted video command systems, the platform distributes keys to 
terminals simultaneously when it initiates video conferences. Each terminal encrypts locally gathered 
audios and videos and transmits them to equipment at the other end. Then the encrypted audios and 
videos are decrypted and played by the receiving end as shown in Figure 2 (Wang, 2015; Lai,2017; 
Yao et al., 2020; Zhang et al., 2020). In encrypted video command systems, terminals are equipped 
with cryptographic management facilities such as dongles and cryptogram software modules, 
which cooperate with the key distribution sever and encryption equipment to enable encryption and 
decryption, key and certificate storage, and other security capabilities of terminals. The encryption 
equipment and the key distribution server deployed on the platform enable cryptogram operation, 
key life cycle management, certificate life cycle management, and other functions alike. Refer to 
Figure 1 for details.

Figure 1. Composition & Application Deployment of Video Synergic Command System
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2.2. Cryptographic Key Configuration design
Video command systems adopt SM2/3/4 commercial cryptographic algorithms where SM2 algorithm 
is used for signature verification and symmetric key encryption protection. SM3 algorithm is used 
for integrity protection, and SM4 algorithm is used for encryption protection of audio and video data. 
The system adopts two kinds of certificates (encryption certificate and signature certificate) and three 
layers of keys. The key flow of encrypted video conferencing is shown in Figure 3. The cryptogram 
management cluster distributes conference keys to participant terminals and all participant terminals 
share the same conference key. The participant terminal that sends videos will generate the session 
key and send it to the receiving end under encryption protection of conference keys. The sending end 
and receiving end share the same session key, and conduct end-to-end encryption and decryption 
based on the session key.

2.3. Encryption design
The overall framework of audio and video processing of the sending end and receiving end is shown 
in Figure 4, which shows that the scheme adopts three layers of protection: confusing scrambling, 
selective encryption and selective integrity protection. Confusing scrambling employs chaos algorithms 
and chooses one algorithm from the key pool. The key source and initial conditions are decided by 
the plaintext itself. The platform will update the key before each video transmission and distribute 
the key to participant terminals in order to generate more disordered code stream, and increase the 
difficulty in analyzing and cracking the code stream. Selective encryption provides different levels of 
encryption strength to protect the confidentiality of audio and video data. Selective integrity protection 
executes integrity protection on a portion of audios and videos as needed to prevent illegal tampering 
and destruction. The design of the three-layer protection greatly enhances the security of the system.

3. REALIZATION ANd PROCESS OF ENCRyPTION TECHNOLOGy

3.1. Network Access Authentication after Startup and its Process
After startup, the client and the key distribution center on the platform need to conduct a two-way 
network access authentication to authenticate the identity, authority and cryptogram of user network 
access, and to download relevant parameters. The encryption equipments (including the encryption 
equipment and key distribution server) provide subsequent encryption service after network access 

Figure 2. Encrypted Video Command System Framework
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authentication. The authentication messages of the encryption equipment and the key distribution 
server are transmitted by the command and dispatch service platform through control plane information 
channel instructions, as shown in Figure 5. The process includes:

(1)  The terminal and the platform start up send log-in message and log-in application to the encryption 
equipment

(2)  The encryption equipment responds to the log-in, verifies user validity and sends successful 
log-in message through the backward terminal and the platform

(3)  The terminal and the platform send authentication processing message to the encryption equipment 
to confirm authority

(4)  The encryption equipment generates an authentication request, which goes through the terminal 
and the dispatch server before the service dispatch server retransmits it to the key distribution 
center for further processing

Figure 3. Key Distribution and Management Process Design
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(5)  The key distribution center responds to the authentication application and issues resource 
download orders

(6)  The encryption equipment confirms the authentication, acquires relevant cryptographic resources 
and feeds it back to the key distribution center with authentication results

(7)  The terminal and the platform start data transmission

3.2. Realization and Process of Encrypted Video Conferencing
In video conferencing, all terminals entering the conference acquire a conference communication key 
through the key distribution center as shown in Figure 6. The specific process is:

(1)  The initiator initiates a video conferencing instruction, chooses and calls more than one member 
as the objects of the conference, and submits relevant applications to the service dispatch platform 
at the same time (or terminals can voluntarily enter the conference with a password)

(2)  The service dispatch platform creates the conference, and then participants get the conference 
communication key through the key distribution center after log-in. Keys are transmitted through 
dedicated communication channels

(3)  Participants feed back to the key distribution center after getting their keys
(4)  Terminal users start to gather local videos, conduct audio and video coding, then compress, 

encrypt, and transmit relevant data to the media server that conducts encrypted storage of audio 
and video data

(5)  New participants need to be authenticated, get a conference key through the key distribution 
center, give feedback, and then enter the conference after the service dispatch platform updates 
their enrollment information

(6)  New members start to gather data as in step (4)
(7)  After receiving audio and video information, video conferencing participants play audios and 

videos after completing decompression, decryption and decoding

Figure 4. Overall Framework of Sending End-to-Receiving-End Encryption
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3.3. Realization of Encrypted Video Calling
In video calling, both parties acquire keys online through the key distribution center as shown in 
Figure 7. The specific process is:

(1)  The initiator chooses a called terminal and submits video calling request to the service dispatch 
platform

(2)  The service dispatch platform and the called terminal receive the request at the same time
(3)  The called terminal feeds back and the service dispatch platform successfully creates a temporary 

video call
(4)  The key distribution center distributes keys to both parties through dedicated channels
(5)  Both parties gather audio and video data and transmit data to the media server after coding, 

compressing and encryption
(6)  The media server executes encrypted storage of files received from terminals and transmits data 

to both terminals
(7)  Both terminal parties decrypt, decode and play the audios and videos

The encryption workflow of GIS reporting is the same as above where the mobile terminal 
encrypts GIS information, and reports to the dispatch platform side in the form of short messages. 
Then the dispatch platform decrypts the information and obtains the plaintext of GIS information.

4. APPLICATION OF CSK ENCRyPTION ALGORITHM 
IN VIdEO SyNERGIC COMMANd SySTEMS

The combined utilization of public keys and private keys basically realizes user identification and 
authority control; however, video data need to be encrypted to further enhance video transmission 

Figure 5. Network Access Authentication Flow after Startup
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Figure 6. Encrypted Video Conferencing Workflow
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security. Here CSK encryption algorithm is adopted with reference to the model of Zhu(Zhu et 
al.,2017).

The first step is to adopt the three-dimensional Lorenz System, the four-dimensional CNN System 
and the four-dimensional Chen System to constitute the key pool. The key source chaotic system is 
selected according to Formula (1) as shown below:

Figure 7. Encrypted Temporary Video Calling Workflow



Journal of Organizational and End User Computing
Volume 34 • Issue 2 • March-April 2022

11

MxWor d Blue Green

Source MwXor

Source
Source

=
= +

=

Re

( mod )

( m

� �

1 3 1

2
1 ood ) ( )

( mod ) ( )

3 1 1 1

1 4 1 1 1

+ =
+ ≠








source

Source source

Sourcee
Source source

Source source
3

2 3 1 1 1

2 4 1 1 1
=

+ =
+ ≠



 mod ) ( )

( mod ) ( )















 (1)

⊙-Xor operation mod-taking remainder
where Red, Blue and Green are the respective Xor values of red component, blue component 

and green component of all pixels of the plaintext video frame. Formula (2) generates the original 
value of the key source chaotic system:

x m MxWor

x x p

x x p

x x

1
2

1 1

3 2 2

4 3

0 1 255

0 0

0 0

0

( ) ( ) /

( ) ( )

( ) ( )

( ) (

− = +

= +
= +
= 00

3
)+









 p

 (2)

In Formula (2), p1, p2, p3Î[0,1] are adjusting parameters of the original value. Different systems 
are selected according to different adopted values of Source1, as shown in Table 1.

If q is the dimension number of the key source chaotic system, a q-dimensional system generates 
q lines of chaotic sequences. Each line generates max chaotic values where max is the maximum value 
of the width and height of the plaintext video frame. Source1, Source2 and Source3 chaotic sequences 
are chosen as the encryption keys. The chaotic sequences of the selected key source chaotic system 
are optimized according to Formula (3) where x(i,j) is the chaotic sequence value before optimizing, 
Y(i,j) is the optimized chaotic sequence value, and “round” means taking round number.
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Table 1. System Selection Table

Source1 System Selected xn Value

1 Lorenz x1(0), x2(0), x3(0) as the original value

2 Chen x1(0), x2(0), x3(0), x4(0) as the original value

3 CNN x1(0), x2(0), x3(0), x4(0) as the original value
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Y(i,j) - optimized chaotic sequence value
x(i,j) - chaotic sequence value before optimizing
round - taking round number
Optimize map chaotic sequences to the scope of [0,255] according to Formula (4):

z i j fix y i j fix Y i j( , ) ( , ) ( )( , ) * mod= −( )( ) 10 2564  (4)

Z(i,j) - chaotic sequence value after mapping
Y(I,j) - optimized chaotic sequence value
fix - taking the round number closer to 0.
Conduct encryption processing according to Formula (5):
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(5)

m - height of plaintext video frame
n - width of plaintext video frame
where R(k), G(k) and B(k) are respectively the values of the red component, green component 

and blue component of the kth pixel of the plaintext video frame. FR(k), FG(k) and FB(k) are 
respectively the values of the red component, green component and blue component of the kth pixel 
of the encrypted video frame. Z(f, source1) is the encryption key where f=((i*j) mod max)+1.The 
decryption process is the inverse process of the encryption process.

5. SySTEM TESTING

5.1. Security Testing
The system adopts SM2/3/4 commercial key algorithms combined with CSK algorithm for encryption, 
which yields a security strength that exceeds that of international algorithms. Such encryption mode 
has preferable controllability and can be used in synergic video command systems. Key information 
of the system (e.g. strategy configuration, messy code text, key information, identity information, 
etc.) is transmitted on the network in the form of ciphertext to avoid destruction. As well, the leakage 
of any sensitive security information will not impact the security capacity of other technologies. The 
system especially adopts multiple chaotic encryption algorithms, which greatly increases complexity 
and raises the security coefficient.
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5.2. Performance Testing
A video conference with the biggest load is adopted as the testing site. The video code rate is 2 Mbps, 
the frame rate is 30fps, the I/P frame rate ratio is 1:12, the size ratio is 5:1, and the audio code rate is 
64 kbps. The cryptogram operation capacity of a single conferencing terminal in processing one-way 
code rate is tested as in Table 2. It shows that conferencing cryptogram operation speed accelerates 
along with the increase of security level and can entirely meet real conferencing demands.

5.3. Testing of Video Encryption and decryption Condition
Cameras are used to gather video information and store the information in video files. As the chaotic 
value of the key source chaotic system is insensitive to initial conditions in the first dozens of seconds, 
the chaotic value in the first 15 seconds is removed and the original value adjusting parameters are 
set as p1=0.1, p2=0.2, p3=0.3. In accordance with the above encryption scheme, the testing results 
of video encryption and decryption are as shown in Figure 8. It can be seen that encrypted video 
image differs greatly from the plaintext video image, and the characteristics of the plaintext video 
image cannot be identified from the encrypted video image. The subjective visual effect is favorable. 
Testing shows that time consumed for video encryption only increases by about 15 ms and basically 
has no impact on video display.

Table 2. Test Table of Cryptogram Operation Capacity of a Single Conferencing Terminal in Processing One-way Code Rate

Level I 
(Kbps)

Level II 
(Mbps)

Level III 
(Mbps)

SM4 0.28 1.32 2.01

SM3 0.57 1.12

Figure 8. Testing Results of Video Encryption and Decryption
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6. SySTEM SECURITy PERFORMANCE EVALUATION ANd dISCUSSION

As videos are dynamic images, security analysis methods for static images are not applicable here. 
Therefore, the system can be evaluated and discussed from the perspectives of key space and statistical 
characteristics.

6.1. Evaluation and discussion of Key Space
Key space normally refers to the value range of a key in an encryption algorithm and usually the unit 
is bit, i.e. to count a specific key according to its bit number. The longer the key bit is, the larger the 
key space is. So far, key space is cracked mainly through the method of exhaustion, which means by 
speculating and verifying every possible cryptogram one by one, and excluding wrong ones until the 
right cryptogram is identified. The encryption key adopted in this paper comes from the four variables 
(x1, x2, x3, x4) of the original chaotic value as well as the key controlling the starting position of 
chaotic sequences. The original chaotic value is computed by binary 32-bit precision floating-point 
number, and the pseudorandom chaotic sequence starting position key is computed by decimal 
number. Therefore, the encryption key in this paper is 144-bit long while the key of AES encryption 
algorithm that can defend numerous attacking algorithms is 128-bit long at minimum. Assuming 
that a cryptogram analyst uses the fastest computer in the world to search a key at 1 petaflop, it still 
takes more than 7,000 years to crack a 144-bit key. Therefore the key space is big enough to defend 
exhaustive attacks.

6.2. Evaluation and discussion of Statistical Characteristics
One frame of image is cut out randomly from the video file gathered by cameras, the image is 
computed through Matlab. Then, the red component, green component and blue components are 
extracted respectively from the original color image, and encrypted color image and the statistical 
characteristics are analyzed respectively. In this video encryption system, the results are shown 
respectively in the plaintext video frame pixel histogram and encrypted video frame pixel histogram 
with dual encryption of both data and location. It can be seen that the pixels of plaintext image are 
distributed unevenly, focusing basically in the scope of 50~210, showing obvious characteristics. In 
comparison, the pixels of the encrypted image are distributed evenly in a way more like white noise 
distribution, showing no obvious statistical characteristics, which greatly reduces the correlation 
between plaintext and ciphertext, and increases encryption security as shown in Figure 9.

Figure 9. Video Frame Histograms before and after Encryption
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Despite the sound security performance of the system and the scientific encryption algorithm, it 
is undeniable that there are still problems to be settled urgently such as insufficient anti-shear ability 
of encryption scheme, insensitivity of chaotic value in the first few seconds, huge computing quantity 
of selective encryption, etc.

7. CONCLUSION

In allusion to the utilization pattern and service characteristics of synergic video command systems, 
this paper analyzes the research achievements at the present stage, proposes an end-to-end encryption 
method of multimedia information that introduces a multiple protection mechanism including selective 
encryption and selective integrity protection, and designs a network access authentication and service 
encryption workflow that implants startup authentication and key distribution into the information 
control signaling procedure. These achievements result in reliable and stable communication, a 
scientific encryption algorithm, and flexible client access to and withdrawal from conferences. To 
enhance the encryption level of video transmission, the system integrates CSK encryption algorithm 
and constitutes a key pool with three different algorithms to further improve system security. The 
encryption design scheme proposed in this paper realizes encrypted video synergic command and 
dispatch, meets various personalized user demands for multimedia information encryption, and helps 
users to rapidly realize and deploy encrypted video synergic command systems in all walks of life.
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