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ABSTRACT

This study provides a data-driven analysis that illustrates a clear renewable energy depiction in 
sustainable energy security and unveils the regional issues. A hybrid method is proposed to validate 
those indicators and shows the trend of future studies. This study enriches the challenges and 
opportunities by contributing to understand the fundamental knowledge of renewable energy in 
sustainable energy security, conveyance directions for future study and investigation, and assessment 
on global renewable energy position and regional disparities. There are 19 valid indicators, in which 
energy demand, energy policy, renewable resources, smart grid, and uncertainty represent the future 
trends. World regional comparison includes 115 countries/territories categorized into five geographical 
regions. The results show that those indicators have addressed different issues in the world regional 
comparison.
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1. INTRODUCTION

The last decades, energy production is a tough topic that concerns governments and those interested in 
resources around the world (Abdel-Basset et al., 2021). The United Nations’ Sustainable Development 
Goal 7, which is to “ensure access to affordable, reliable, sustainable and modern energy for all”, 
accounts for the significance growing of renewable energy (RE) strategies and usages (UN, 2020). 
The RE refers to energies constantly derived from replenishing natural resources such as solar, wind, 
ocean (tidal and wave), hydropower, biomass, biofuels, geothermal, and electricity (Vakulchuk 
et al., 2020). Though utmost RE technologies are still developing, numerous governments have 
approved RE goals and implementations (Adelaja, 2020). Certainly, the ecological friendliness and 
the progressively engagement potentials make RE an important component of a sustainable future 
of energy security (ES). There is mass volume of RE literature on how to guide the opportunities 
and challenges and only few studies are utilized data driven analysis for the massive information and 
generate the indicators for sustainable ES.

In the literature, Valentine (2011) argued that RE advantages over fossil fuel as to distributing 
sustainable ES. Wang et al. (2014) claimed RE is not only occupied as a sustainable choice of clean 
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energy scheme, but also approaches to address other social persistent requirements, including ES 
improvement, environmental effects reduction, and climate change mitigation. Wang et al. (2018) 
debated RE offers opportunities to ease energy deficiency, and provides up-to-date energy services 
assessment to substance sustainable progress. The RE are probable to transmit security-related 
characters close to fossil fuels throughout the provisional stage whereas ES is reinforced as large-
scale of RE deployment in the long-term effects (Vakulchuk et al., 2020). However, the necessitous 
RE policy instruments and technical solutions is miserable, resulting in the RE deployment remains 
gaps and uninspiring (Adelaja, 2020; Cieplinski et al., 2021). Thus, ES is an imperative encounter 
to sustainable performance and RE may be a precious issue to be addressed.

ES is a polysemic concept comprehends diverse that evolves and depends consistent with the 
economic architype’s experiential in energy markets (Chester, 2010). The literature discussed energy 
subjects in terms of RE and determined its role in ES (Bundschuh et al., 2021; Hasankhani et al., 
2021). Wang et al. (2018) proposed RE deployment and ES by investigating the concept evolution and 
substantiating network symbiosis. Ahmad et al. (2020) argued the ES and reliability need to become 
dependent on the operational capability to provision expected and unexpected dispersal (generation 
and consumption) and alteration to continuity sustainability. However, the literature solely occupies 
ES concept in the view of descriptions, agendas and modeling, and operationalizations, or that pertains 
it to fossil fuels (Vakulchuk et al., 2020). In order to empathize how ES and RE is approached, an 
insightful examination how the concepts evolved from past viewpoints, which tend to have dominant 
regimens, is needed. There are various indicators might launch a linkage approach between the gigantic 
diffusion of RE and ES (Valentine, 2011; Hache, 2018). In sum, an inclusive unified valuation is 
crucial in extending the current literature, this study attempts to provide a data-driven analysis that 
illustrates a clear RE depiction in sustainable ES and discloses impeding augmentation ascribes for 
future examination.

One of the most important factors in the energy changeover is geography (Neffati et al., 2021). 
The desires of geographical region and regional players has shown their critical role in launching 
local strategies and distribution to innovative preparation (Lerman et al., 2021). Prior studies have 
abridged the tentative progresses of regional RE systems. O’Sullivan et al. (2017) argued that the 
regional control principle would be alike to those fossil fuel energy systems, and countries could 
pull their geographical spot if large-scale RE-established and cross-border occupation in energy 
generation are implied, and they could impend to disrupt energy supplies once there are conflicts. 
Ahmad et al. (2020) declared the geopolitics, which signify the geography influence between the local 
governments’ and international organizations’ power, would be more roughly with less determinism 
and more on their location. The importance of regional powers was found to be substantial. In fact, 
the divergence that drives RE already is noticeable in various countries, the regional balance thus 
is altered contributes to a discrete jeopardy growing in particular geographic partitions (Hache, 
2018, Ahmad et al, 2020). Yet, only a few studies have approached the spatial or geography notions 
concerning RE and seldom forms analytical value (Vakulchuk et al., 2020). As a result, it remains 
unclear how specific geographic shapes the RE and energy relations stability. Thus, it is urgent to 
study the potential influences of regional RE development on sustainable ES if the RE intend to 
expand its assessment among different regions.

Therefore, examining the regional issues, apart from the overall global trends is essential. A 
systematic data-driven is required to address state-of-the-art RE effort in sustainable ES and identify 
challenges and potential opportunities for future studies. This study’s objectives are as follows:

•	 To deliver a data-driven on RE trends in sustainable ES from existing literature
•	 To identify RE indicators for future study trends
•	 To determine the challenges and opportunities precise to geographical regions
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This study enriches the literature by contributing to (1) empathy on the fundamental knowledge of 
RE to sustainable ES frontier; (2) conveyance on esteemed directions for future study and investigation 
by means of data-driven scrutiny from the existing literature; and (3) measurement on international RE 
position and regional disparities. This study conceals both qualitative and quantitative approaches. A 
hybrid method using content and bibliometric analyses, fuzzy Delphi method (FDM), fuzzy decision-
making trial and evaluation laboratory (DEMATEL) is adopted due to the complex of RE system 
as well as the uncertainty of decision-making task. Content and bibliometric analyses are used to 
indicate the RE indicators adopting data from publications on Scopus database (Tsai et al., 2021). 
FDM is employed to detect valid indicators converted from the linguistic evaluation of expert (Bui 
et al., 2020). Fuzzy DEMATEL is applied to identify the important indicators for future study from 
qualitative verbal date (Bui et al., 2021).

The rest of this study is presented as follows. The proposed methodology is obtained in the next 
section. The third section reveals the analysis results. Formerly, the fourth section discusses the study 
trends, future challenges and opportunities, and regional disparities. Finally, the concluding remarks 
and recommendations for future work are specified in the last section.

2. METHODOLOGY

This section offers description of content and bibliometric analyses, FDM, and Fuzzy DEMATEL. 
The data collection process is provided

2.1. Data Collection to Data - Driven
Prior studies have formed a literature exploitation on RE by using the data from Proquest, Crossref, 
JSTOR Archival Journals, Dimensions, PLoS, Google Scholar, Web of Science (Bundschuh et al., 
2021; Hasankhani et al., 2021). But these databases only integrate a small amount of literature. The 
Scopus is occupied due to a wider-ranging collection of publication with bigger scopes of peer-
reviewed publication (Vakulchuk et al., 2020; Bui et al., 2021). The database including author, author 
affiliation, country identifications, title, abstract, keywords, publication time, and citation record, 
whose information outlines are more suitable for bibliometric analysis.

A feasible search term is ascertained for content analysis to drive the data from Scopus. The 
bibliographic analysis is obtained using VOSviewer software to indicate the RE keywords, nation 
coupling and regional classify. Content analysis is used to analysis documents and verbal contented 
objects via systematic texts or artifact reading or observation. The technique provides reproducible 
inspection on the literature distribution. The content analysis is to determine the full-text documents 
by compressing sizable words and texts into much smaller and pre-defined groups (Bui et al., 
2021). By categorize information via text mining, it is an important phase to measure the big-data 
in a constructive and systematic assessment. The content analysis includes two types of wordings 
including deductive and inductive wordings. The deductive wording acquires the text-mining terms 
before the data-driven procedure and shape the investigative groups on the study focal point. The 
inductive wording settles the analytic groups by exploiting the data during the data-driven procedure. 
This study uses the deductive wording with pre-defined search terms to obtain RE literature from 
Scopus. Next, the inductive wording is utilized using bibliometric analysis to classify the regional 
information from literature.

The bibliometric analysis is a quantitative technique to form a graphic acquisitive literature by 
delivering scientific recording and additional replications. This study uses VOSviewer version 1.6.11 
to accomplish a bibliometric analysis to classify literature and describe their relationships (Van Eck 
and Waltman, 2018). Tsai et al. (2021) used content analysis and bibliometrics to develop a literature 
data-driven analysis. Tseng et al. (2021) adopted the method to exemplify the co-occurrence of 
literature, with the world regional comparison. These studies exemplify the VOSviewer’s usefulness 
and is sanctions its appropriateness in this study. The search terms used were “(“sustain*”) and 
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(“energy” or “energies”) and (“green” or “renewable”) and (“secur*”)” spawning in titles, abstracts, 
or keywords. The examination constraint was established to March 26th, 2021 and restricted to articles 
and reviews in English-language.

2.2. Fuzzy Delphi Method
The Delphi method and fuzzy set theory is combined to filter the valid indicators by efficiently 
converting linguistic evaluations of experts into fuzzy numbers (Bui et al., 2020). Assuming that 
there are n  indicators andm  experts. importance level of indicator a  is given by expert b  the as 
j x y zab ab ab� � �; ; , a n� �1 2 3, , , , ; b m� �1 2 3, , , , , where the ja  denotes the weight of a  

as j x y za a a a� � �; ;  where x min xa ab� � � , y ya

m

ab

m

�
�

�
�

�

�
��

1

1/

, and z max za ab� � � . Formally, 

the experts’ linguistic evaluation is interpreted to triangular fuzzy numbers (TFNs), as presented in 
Table 1.

Then, convex value Va  is indicated by:

V i j i ja a a a a� � � � � � �� ��� ��, � �1 	 (1)

Where the i ja a,  are computed using a µ  cut as:

i z z ya a a a� � �� �� ,	

j x y yxa a a a� � �� �� , a n� �1 2 3, , , , 	 (2)

This δ  value may vary from 0 to 1 based on optimistic or pessimistic of experts’ evaluations. 
The value is generally appointed in 0.5 to address the common situation.

The filter threshold for indicators is obtained as p V m
b

m

a� � �
�
�
1

/ . If V pa ≥ , indicator a  is 

valid. Otherwise, it is invalid and must be removed.
This study implies the FDM in 2 rounds. An interview with the committee of expert is possessed 

to filter the indicators from keywords. The round 1 intents to detach the unneeded indicators by 
compilating expert evaluations and round 2 lets the experts to reclarify their evaluation using the 

Table 1.
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round 1 result. The procedure allows the experts to revising their choices by undertaking aggregation 
on confirming the proposed indicators (Bui et al., 2020).

2.3. Fuzzy DEMATEL
Fuzzy set theory is employed to interpret expert’s linguistic orientations into quantitative data, while 
DEMATEL is adopted to diagram causal-correlations among indicators (Tseng et al., 2021). Tsai et 
al. (2021) utilized the method to discourse human perceptions and scrutinize the complexity of the 
indicators. Bui et al. (2021) employed the fuzzy DEMATEL to translate the qualitative data to crisp 
values for visual examination, then the critical indicators are appraised. This study manipulates fuzzy 
DEMATEL to inspect the indicators distribution by identifying the dependent and driving powers 
and visualizing the analysis result under uncertainty.

Fuzzy DEMATEL translates linguistic perceptions into TFNs and formerly generates them to 

crisp values using defuzzification technique. The fuzzy membership functions    f f f fab
k

ab
k

ab
k

ab
k� � �1 2 3

, ,  
are computed to the total weighted values. From minimum and maximum fuzzy numbers, the left 
and right values are computed. The crisp values are then interpreted to a total direct relation matrix 
and map an inter-correlation diagram to visualize the results. An indicator set is proposed as 
E e e e en�� �1 2 3, , , , , and precise pairwise comparison is employed to generate the mathematical 
relation.

Particularly, this study gathers crisp values using linguistic scales from VL (very low influence) 
to VHI (very high influence) (presented in Table 2). If there are t  experts participating in the 
evaluation, fab

k  stipulates the ath  indicator’s fuzzy weight forces on attribute bth  assessed by expert 
t th .

The fuzzy numbers are computed as:
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where ∆ = −maxf minf
ab
t
3

The left lv( )  and right rv( )  normalized values are determined using:

Table 2.
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The total normalized crisp values cv( )  are obtained as:
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The synthetic values’ symbolization through gathering personal perception from k  experts are 
attained as:
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Pairwise comparison is utilized to obtain a direct relation DR( )   n n×  initial matrix, where 
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The normalized direct relation matrix O( )  is determined to obtain the inter-correlation matrix 
IC( )  as:

IC O I O= −( )−1
	 (13)
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The driving power g( )  and dependence power h( )  values are integrated from summary of the 
row and column values in the inter-correlation matrix as:
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The indicators are positioned in an inter-correlation diagram initiated from g h g h�� � �� ��� ��, ,
which firmly address horizontal and vertical axes. The indicators are accumulated in cause-and-affect 
factions based on the negative or positive g h�� �  values are. The ( g h+ ) presents the indicators 
important value as the greater ( g h+ ) value showing the more important an indicator has. This study 
employs the average value of ( g h+ ) to categorize the important indicators, which impose auxiliary 
prominence (Bui et al., 2021).

The proposed analysis steps are as follows:

Data Collection
(1) 	 A feasible search term is defined for content analysis to assemble the publication data from 

the Scopus.
(2) 	 Bibliographic analysis is using VOSviewer software to determine the RE indicators to 

sustainable ES. The nations coupling and regional classify are criticized from the database.
Fuzzy Delphi method

(3) 	 The committee perceptions on proposed indicators are obtained through questionnaire. The 
FDM is employed to filter the valid indicators.

Fuzzy DEMATEL
(4) 	 The important indicators for regional and the overall global trends are indicated. The fuzzy 

DEMATEL is used to examine RE challenges and opportunities for future study, and the 
regional comparisons are specifying.

A committee of 30 experts was organized to assure the analytical processes reliability. The expert 
was approached among professionals and scholars around the world with a 10 years average of 
experience on studying and working in field of energy development, including 7 experts from 
government agencies and non-government organizations, 8 experts from the practice, and 15 
experts from academia (show in Appendix A).

The analysis processes are presented in Figure 1.

3. RESULT

This section reveals RE in ES data-driven coupling and FDM results. The top important indicators 
using the fuzzy DEMATEL are indicated for next discussion.

3.1. Data Collection
By using the content analysis, the data-driven result from the Scopus shows a total of 5,238 
publications. Author keywords is exemplified to bibliographic co-occurrence coupling through 
VOSviewer, there are 7,240 listing keywords with 75 keywords with at least 10 occurrence times 
(see Appendix B). Besides, there are 115 countries/territories is shown, with the minimum articles 
for each country equals 1. The countries/territories are classified into five geographical regions based 
on the United Nations (2021), including Europe, Latin America and the Caribbean, North America, 
Africa, and Asia and Oceania (shown in Appendix C). Particularly, Asia and Oceania are leading in 
the number of publications with 1996 articles and review recorded, followed by Europe and North 
America with 1764 and 1105 publications, while the Latin America and Caribbean, and Africa show 
the lowest record and need for further improvements with only 473 and 537 publications.
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3.2. Fuzzy Delphi Method
The list of 75 keywords is identified as indicators for the FDM. The indicators are measured using 
the linguistic orientations from experts, then are converted into TFNs (shown in Table 1). A total of 
38 indicators are removed from the set with a threshold p = 0 310.  persisting 37 indicators for the 
FDM-round 2 (shown in Appendix D). In round 2, there are 19 indicators, whose Va ≥ 0 307. , are 
filtered (shown in Appendix E), ensuing valid indicators as the following analysis step input (shown 
in Table 3).

3.3. Fuzzy Decision-Making Trial and Evaluation Laboratory
From the FDM results, the experts assessed the inter-correlation among indicators by means of 
linguistic scales in Table 2. The defuzzification technique is employed to convert the TFNs to the 
crisp value then the initial direction matrix is generated using average method (shown in Table 4). 
The total inter-correlation matrix is obtained (shown in Table 5), indicating the inter-correlation 
among the indicators (shown in Table 6). Figure 2 exemplifies the regional and overall inter-correlation 
diagram using g h�� �  and g h�� �  cuts. The average value of ( g h+ ) is employed to sort the 
important causing indicators that necessitate to concentrate on.

Figure 1. 
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The divergences among regions are conveyed. For the Europe, those important indicators are 
energy policy (I8), reliability (I14), renewable resources (I15), smart grid (I18), uncertainty (I19). 
The Latin American and Caribbean concentrates on energy demand (I5), energy policy (I8), reliability 
(I14), renewable resources (I15), uncertainty (I19). For North America regions, the important 

Table 3. 
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indicators include energy planning (I7), energy policy (I8), renewable resources (I15), smart grid 
(I18), uncertainty (I19). While the Africa regions’ important indicators are economic growth (I4), 
energy demand (I5), energy planning (I7), energy policy (I8), renewable resources (I15). Finally, 
for Asia and Oceania, the important indicators consist of energy demand (I5), energy policy (I8), 
renewable resources (I15), smart grid (I18), uncertainty (I19).

In overall, this study’s top important indicators in are energy demand (I5), energy policy (I8), 
renewable resources (I15), smart grid (I18), uncertainty (I19), respecting incessant responses in the 
RE system as study trends to attempt the sustainable ES.

Table 4. 
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Table 5. 

Table 6. 
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Figure 2a. 

Figure 2b. 
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Figure 2c. 

Figure 2d. 
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Figure 2e. 

Figure 2f. 
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4. CHALLENGES AND OPPORTUNITIES

Motivations for the growing RE to sustainable ES includes energy demand, energy policy, renewable 
resources, smart grid, uncertainty. These indicators are indicated as critical study trends to approach 
sustainability performance, which are challenges and opportunities for RE development.

4.1. Energy Demand
The energy demand is generally fulfilled by a recipe of unremitting baseload from coal- or nuclear-
powered plants, and other power from renewable sources, for instance, wind and solar power, as 
required (Vincent et al., 2021). The response for demand is progressively refers to deviations in 
user’s consumption patterns in power systems via fiscal inducements or optimizing consumption to 
enhance complement power supply. The indicator is formulated as an approach to guarantee reliable 
and secure the energy system operation during emergency times (Namilakonda & Guduri, 2021). 
The energy usage is accompanying with numerous complex issues, including energy consumption 
practices, the consumption history. Therefore, focusing energy demand is essential for both resisting 
the atypical energy utilization tendencies or sourcing preservation purpose.

However, there is limited reporting data, studies, and investigations on RE demand and 
substitute supply issues (Kaluthanthrige & Rajapakse, 2021). This accomplishment on RE demand 
is challenging as the unpredictable future of power demand is unknown with precise statistics (Li et 
al., 2021a). Integrating uncertainty to discrete situations is important to acquires respectively distinct 
setup, in which decision make can forecast the demand and costs requirement, and the most efficient 
technology to respond to the future ES (Scott et al, 2020). Further, the new situation on geopolitics 
supply-demand balancing is the vital issue to increase the RE usage; still, only few analytical outlines 
have been developed (Vakulchuk et al., 2020). Throughout the real-time operation, instabilities on the 
demand or supply side may interrupt the harsh controller execution. For example, the technological 
barriers count on RE resources such as wind and solar are occasional in accessibility and lead to 
uncertainty in demand gratification (Pravin et al., 2020). The uncertainties reigning in the human 
perceptions disputes to understand which should be precisely embodied a consumer approachable 
likeness (Kaluthanthrige & Rajapakse, 2021). This requires extra investigations on renewables demand 
as decision makers are unclear about how to handle the upcoming events in uncertainty practices.

There are necessaries for the regulatory administrators to rebuilt the occupational and business 
settings energy selling agendas such as resilience, spatial and temporal assortment in demand 
exploitation, and adequate RE generation; while also defining the demanded RE output from respective 
factors which cannot be regulated (Ahmad et al., 2020). the discrepancy between demand and supply 
consequences in the high price of energy storage and surplus RE generation that needs to be plunked 
or abridged to sustain the system, which likely to be aggravated due to high renewable fraction and 
cost reduction pressure (Kahwash et al.,2021). Yet, penetrating the financial efficiency and RE demand 
has not been much emphasized (Cihat et al., 2021). The implications in relative sectors developments, 
for example the potential of disruptive RE technologies, electrification transportation, the demand for 
perilous materials, and their dependencies on the technological evolution involved in the RE demand 
transition, also need to be considered.

4.2. Energy Policy
Energy policy is a legal ordinary approved by a government to drive and control energy growth along 
the environmental safety, adequate supply, and efficient/effective utilization to the population (Doukas 
et al., 2008). The literatures have argued on the political indicators of ES to reorganize the economy. 
In this milieu, RE policy is the integration backbone comprises targets, plans, schedules, incentives 
rules, and regulations proceeded by official legal records for energy development. Significant effort 
has been made to implement RE generation policy, and form institutional and legislative frameworks 
for policy application. Particularly, policies are premeditated with more comprehensive regulations 
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and legislation; thus, diminish the fossil energy dependence through a diverse resource of national 
RE (Adelaja, 2020). The RE policies instruments must contain the standards and regulations, accurate 
inducements to fascinate stakeholders and customers to the market, and determinate a vigorous power 
source and sustainability (Ozoegwu & Akpan, 2021). Still, it is improper to argue that the government 
knowledges would intensively endorse renewables, which is need more visionary and legislation and 
policies implementation to secured long-term stability, and promote RE as an energy mix portion 
(Adedoyin et al., 2021).

A successful policy needs a clearly expressed strategies, goals, vision, and engagement tactics. 
Details should be provided on pecuniary incentives and extents, information modalities and 
instructions, judicial procedures, and institutional provisions. In addition, the strategies should be 
constructed on actual objectives, clear time-frame and framework for accurate assessment (Adelaja, 
2020). Despite the inordinate courtesy, the politically aware dedication in engage in new assimilate 
renewables markets lacks of effective and coordinated regulation (Poudineh et al., 2020). Main issues 
are how existing policy deal with high uncertainty and high innovation. The RE regulations still 
demands additional rigorous study and evidence components for long-term performance to progress 
less energy-intensive technologies (Bundschuh et al, 2021). For example, a layout transformation 
for RE wholesale and retail marketplaces remain gaps in legislation guidelines that detaches and 
misaligns among each other’s, and not prepared to lodge the bulky corpus of RE generation transition 
(Glachant, 2016). The RE policies identification problems have yet been solved a spot versus fossil 
fuel market, which should reflect both place bids on their marginal costs (Cieplinski et al., 2021). 
During operations, RE limitation always happens at a smaller load owing to the lack of effective and 
fast communication policies to peak the consistency restrictions and maneuver sanctuary. Further 
adaptable strategies should be obtained, such as time-varying, meteorological conditions, which is 
grim by physical manipulation (Liu et al., 2020).

Recommendations related to the stakeholders’ participation in RE policy adoption should be 
emphasized (Adelaja, 2020). The absent of RE infrastructure and development policy has created 
obstacles in many countries leads to determine the legislative discussion of RE utilization (Ahmad et 
al., 2020). Therefore, an inclusive and appealing energy policy is required to attract more investors. 
Foreign investors need national energy programs information, inferred from energy policy issues, 
to make decisions as the country’s capacity is lacking (Ozoegwu & Akpan, 2021). Moreover, an 
immense renewables diffusion in energy mix could result in unforeseen consequences such as adjuncts 
to acute materials, new geopolitical mechanisms, and the negotiation in RE (Hache, 2018). There 
are challenges on vision, leadership, collaboration and communication, trust, orders inconsistencies, 
agency prejudices regarding to regulation. The lack of escalation roles acted by NGOs and private 
sector, absence of understanding on RE costs and benefits, political position competences, unwarranted 
effort between government needs and the public demands, and insufficient financial subsidy are 
unsolved. To tackle these unexpected challenges, future studies are recommended to conduct onset 
of RE policy elements. If the RE political vision are perceived and powerful enough to meet a big 
scope of stakeholders’ interests, formerly, the institutional conflicts are inhibited or as a minimum 
alleviated (Adelaja, 2020).

The RE stakeholders and institutions is required to acquire complex verdicts encompassing 
risk-based approximations regarding to the future energy management and planning. There is an 
obligation for considering the support mechanisms to support the decision-making instruction all 
over the RE networks. To progress an empowering liberal RE policies, occasioning reimbursements 
necessity to be clear by policy-makers, citizens and industries (Adelaja, 2020). Policy adoptions 
should thoroughly clarify difference RE deployments and offer a robust rationale for optimization 
approaches to integrating long-term vagueness into market modelling (Scott et al., 2020). Since the 
lack of studies in RE disposition is attributable to the absence of firm RE policies, understanding the 
complete magnitude of contests confronted in political implementation is important.
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4.3. Renewable Resources
RE magnets ample natural resources which deprived influence on the environment so that many 
countries are pushy to use these renewable resources (Abdel-Basset et al., 2021). However, scholars 
have argued that most of energies from renewable resources would be no fewer contrariety than the 
fossil energies running, and envisions renewables may results in the same or even new severe types 
of conflicts (Vakulchuk et al., 2020). Attributable to the intermittency and unsteadiness of renewable 
resources in both secular and longitudinal disseminations, and the strategy and operation designs 
uncertainty, the optimal operations and robust planning in structuring energy systems are necessary 
for an efficient energy utilization (Zhou et al.,2020).

The most appropriate RE resources selection is not straight one system preferred over others 
but be distressed by various issues due to the resources diversity (Wu et al., 2019). Non-renewable 
and RE resources should blend as the stakeholders benefit from constant power supply with lower 
prices, while also lessening environmental impacts (Neffati et al., 2021). Thus, develop a mix power 
grid with high RE diffusion alongside high consistency and reliability, competent power scheduling 
and facilities, better customer services, and efficiently costs reduction may affix extensively benefits. 
This remains challenges for the researchers. For example, consumers more refer to consume energy 
from renewable resources than fossil power, but wiliness to pay for higher prices still is non-existent.

Difficulties on RE, specifically on systemic RE resources structures have been focuses, there 
is noteworthy attention on the indicator must be occupied, partiality, for each types of resources. 
Indeed, the consignment on the energy scheme differs during the day and turn into high during the 
nighttime. A continuous power supply can be abounding to consumer via defining the charging and 
discharging schedules of RE storage system (Prajapati and Mahajan, 2021). Therefore, studies on the 
energy storage system can efficiently equipoise the renewable resources production and balances the 
supply and demand level (Kahwash et al.,2021; Namilakonda & Guduri, 2021). Although various 
approaches have been exploited, how to maintain the renewable resources system with different 
progress remained unclear (Wang et al., 2018). The RE systems planning should embrace network 
measurements, construction and production optimization and structure consistency (Ahmad et 
al., 2020). Further, RE forecasting can be employed to predict the obtainable capacity of different 
renewable resources (Abdel-Basset et al., 2021).

4.4. Smart Grid
The worldwide escalation in energy demand, declining fossil energy resources, and carbon emissions 
impact are coercing the requirement of converting the traditional grid systems into smart grids. 
Scholars and practitioner are seeking to progress power networks by the smart grid technologies 
implementation rather than replacing or immense strengthening the grid (Ourahou et al., 2020). 
Operative smart grid system consists of robust communication structure, smart metering, deep 
RE sources integration and distributed generation, etc. (Maruf et al., 2020). Its main purpose is to 
endow the power network by the accurate apparatuses and make it intelligent. Yet, RE deployment 
in the smart grids has generated numerous cons/pros, if manage properly, this is capable to benefit 
both energy production and consumption sides, whereas guaranteeing a more efficient feasible and 
benign energy distribution.

A communicative smart grid must be integrated communication and information technologies 
occupations. The communication between the different points of the grid makes it conceivable to 
handle plentiful stakeholders’ and consumers’ actions. The purpose is to achieve the demand and supply 
equilibrium while optimizing the network operation, and increasing reliability and responsiveness. 
Indeed, smart grids possibly optimize the assets used by exploiting new devices to manage the grid 
closer to its boundaries (Ourahou et al., 2020). Thus, it requires considerable fluctuations to prevailing 
constellations, associations, and interactions among entirely stakeholders. However, distribution 
systems are inadequately fortified with advanced interaction technologies due to the large number 
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of infrastructures such as lines, power stations, etc. These intensely challenges represent compulsory 
architypes within the current energy grid (Rohde & Hielscher, 2021).

Smart grid technology is a platform encompassing numerous innovative high-tech characteristics 
across the power system (Maruf et al., 2020). Energy management structures based on unrestrained 
resources is promising for high absorbency adaption to the underdeveloped smart grid technologies 
and uninterrupted generation; thus, the stakeholders could obtain maximum benefit (Li et al., 2021b). 
For example, new technical resolutions allow network observation by telecoms, sensors, and data 
dispensation apparatuses to enhance the network knowledge management and enable operational 
control (Ourahou et al., 2020). Artificial intelligence and deep learning, which are emerging as research 
problems, of can be used in value chain to tackle rising data generation and complexity for adapting 
to actual situations and future smart grid (Boza and Evgeniou, 2021). Big-data machineries and 
blockchain technology are recognized as opportunities to benefits the power grids (Liu et al., 2020).

Further, smart utilizations, power distributions and manufacturing design; smart grid-substations 
and micro-grid; as well as sensitive data operation such as rotational energy, safe operating system, 
boost converter, and productivity transformation are also considered as strategies to accomplish 
leading-edge of smart grid, and need more precise measurements (Neffati et al., 2021). However, 
these approaches might collapse to ES due to the unexpected eventualities, the uncertainties and lack 
of understanding about hinders of the decision makers commitment on investing in energy intensive 
technologies (Hasankhani et al., 2021, Namilakonda and Guduri, 2021). Therefore, the smart grid 
impending is complex, and the uncertain RE development, added to the cost rising, still require more 
efforts on present works.

Prediction proficiencies are cumulative and affecting towards the smart grid construction (Ahmad 
et al., 2020). Lot of work is required forecasting actions with exact acquaintance to backing RE 
integration with the traditional grids. Remote programmable and meticulous adjustments are among 
those technologies is argued to facilitate this process. Forecast errors modeling with likelihood 
compactness occupations, integrated demand response model involvement to forecast the power 
output in the extremely unstable zones is missing. Considering the dynamic features, optimization-
based synchronization planning model, smart extensive in conservative energy-grids with multiple 
energies sceneries, and energy substitution are demand to have more estimation.

The institutional order exists as challenges and turn into the constant negotiations subject among 
players in smart grid developments as there is absence of a common vision and shared characterization 
(Rohde and Hielscher, 2021). On top of propounding high-tech occasions to assimilate the RE, smart 
grids are claimed unravel various social opposes, such as empowering new energy consumption 
practices. All stakeholders, energy providers, households, have to experience ultimate deviations as 
smart grids comprise miscellaneous socio-cultural procedures.

4.5. Uncertainty
Uncertainty consideration is important in the ES and becomes increasingly significant across both 
the short- and long-term planning (Scott et al., 2020). In term of fundamental characteristic, the 
uncertainty is categorized into the epistemic and aleatory uncertainty. The epistemic uncertainty 
relates to the subjective or reducible because of the knowledge deficiency for the suitable parameter 
estimation to fix with the performance behavior. The aleatory uncertainty reflects the variability, 
intrinsic unpredictability stochastic, or the irreducible of the system performance (Hoffman and 
Hammonds, 1994). These uncertainties carry challenges to correctly describe RE, and rises difficulties 
in effectual resolutions designing (Liu et al., 2020). The uncertainty of RE has an imperative influence 
on planning tactic; still, conduct the uncertainty of multiple approaches has always remained a 
problematic obstacle (Li et al., 2020). The inherent alterations among the epistemic and aleatory 
uncertainties are being ignored by the academics (Zhou et al., 2020). Current work has suffered from 
over estimation in excess of the habitually data, and inaccurate RE description, inappropriate policies, 
and accommodating underrated capability.
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Consistent with the sources of the epistemic uncertainty, the epistemic parameter comprises three 
types, explicitly scenario, inherent uncertain, and design uncertainty. For the scenario parameters, 
the uncertainties impact on the energy market and energy supply systems is analyzed from the risk 
assessment (Abdin et al., 2017). Besides, demand side management to reduce the uncertainty is also 
implied. This gain increasing courtesy on the system efficiency and operation safety; in addition to 
absolute the potential of energy savings, and the consumer’s behavior consideration (Cano et al., 
2016). Yet, future uncertainty in RE, such as pricing, will result in higher uncertain level of costs, 
and energy distribution and consumption. Integrating uncertainty as vagueness scenarios amends 
biases in the appraised costs among quantity-based approaches (Scott et al., 2020). The verdicts are 
complex and difficult due to the large amount of hesitating intrinsic in the input’s predictions.

Inherent uncertainty is a vital factor of decision-making process, especially at the personal 
efficacy investment level such as system planning and policy establishment. Thus, how to legalize 
the RE security in high modernization and high uncertainty is urgent (Poudineh et al., 2020). The 
future study can focus on tariffs design and regulating the new and old representatives, particularly 
for system aggregators and operators (Cambini and Soroush, 2019). The optimize integration toward 
the demand response program also need to be considered (Sheikhahmadi and Bahramara, 2020). 
For design uncertainty, the RE needs to be promoted with new outlays that support small generator’ 
involvement and increase rivalry ability. However, as RE sources is sporadic, and varies through the 
time of the day, season, and weather conditions, possibly generate a high uncertainty (Pravin et al., 
2020). The flexibility and resilience capability, as the power systems’ adaptability, are argued to be 
effective solutions.

The basic methodology development for uncertainty dissemination integrating the fundamental 
aleatory uncertainties is exceedingly required for analysis. From the literature, some methodical 
gaps should be noticed. The lack of reliability data and functioning performance are challenging the 
unproven technologies (Clark and DuPont, 2018). The RE optimization and parametrical examination 
via technical viability of the optimal design through deterministic constraints is disputed because the 
geometric and operating parameters are unidentified. This result in the integration problem of stochastic 
and deterministic power sources where the former operation needs to be planned/deployed against the 
uncertain energy distribution latter to meet the demand goal (Pravin et al., 2020). Investigating the 
long-term uncertainty in optimization modelling can compare and quantify the available solutions. 
Also, there is need to foster the decision-making flexibility with the suitable scheduling and operation. 
Even though there are a few works related to the multi-criteria decision-making methods, especially 
under ambiguous and uncertain conditions, the efficient incorporation of vagueness and unclear 
information is still a challenging task for a sustainable RE (Abdel-Basset et al., 2021).

4.6. Regional Discussion
While RE has been at the periphery of national level energy policies in developing countries, this 
studies also offers a regional comparison as the potential to avoid the conventional energy and develop 
a RE system to each world regions. Particularly, European and Latin-American and Caribbean have 
implemented the same kind of requirement on RE reliability in both regions. The North America shows 
its specific need on the energy planning, which the Africa remains much challenges on economic 
growth and RE planning as countries in this region are mostly still underdeveloped. The Asia and 
Oceania RE shows the same trend as the overall RE development, and reveal the potential to be one 
of leader in the field through having the highest number of publications.

In Europe, ES needs a new reinforcement level of vagueness. This need completely consistent 
power system with transmission reliability to ensure system tolerability, and higher connection with 
neighboring countries in the regions (Zappa et al., 2019). The authorities are required to reconstruct the 
business occupations through providing the resilient energy programs, adequately develop time-based 
and longitudinal assortment in supply and demand system (Ahmad et al., 2020). The reconstruction 
should begin with improving short-term, cross-border energy trading tariffs, motivate combination 
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and portions development of energy production reliability. The reliability is the energy system ability 
to distribute energy to all utilization points within conventional standards with desired amounts 
and system security on dealing with sudden interruption (European Commission, 2014). The RE is 
reliable, yet they need to be backed up by the traditional sources until exploitation knowledge and 
the types of RE multiply is strengthen. The reliability of overall RE is not fully dependent on a single 
source, but more than a few. These different energies must work together to meet the demand without 
any hesitates. Moreover, Europe desires to keep its headship in RE by promotes investments in the 
RE production; however, new challenges are going to place alongside with innovation in the energy 
markets, also re-function for actual participators in future markets (Ghadi et al., 2019). Additional 
reinforcement mechanism to hasten promoting instrument and investment in RE deployment and 
technologies is needed (Vakulchuk et al., 2020; Cihat et al., 2021). Future studies may investigate 
on new interaction forms among RE stakeholders and assist to proposition a normative structure 
of global architecture such as decarbonization problems, technology transmissions, and financial 
supporting (Hache, 2018).

The Latin America have been practically promoting RE for the past decades. The region began to 
enroll in RE following the Europe, but as a result of a significant drop in the technologies costs and 
advantageous natural environments, most projects do not need direct sponsorships and the benefits 
obtained from the green energy mixes with an increasing wind and solar energy share and a strong base 
of hydroelectric power. The Latin America claims to have highly inexpensive development charges, 
particularly for wind power and recently for solar photovoltaic. However, despite the high potential, 
this region’s RE still tackle difficulties and numerous challenges such as finance, institutional, and 
market barriers. The uncertain fluctuation and occasional possessions of RE productions harshly rise 
the operational difficulty (Ren and Dong, 2018). This impacts the RE reliability of in the interconnected 
and complex networks. Additionally, the lack of principal theoretical scrutiny and empirical reliability 
implications on ES, and enhancing the energy interconnecting divergence advantages also need 
to be noticed. Thus, robust collaboration to advance energy transition and assessing improvement 
through dispersed RE resolutions such as home-based wind and solar technologies is recommended. 
However, most countries are disinclined to trust for energy among neighbors, considering about a 
more self-sufficiency than investment expense, and sustainability. There should be energy assistance 
programs that linked to communal safety network and reliable mechanisms to reduce energy deficit.

There is rising concerns in the North America, especially the United States, about the opposing 
environmental influences from greenhouse gas emissions cause by burning fossil fuel and power 
generation, so there is required a modification as an academical planning solve the problem (Steele 
et al., 2021). From a positive viewpoint, the sustainable energy transition in the region is well 
ongoing as the provision to the coal, gas, and oil industries is transferred to the sustainable RE as 
an alternative. Planning trails, and long-term development strategies based on realistic and reliable 
directions to encourages RE growth are promoted. However, region’s energy policy and management, 
either the energy is from renewable or non-renewable resources, is a mixture of private and public 
co-decision-making at the regional, national, and local levels. Assimilating RE to enhance the grid 
system effectiveness with facilitating technologies such as energy storage, responsive load, waste 
heat, hydrogen fuel cell, and smart grid machineries should have more investigations (Steele, et al., 
2021). Further, an enable business environment in uncertainty related to investments risks, as well 
as technology costs increasing is still missing. RE needs to instigate sustainable energy and climate 
accomplishment plans to diminish vulnerability from energy insufficiency and to pricing problems; 
lower energy transfer bottleneck and input costs; promoting cleaner production and low-carbon 
frugalities to meet a competitive edge. Despite the North America is expected to play key roles in 
global RE due to its research record, the region still needs to hasten large-scale procurement to achieve 
better performance by generating inclusive clean energy strategies through syndicating different types 
of projects planning and enhancing collaboration and cooperation among partners to creating and 
managing extensive RE knowledge.
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In Africa, energy is viewed as an economy wheel, yet this is hindered in a violent deficiency that 
critical evidence regarding energy generation problem that points between economic development 
and energy consumption. In the literature, energy production is able to be affected by the uncertain 
economic policy in term of price fluctuations and strong dependence on other countries, while 
most studies only focus on energy interconnection and demand determinants (Zafar et al., 2019). 
Subsequently, there are needs for the region to generate a more advantageous macro-conditions for 
energy supply with more subventions and investment promotions. Still, most countries in the region 
heavy depend on non-RE as their focal supply, specified the high-level of population, and energy levels 
rising to meet the cumulative demand (Adedoyin et al., 2021). The power shortage is still show in 
Africa, for example, 63% of the Sub-Saharan African residents lack to retrieve power (da Silva et al., 
2018). This evidence the region is slow in adopting RE, but may present the opportunities to integrate 
RE (Adelaja, 2020). The Africa needs to meet fast-growing energy demand and extend up-to-date 
energy services while improving community’s wellbeing and guaranteeing long-term sustainability. 
Indeed, the region could meet approximately one-third of its energy demand by using the clean, local 
RE on wind patterns, solar radioactivity, biomass resources, and water power. These approaches allow 
the region to provide optimal planning for choices or the mixed RE resources, thus, taking full account 
to sustainable development. Particularly, advanced RE action plans is required to provide motivations 
to overwhelm traditional beliefs on the energy development, address the technology and information 
gaps in consolidating the national institutions capacities to promote technological application, as well 
as captivating positive sites on RE benefits through public instruction.

In the harmony with overall RE trends, the Asia and Oceania are probable to shape new RE centers 
that front the world order where RE investment and new energy technologies is more proportionately 
disseminated. Scholars even consider that the region, especially China, may further dominate its 
position in new technologies and materials implications for global ES and create a threat to others 
(Vakulchuk et al., 2020). In fact, RE in Asia and Oceania has ordinarily overtaken to Europe and 
North America as a result of a noteworthy developments progress in China, Australia, and India. 
However, the RE expansion in developing countries in the regions has been stalled due to insufficient 
grid structures and obstructive regulations and policies. The national budgets are frequently in short 
supply due to the high cost in constructing and maintaining the RE infrastructure due to geographical 
challenges. It is also unclear that RE leadership on how to free the nations from imported energy. 
At present, most countries are depending on fossil fuel but intense to RE sources transition. All 
these issues are worthy to in-depth analysis. Overall, the RE stance is tremendously positive while 
the RE revolution is still in early stage. Future studies should contribute the new collaboration and 
communication forms between industrial participants and government, or offer a standardizing outline 
regarding financing, technology transmissions, and decarbonization architecture (Hache, 2018). It is 
imperative to identify the examining inspections based on the region potential and requirement with 
better policies, coordination, plans to form a safety investment milieu, and share of the energy mix.

5. CONCLUSION

RE in production in energy security is a tough topic that concerns governments and those interested 
in resources around the world. There are various indicators might launch between the diffusion of 
RE, energy security, and sustainable development. However, the literature solely occupies energy 
security concept in the view of descriptions, and RE differences related to interrelations among 
regions are rarely discussed. There are 19 indicators among 75 keywords as valid RE indicators in 
sustainable energy security, in which energy demand, energy policy, renewable resources, smart grid, 
and uncertainty representing critical study trends in the RE system. Besides, there are 115 countries/
territories is verified and categorized into five geographical regions. European and Latin-American 
and Caribbean have implemented the same requirement on RE reliability in both regions. The North 
America shows its specific need on the energy planning, while the Africa still remains much challenges 
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on economic growth and RE planning as countries in this region are mostly still underdeveloped. The 
Asia and Oceania RE shows the same trend as the overall RE development, and reveal the potential 
to be one of leader in the field, while the Africa, and Latin America and Caribbean display the need 
for further improvements.

This study contributes to RE trends and emphasizes on the regional viewpoints of RE development. 
The RE players may refer this study as decision making consultants. Governments, firms, and 
professional practicians can regard to available information in this study to propagandize policy 
approaches, planning based, and practical design to promote innovation on both overall insights and 
regional implementations. The future studies by identifying the RE challenges and opportunities as:

•	 The energy demand should put more fiscal stimuluses to optimizing consumption on RE demand 
and substitute supply issues since there are limited data and unpredictable power demand future. 
Further, geopolitics supply-demand balancing, technological barriers count on RE resources, 
regulatory administrators to rebuilt the occupational and business settings, resilience, spatial and 
temporal assortment in demand exploitation, energy storage, pricing and financial efficiency 
should be noticed. Potential of disruptive events, electrification transportation, the demand for 
perilous materials, as well as RE demand transition also need for further investigations.

•	 The literatures have highlighted the contribution of political indicators on RE development in 
energy security. Considering the comprising of energies targets, plans, schedules, incentives rules 
and regulations standards, accurate inducements to stakeholders and customers is needed. Case 
studies on policies for energy mix, cross-country measurement, econometrics pecuniary incentives 
and extents, information modalities and instructions, judicial procedures, and institutional 
provisions is still absenting. There are also lacks of effective and coordinated regulation for 
long-term energy-intensive technologies, effective and fast communication policies among 
stakeholders, political position competences.

•	 Most of energies from renewable resources would be no fewer contrariety than the fossil energies, 
and envisions renewables may results in the same conflictions or even new severe types of 
conflicts. The strategy and operation designs uncertainty, optimal operations and robust planning 
to building integrated RE systems and develop a mix power grid with high RE diffusion is urgent. 
Improving the reliability, cost efficiency, energy storage system, renewable resources coordination 
is needed. Moreover, demand response for efficient RE resources, real-time hierarchical power 
system obstruction, RE systems planning, forecasting on social matters such as environmental 
concerns and sustainable development should be put more efforts.

•	 The smart grid should implement robust communication structure, smart metering, deep RE sources 
integration and distributed generation. The new information technologies and communication also 
need to be integrated since the grid requires considerable fluctuations to prevailing constellations, 
associations, and interactions among stakeholders. In addition, new technical resolutions on 
network observation by telecoms, sensors, and data dispensation apparatuses; network knowledge 
management and enable operational control, artificial intelligence and deep learning, big-data 
machineries and blockchain technology should be noticed.

•	 Conducting the uncertainty of multiple approaches has always remained a problematic obstacle. 
Robustness of RE data, vagueness scenarios, diverse decarbonization and renewable support 
policies to be considered. Tariffs design and regulating for new and old energy representatives, 
optimize integration toward the energy design, flexibility and resilience capability, techno-
economic measurement is necessary.

Still, some limitations remain in this study. Promising adequate examination is challenges 
due to it is incapable for this study to review all 5,238 publications driven from the database. The 
discussion assessment may insufficient since Scopus also encloses low quality sources (Bui et al., 
2021). Upcoming studies are encouraged to occupy more abbreviated databases to improve the results. 
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The expert committee only includes 30 members, which may cause the subjective references as a 
result of their experience, understanding, knowledge, and acquaintance to the field. Future study is 
proposed to cumulative more respondents to evade this problem.
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