
DOI: 10.4018/IJRQEH.289176

International Journal of Reliable and Quality E-Healthcare
Volume 11 • Issue 3 


Copyright©2022,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



*Corresponding Author

1

Security-Aware Routing on Wireless 
Communication for E-Health Records 
Monitoring Using Machine Learning
Sudhakar Sengan, PSN College of Engineering and Technology, India

 https://orcid.org/0000-0003-4901-1432

Osamah Ibrahim Khalaf, Al-Nahrain University, Iraq

Ganga Rama Koteswara Rao, Koneru Lakshmaiah Education Foundation, India

Dilip Kumar Sharma, Jaypee University of Engineering and Technology, India

Amarendra K., Koneru Lakshmaiah Education Foundation, India

Abdulsattar Abdullah Hamad, Tikrit University, Iraq

ABSTRACT

Anadhocstructureisself-organizing,self-forming,andsystem-free,withnonearbyassociations.
Oneofthesignificantlimitswemustfocusoninframeworksisleading.Asfordirections,wecan
sendthepacketorcommunicationsfromthesendertotherecipientnode.AODVroutingprotocolis
ashortdisplaythatwillmakethetutorialavailableondemand.Machinelearning(ML)-basedIDS
mustbeintegratedandperfectedtosupportthedetectionofvulnerabilitiesandenableframeworksto
makeintrusiondecisionswhileMLisabouttheirmobilecontext.Thispaperconsidersthecombined
effectofstoopeddifficultiesalongtheway,problemsatthemediumget-right-of-areatoimpactlayer,
orpackdisasterstriggeredbytheremotecontrolgoingoffroute.TheAODVastheroutingMANET
protocolisusedinthiswork,andtheprocessisdesignedandevaluatedusingsupportvectormachine
(SVM)todetectthemaliciousnetworknodes.
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INTRodUCTIoN

They’realsoknownasthebasesystemandstructure-lesscompositions.Astructuredsystemhasa
segmentorabasestationpartofacooperativeassociation(Abdulsahib&Khalaf,2018).Eachcenter
pointinthisformofsystemwouldbeconnectedtoanintermediateBS,sothecellframeworkfalls
understructuresorting(Alkhafajietal.,20201;Al-Khanaketal.,2021).Theframeworksthatdo
nothaveanysectionsarecalledestablishment-lessframeworks.Sincetheydon’tdependonjoining
theassociation,adhocstructuresfallinthiscategory.Oneoftheessentialtechniquesincollective
transmissionfromthesourcetothetargetisguiding.Thereareafewdifferenttypesofregulating
showsinMANETs(Anandakumar&Umamaheswari,2017).We’lltalkabouttheAODVshowhere.
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TheopenshowsgroupincludesAODVorganizingshows(AymanDawoodetal.,2019)(Carloset
al.,2021;Dalal&Khalaf,2021;Ghaida&Osamah,2018;Hamadetal.,2021;Hoangetal.,2021).

Inmostcases,receptiveshowsareapproachedassolicitationguidingshows.AODVusesbi-
directionalconnections,withtheprimaryobjective,ofcourse,helpandrevelation(Keerthanaetal.,
2020;Khalaf&Abdulsahib,2021;Khalaf&Abdulsahib,2019).Transmitlessoftenthantheothers
anddonotuseTCPaffiliationsinmostcases.DuetohelpfloodsinthedailyAPbolsteroverwhelmed
bythesignificantTCPaffiliations,thesesporadic-transmittingsensorssuffertheadverseeffectsof
starvation(Khalaf&Sabbar,2019).Inthisway,increasinglysemanticequivalentorganizationsmay
becrammed together, allowing for theassemblyof recommendationconsideration.The security
concernsinMANETaredemonstratedinFigure1.ThisarticlesuggestsanSVM-basedIntrusion
DetectionSystem(IDS)fordetectingmaliciousnodesatthenetworklevel(Lietal.,2021;Ogudo
etal.,2019).Allnodes’packetroutingactivityisinvestigatedusinganMLmethodtoidentifyand
identifynodescarryingoutthethreatthroughoutthistechnique.AnMLalgorithmisdesignedto
producemorereliabledata(Perkins&Bhagwat,1994).SVMisbecauseitscaleswellwithresistance
tohighandcanfunctionadequatelywithsemi-structuredorunstructuredandstructureddatawithout
complexity(Prasadetal.,2020;Priyadarshini&Sudhakar,2015).Theblackholeattackishazardous
andsignificantlyimpactsthenetwork’sAverageThroughput,PacketDeliveryRatio(Rajasoundaran
etal.,20201;Romeroetal.,2021;Sudhakar&ChenthurPandian,2016;Senganetal.,2020).

RELATEd WoRKS

IDSarefirmwaresystemsinstalledinanetworktoidentifythecausedtrafficandalertuserstoany
maliciouspurposes.AnIDSincorporateselementsforunderstandingandpredictingtheinfluence
ofsocietyinacomputernetwork.WemustdistinguishbetweenanIDSandawirelessconnection
(Senganetal.,2020). IDSprimarilymonitorsandsniffsnetwork traffic (Suleimanetal.,2014),
whereasthefirewallfiltersalltrafficb/wtheinsideanderroneousremoteservers.Theyareunable

Figure 1. Security issues in MANET
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todropdatapackets.AnotherwayanIDS’sparametersaretoidentifyandsniffthenetworkforany
potentialthreats(Wangetal.,2021).TheIDSisasecondlineofdefenseusedinconjunctionwitha
firewalltomonitoranddetercomputervirusactionfromincomingandflexibletheprivatesystem
(Wisesaetal.,2020).

NetworkIntrusionDetectionSystemskeeprecordsofcommunicationprotocolsandlookfor
attacks.NIDSevaluatespacketdatainaspecificbroadcastdomain,allowingthemtodetectdispersed
attacks.TheentirenetworkisregulatedbyNIDS(Zhengetal.,2021),whichcomprisessensorsthat
detectpacketdataandadatamonitoringsystemthatmakesmeaningoftheinformation.Whensensors
detectunusualbehavior,itcreatesseriousproblems.Itsprimaryproblemisthatitdoesn’tmakeyou
consciousofwhat’sproceedinginyourhead.

While the importance for healthcare enterprises does not contribute adequate resources to
privacyandsecurityprevention,thereisnodoubtthatprivacyandsecurityaresignificantelements
ofIoT(Sudhakar&ChenthurPandian,2012).IoTsystemsutilizeanever-increasingpercentageof
highlydiversereal-timedatathatisparticularlysensitive.Ontheonehand,riskingtheprotection
of a medical device or software may have serious repercussions. On the other hand, patient
confidentialityinformationcanbeextractedthroughoutthedataanalysis,communication,filestorage,
andrepublicationmethods.Thefollowingassumptionshavetobemadewhendevelopingmedical
Internetsecurityandprivacysystems.

The term “data integrity” points to the belief that all measured values adhere to semantic
specificationswithoutbeinginterferedwith.Itintegratestwodegreesofefficiencyandserviceability.
Dataintegritycanbegroupedintofourtypes:entitytruthfulness,domainintegrity,dataconsistency,
andclientintegrity.Primarykey,limitations,rules,andcausescanallbeusedtopreserveinformation
topotential(Subahietal.,2020).

Medicalinformationisclassifiedintotwocategories:publicrecordsandconfidentialinformation.
Criticalinformation,alsoknownaspatientprivacy,providesinformationaboutaperson’shealth,
sexualidentity,sexualfunctioning,contagiousdiseases,fertilitystatus,drugdependency,geneticdata,
andindividuality.Wemusthelpmakesurethatunauthorizedpersonsdonotcompromisesensitive
dataandthat,evenifdataisencrypted,theinformationexpressedisundecipherabletounauthorized
individuals(Tranetal.,2021).

MATERIALS ANd METHodoLoGy

AMANETisatypeofframeworkinthatitisself-contained,structure-free,andmulti-skip,with
rapidlychangingtopologiesthatenabletheversatilecenterstobedisconnectedandreconnected.Every
correspondencenodemustbepreparedtoactasaremoteswitchintheseMANETconfigurations.
Simultaneously,duetoflexiblecenters’necessarydatatransfer,thesourcenodeandobjectivenodecan
improvefocusroutemethods.Theseguidingshows’threesignificantordersareReactive,Proactive,
andHybridRoutingProtocol.Constructingeachsystemtocontinuouslykeepupwiththeinformation
neededtoroutetrafficappropriatelyisthemostbasictestinconstructingaMANET.Inmostpack
tradedstructures,organizingshowsinFigure2useeitherapartitionvectororanassociationstate
wasdirectingcount.Thetwopredictionsallowahosttolocatethesubsequentbouncetoarriveat
thetargetinthequickesttimepossible.

IMPLEMENTATIoN oF AodV USING MACHINE LEARNING

ForMANET,theAODVprotocolisareactiveunicastroutingprotocol.AODVcontinuouslyrequests
tomonitortheactivepathways’direction-findingdetails.Theroutingdataiskeptintheroutingtables
atallnodesinAODV.EverymobilenodekeepsaNextHoproutingtablethatliststhedestinationto
whichitcurrentlyhasaroute.Ifaroutingtableentrywerenotusedorrebootedforapre-specified
period,itwouldexpire.Whenasourcenodeneedstotransferpacketstoadestination,thereisno
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routeavailable,and itbeginsa routediscoveryoperation inAODV.Thesourcenodebroadcasts
RREQpacketswiththeDSNduringroutediscovery.Whenthedestination,oranodewithapathto
thedestination,receivestheRREQ,itcomparesitscurrentdestinationsequencenumberstotheone
listedintheRREQ.AnRREPpacketisgeneratedandredirectedbacktoitssourceonlyifthetarget
SNisequaltoorbetterthantheonedefinedinRREQtoensuretheroutinginformation’squality.

operations in AodV

Step 1:SetupRouteDiscoverywithHELLO,RREQ,RRPLYmessages.
Step 2:TheRREQ-derivedobjectiveSNstandsoutmorethanthecurrentimpetusintheroutingtable.
Step 3:WhiletheSNaresimilar,theextendedhopsearchismoremodestthanthecurrentskipcount.
Step 4:ThereisadarkSN.
Step 5:ThenodelooksforanIPaddresspivotingpath.
Step 6: If theSSN receivedbyRREQ in the route table section ismorevital than the existing

motivatingfactor,itisreinforced.
Step 7:ThesignificantareaofthecollectionnumberislegitimizedandprovidedforinCriticalAnalysis
Step 8:TheassociatedevolutionhopaltersintothemiddlefromwhichRREQwasobtainedinthe

MANETprincipaltable.
Step 9:TheRREQpackageestimatesofbouncenumbersareduplicated.

RESULT ANd dISCUSSIoNS

MANETDevicecantraveleitherwayfreelysothatitsconnectionstovariousdevicesarefrequently
changed.Eachdevicemustrandomlypromotetrafficforitsuse,andaswitchshouldtakethispath.
Thecriticalstructuraltestistopreparealldevicestokeepthenecessarydatauptodate.Thesesystems
canfunctionorbelinkedtothewebwithoutanybody.ThetestwascompletedwitharecreationalNS2
toevaluatedifferentconventionsbasedonBandwidth,PacketLossRate,andEnd-to-EndDelay.The
simulationwasperformedatdifferentdelayingtimesof0ms,20ms,30ms,and50mstimeswith
differentpacketsizesanddifferenttrafficmodels.Presentandrapidgrowthintheuseofwireless
networkingtechnologies.Wirelessnetworkingallowsuserstotravelfreelywherevertheywant.

Node Classification Using SVM
SVMisa linearclassificationused in the suggestedprotocol to identifynetworkattacks. It is a
supervisedlearningmethodthatmightidentifynodesassuspiciousorusualonanydataset.Nodesin

Figure 2. Communications between nodes in a MANET
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anSVM-basedIDScannotfixtheirproblems,andevenwhentheydo,itiseasyfortheIDStoidentify
andsegregatethemfromhavingparticipatedinthesetupphase.SVM’sfirststepistotransformthe
dataset’sinputparametersorfunctionalitiesintomulti-dimensionalspace.Thisisachievedusinga
predefinedprobabilitydistribution.SVMhelpscreateadecisionboundaryfunctiontoclassifyactions
asexpectedormaliciousaftermodelingahigh-dimensionalfeaturespace.Itdiffersfromalinear
machineinthatthecategorizationdecisionfunctionisprepared.InSVM,theproblemisdiscovering
aconditionalprobabilitythatsummarizesagivendatasetbetweenthetwolimits.Costofproduction
isthevoidspacearoundtheclassificationmodelinthefeaturesystemthatallowstheeventstobe
classifiedaspreciselyaspossible.Wecanalsobeusedtodescribethemarginsize.SVMsignificantly
increasesthewidthbyreducingthevaluewhileusingtheLinearModel(Figure3).

Algorithm of SVM

Step 1:SetVectorBandBto0
Step 2:DatasetD={(D1,D2),…,(Dn,Dn)}
Step 3:TrainSVMtoMLdecision
Step 4:ForEachDDo
Step 5:ClassifyDiusingMLdecisionf(Di)
Step 6:If(MLBoundary<1)Then
Step 7:ComputeforAssumedDataset
Step 8:AddTrainingDataSet
Step 9:ForReducingErrorstoPredict
Step 10:If(PredictionisAccurate)Then
Step 11:DoAgain
Step 12:Else
Step 13:TrainingDataSetSVM
Step 14:EndIf
Step 15:EndIf
Step 16:OrderDiasMaliciousNode

Figure 3. SVM classification for e-healthcare records
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Step 17:End

AsshownbyFigure4(a),Figure4(b),Figure5,andFigure6asthetriggeredbymaliciousnodes
withinthenetworkproducestheaveragethroughoutratios.

Figure 4. (a) Average throughput; (b) Packet delivery ratio
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CoNCLUSIoN

Steering is among thebasic featuresof systemmanagement.AODV is anAdhoc-based,multi-
bounce,dynamicsteeringconvention.ThemainadvantageofusingML-basedIDSisthattheyare
highlyaccurateandcanidentifythreatsdespitethesetting.Aspreviouslyexamined,AODVhasthree
distinctivemessagesforbundlesfromsourcetotarget.MANET’ssecuritymeasuresarediscussed
inthispaper,andsomeML-basedIDStoovercomethesevulnerabilities.Thispaperisnecessaryfor
selectinganeffectivemethodologydependingonthesituationinMANET.Suchseparationdepends
oncomplexbordersdeterminedbythecomparisonsbetweentheabstractevaluationandthegoal
evaluationconfigurations.

Figure 5. Node bandwidth utilization

Figure 6. Packets communication
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