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ABSTRACT

Thephishingattackisoneofthemaincybersecuritythreatsinwebphishingandspearphishing.
Phishingwebsitescontinuetobeaproblem.Oneofthemaincontributionstothestudywasworking
andextractingtheURLanddomainidentityfeature,abnormalfeatures,HTMLandJavaScriptfeatures,
and domain features as semantic features to detect phishing websites, which makes the process
ofclassificationusingthosesemanticfeaturesmorecontrollableandmoreeffective.Thecurrent
studyusedthemachinelearningmodelalgorithmstodetectphishingwebsites,andcomparisons
weremade.Theauthorshaveused16machinelearningmodelsadoptedwith10semanticfeatures
thatrepresentthemosteffectivefeaturesforthedetectionofphishingwebpagesextractedfromtwo
datasets.TheGradientBoostingClassifierandRandomForestClassifierhadthebestaccuracybasedon
thecomparisonresults(i.e.,about97%).Incontrast,GaussianNBandthestochasticgradientdescent
(SGD)classifierrepresent thelowestaccuracyresults,84%and81%respectively, incomparison
withotherclassifiers.

KeyWoRDS
Machine Learning Models, Phishing Website, Semantic Classification, Semantic Features

1. INTRoDUCTIoN

Phishing is an illegal tool used to identify information about customers’ identity and financial
institutionpasswords.Socialengineeringtechniquesemployspoofede-mailsfromlawfulcompanies
andagencies.Thoseemailsaredesignedtoenableuserstorevealfinancialdata,includingusernames
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and passwords on fake websites. Computer subterfuge programs place offenders on servers to
deliberatelyaccessdatabyusingdevicesthatretrieveusernamesorpasswordsfromonlineaccounts.
Corruptlocalbrowsersmisdirectcustomerstofakewebsites(orlegitimateInternetsites).Theyuse
pipe-controlledproxiestotrackandcapturekeystrokesbyconsumers(Al-Momanietal.,2011;Ammar
Almomanietal.,2013;AmmarAlmomani,Obeidat,Alsaedi,Obaida,&Al-Betar,2015;Ammar
Almomani,Wan,Altaher,etal.,2012;AmmarALmomani,Wan,Manasrah,etal.,2012;AAlmomani
etal.,2013;B.B.Gupta,Arachchilage,&Psannis,2018;B.B.Gupta,Tewari,Jain,&Agrawal,2017)

Recently,phishingdetectionbasedonSemanticLinkNetwork (SLN)and semantic features,
semanticallyorganizingwebresources,identifyaphishingwebpageanditsphishingtarget,become
mostpopulartechniquesinrecentyears(R.M.Mohammad&AbuMansour,2017;Verma&Hossain,
2013;Wenyin,Fang,Quan,Qiu,&Liu,2010).Asignificantnumberofoureverydayactivities(e.g.
activitiesonsocialnetworks,onlinebankingactivitiesandelectronicbusinessactivities)havebeen
receivingmuchattention.Thatisattributedtothegrowthofworldnetworkingandcommunication
technologies. The free, transparent and unrestricted internet infrastructure creates an attractive
environmentforcyber-attacksandcriticalnetworkvulnerabilities,includingseasonedsoftwareusers.
Althoughtheuser’sknowledgeandexpertisearesignificant,userscannotcompletelystopthephishing
scam(Al-Nawasrah,Almomani,Atawneh,&Alauthman,2020;Alauthman,Almomani,Alweshah,
Omoush,&Alieyan,2019;AAlmomani,Alauthman,Omar,&Firas,2017)

Attackers often take into account the personality characteristics of the end-user to increase
theeffectivenessofphishingattacks.Theyconsiderthesecharacteristicstotricktheuserswhoare
relativelyexperienced(Alauthmanetal.,2019).Itshouldbenotedthatend-user-specificcyber-attacks
causemassivelossesinsensitiveinformationandcashforindividuals.Suchlossisrepresentedin
billionsofdollarseachyear(Alauthman,Aslam,Al-Kasassbeh,Khan,Al-Qerem,Choo,etal.,2020).

Themetaphorusedintheterm(phishingattacks)isderivedfrom‘fishing,fishing’fortargets.
Investigatorshavereceivedalotofattentioninrecentyears.Carryingoutphishingattacksisenticing
andtemptingforhackers,whoopensomefakewebsitesthatarebuiltjustlikethecommonandlegal
websitesontheinternet.Althoughthesesiteshaveidenticalvisualuserinterfaces,thereisaneedfor
URLsthataredifferentfromtheURLsoftheoriginalpage.Apatientandaknowledgeableclient
caneasilydetectmostofthesemalicioussitesthroughbrowsingtheURLs.

End-usersmostoftenforgettoexaminetheirentirewebsiteaddress,usuallyconveyedviaother
webpages,social-networkappsorjustthroughe-mails,asisdefinedinfigure1.Aphisheraimsto
obtainconfidentialandpersonalinformation(e.g.financialdata)throughusingsuchmaliciousURLs.
Whenenteringsuchafraudulentwebsite,userscansimplyentertheirinformationwithoutconcern.
Thatisbecauseusersassumethatthewebsiteislegitimate

Theclientdoesnotunderstandwhichwebpagestotrust,duetoseveralreasons,whichare:a)-
usersdonotseeafullweb-pagelink,becauseofre-directionsandhiddenURLs.b)-usersdonot
havetimetoconsulttheURL;andaccidentally,userscannotaccessthosewebpages.c)-Userscan
notdiscernphishingwebpagesfromlegitimateones.d)-Usersareunabletodifferentiatephishing
pagesfromthephishingclientduetothemainreasons(Sahingoz,Buber,Demir,&Diri,2019).

suggests thate-mailnegativelyaffectsconnectivityand teamworkinbusinessanddaily life.
E-mail-basedabusehasbeenincreasinganddeveloping.Thedrivingforcerapidlybehindrapidly
developingsociallyengineeredandincreasinglydangerousemailattacksarerepresentedinthenew
generationofdigitaloffender’sorganizations.

Theworldisexpectedtohavecybercrimedamageof6trilliondollarsperyearby2021(Alkhalil,
Hewage,Nawaf,&Khan,2021).Accordingtothecybersecurityentryreport,itisupfrom3trillion
dollarsin2015(Morgan,2019).Phishingattacksarethemostcommonkindofcybersecurityviolation,
astheofficialcybersecurityinfringementstatisticsoftheUK2020surveysaythattheattacksaffect
groupsaswellaspeople(Johns,2020).

Areportwaspublishedinthefirstquarterof2020bytheAnti-PhishingWorkingGroupabout
phishingattacks(APWG,2020).Themostsignificantclassofphishingisasoftwareasaservice
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(SaaS).Webmailservicesarethemostcommonlyusedforphishing.Thenumberofphishinglocations
identifiedbyAPWGincreasedsignificantlyoverthethirdandfourthquartersof2018.Phonephishing
hasbecomemore common inBrazil in recent years,with thephishersprimarily targetingSaaS
providers.Phishers,ontheotherhand,haveinfiltratedphishingfirms.36%ofallphishingattacks
occurthroughusingpaymentservices.Cybercriminalsalsouseransomwaretohackthewebsitesof
severalbankssimultaneously.

URLs and Attacker Tactics: Attackers employ a variety of tactics to prevent security systems 
or system administrators from detecting them.Someofthesetechniquesarelistedinthissection.
Firstly,componentsofURLsshouldbeexaminedtoexploretheapproachadoptedbyattackers.The
fundamentalstructureoftheURLispresentedinfigure2.

Inthedefaulttype,aURLbeginswiththenameofthewebsiteprotocol.Thesecondlevelisa
domainname(SLD),whichtypicallyreferstotheserverhostingtheorganization’sname.Itislocated
inthethirdleveldomain,andlastly,thetop-leveldomainname(TLD),whichreferstothedomains
oftheInternetrootzoneofDNS.Thelastsectionisrepresentedbythewebpage’sdomainname.The
internaladdressisshownbytheserverpathandtheHTMLpagename.

SincethenameoftheSLDtypicallyreferstotheoperationformorbusinessname,itiseasyto
locatethephishingattacker.TheSLDnamecanonlybedescribedonceatthestart.Nevertheless,an
attackercancreateaninfinitenumberofURLswiththepathandfilenameextensionoftheSLD.
Thatisbecausetheinneraddressisdeterminedbytheattackers.

AcombinationoftheTLDandtheSLD(i.e.thedomainname)isthemostimportantcomponent
ofaURL.Cybersecurityfirmsgotogreatlengthstoidentifythefakedomainsusedtolaunchphishing
attacksbyname.TheIPaddressshouldbeblockedifadomainnameisclassifiedasphishing.Inthis

Figure 1. Example of a web-page and E-mail examples Phishing Web Page(Sahingoz et al., 2019)

Figure 2. URL structure(Sahingoz et al., 2019)
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case,onecan’treachthewebpagesfoundthere.Theattackeremploysessentialmethodstoincrease
theattackefficiencyandstealsensitiveinformation.He/sheemploysessentialmethodstoincrease
thevictim’svulnerability.Suchmethodsincluderandomcharacters,mixedworduse,cybersquatting
andtype-squatting.Themechanismsusedfordetectingsuchattackstakethesemethodsintoaccount
(Sahingozetal.,2019).

Annotationsextractedfromthequalityofthetoolsarereferredtoassemanticfeatures.Weare
inspiredtodemonstratetheutilityofusingsemanticfeaturestoidentifyphishingwebsites.Semantic
featuresenableustodetermineconceptualsimilarity.Thissimilarityenablesustoorganize,extract
andgroupknowledgebasedonprinciples rather thansubsequentor regularlyexpressedphrases.
Semanticfeaturesarecontent-basedmetricsderivedfromthetext(email,posts,andwebsites)using
data-drivenlatenttopicmodels.Theselatenttopicsaregroupsofwordsthatappearfrequentlyinthe
text.Inaphishingemail,wecanexpecttheterms“click”and“account”toappeartogether,whilein
normalfinancialemails,thewords“market,”“prices,”and“plan”canco-occur.Latenttopicmodels
createsuchfeaturesbyleveragingtheco-occurrenceofwordsinatrainingcollectionofemails.Typical
latentsubjectmodelsdonotaccountforseveraltypesofdocuments,suchasphishingornon-phishing.

Mostresearchersproposeddependingonsemanticfeatures,whichuseemailcontenttodetect
phishingwebsitesonly.However,oneofthemaincontributionstoourstudywasworkingandextracting
URLfeaturesassemanticfeaturestodetectphishingwebsites,whichmakesthesemanticfeatures
morecontrolledandmoreeffectivefortheclassificationprocess.Nevertheless,severalstrategiesare
usedfordetectingphishingattacks.Forinstance,machinelearningisusedinseveralfieldstocomeup
withautomatedsolutions.Severalarticleshavebeenwrittentoshedmorelightonmachinelearning.
Severalapproacheshavebeenproposedbyresearcherstoidentifyphishingattacksbyusingmachine
learningtechniques.Throughthisarticle,weaimedtoinvestigatetrainingmethodstocomeupwith
effectivemethodsforidentifyingphishingsites.Weaimedtoshedlightonaggregationanalysisand
its role increating rulesautomatically toevaluatewebsite format similaritiesand identifypages
forphishing.However,thispaperaimstoinvestigatethepossibilityofusingthesemanticsofURL
featuresbasedonAIclassifiermodels.

Thestructureofthefollowingpartsispresentedinthefollowing:Sec.2:Itpresentssomerelated
works.Thesestudiesshed lighton themethodsfordetectingphishingwebpagesand their role.
Sec.3:Itpresentsacomparisonstudybasedon16AIalgorithmstodetectphishingwebsites.Sec.4:
Itpresentsdataabouttheexperiments.Itpresentstheresults.Sec.5:Itpresentstheconclusionand
theimplications.

2. ReLATeD WoRK

Thissectionpresentsseveralapproachesadoptedbyresearchersfordetectingphishingsites.Instead
offocusingonexternalwebfunctionssuchasURLs,theresearchersfocusedonPhishingdetection
thatisbasedonlistbaseddetectionsystemssemanticwebsitefeaturesandSemanticmachinelearning
algorithm.

2.1. List-based Detection Systems
List-basedphishing identificationmechanismsusewhite andblacklists.Blacklists aregenerated
byURLsthatarerecognizedasphishingsites.Thesesourcesincludespamdetectionsystems,user
alertsandthird-partycompanies.Usingblacklistspreventsattackersfromattackingagainbyusing
thesameIPaddressorURL.Theprotectionframeworkupdatestheblack-listthroughusingmalicious
IPsdetectionmethods,oruserscanobtainthemaliciousIPsfromtheserverimmediatelyandsupport
thesystemstodefeattheattacks.However,theblacklist-basedapproachcan’tdetectarealattackasa
zero-dayattack.Basedonthefalse-positiverate,theperformanceoftheseattackdetectionsystemsis
lowerthanthemachine-basedlearningmethodsintermsofthefalse-positiverate(Jain&Gupta,2021).
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Approximately,20%oftheblack-listphishingattackdetectionprogramsareeffective(Khonji,
Iraqi,&Jones,2013).Thus,theblacklist-basedapproachisn’teffectivefordetectingattacks.Many
organizationshaveblack-listbasedphishingattackdetectionsystems(e.g.GoogleSafeBrowsing
API,andPhishNet)(Prakash,Kumar,Kompella,&Gupta,2010).Service:Thesesystemsuseasimilar
approximatealgorithmforcheckingwhetherthesuspiciousURLislistedintheblack-listornot.
Black-liststrategiesneedtoberevisedregularly.Moreover,thefastgrowthintheblack-listitems
requireshavingmanymachineresources(B.B.Guptaetal.,2021).

Forthedetectionoflegalwebpagesandphishing,whitelist-basedphishingdetectionsystems
provideinformationaboutsecureandlegitimatewebsites.Anywebsitenotincludedinthewhitelistis
consideredsuspicious.InRef.(Cao,Han,&Le,2008),theresearcherdevelopedawhite-listprogram
thatshareseachsite’sIPaddresswiththeLoginuserontheothersideaccessedbytheuser.Whenthe
uservisitsawebsite,themethodwarnstheuseriftheregistrationdataofthewebsiteisincompatible.
However, incasethelegitimatesiteisvisitedbythecustomerforthefirst time,thisapproachis
consideredineffective.Inref.(Jain&Gupta,2016),theresearcherdevelopedasystemthatalerts
webuserstoanautomaticallymodifiedwhite-listoflegitimatewebsites.Thelattersystemconsistsof
twophases(i.e.themodulesformatchingthedomainIPaddressandeliminatingconnectionfeatures
inthesourcecode).Inthisstudy,therealpositivevaluethatisachievedis86.02%.Inthisstudy,the
false-negativerateis1,48%.Thoserateswerereachedthroughtheexperiment.

2.2. The Phishing Detection Methods That are Based on Pagefeatures:
CANTINA(Y.Zhang,Hong,&Cranor,2007)detectsphishingpagesbasedon”termfrequency-
inversedocumentfrequency(TF-IDF).”(Dunlop,Groat,&Shelly,2010)areusedtoobtainsitedata.
Itemploysopticalfeaturerecognition.Then,itemployssearchenginestoevaluateifthequalityofthe
websitereferstothepagecontentordetectsphishingsites.Presentsageneralsemantictextproblem
selectionmethod,basedonthestatisticalt-testandWordNet,andshowitsefficiencyinthedetection
ofphishinge-mailbydesigningclassificationsystemsthatcombinesemanticsandstatisticsinemail
textanalysis(Verma&Hossain,2013).

In ref.(W.Zhang,Lu,Xu,&Yang,2013), the researcherused thespatialwebsite templates
andusedasaguidetoevaluatingtheresemblanceofthesite.Inref.(Moghimi&Varjani,2016),
theresearchersdiscoveredarules-basedsystembyutilizingtwodifferentfeaturesetsforinternet
bankingphishing.Oneof thefeaturesets isusedtodeterminethe identificationofsiteservices.
Theotherfeaturesetisusedtodefineaprotocolforentry.Thephishingalarmemployspowerful
andreliableCSSdesigntoolsfortheidentificationofwebsitesforphishing.Thearticlefocuseson
thewayoflearningautomaticallyfromCSSfunctionalitytodistinguishdifferentpagestoidentify
newfeaturesasthebasisforphishingsensing.Throughcarryingouttheanalysis,itwasfoundthat
theNON-linearHS-basedregressiongeneratesresultsthatarebetterthantheresultsofSVM.A
frameworkisproposedforidentifyingphishingwebsitesthatemploythenon-linearmeta-heuristic,
non-linearregressionalgorithmandimplementafunctionchoicestrategy.Toidentifythewebsites
withURLandHTMLcapabilities,thestackingtemplateisused.Asforusability,thedevicedevelops
lightweightURLs,HTMLandHTMLwithout theuseof third-partyproviders.Ref(Adebowale,
Lwin,Sanchez,&Hossain,2019)presentsanAdaptiveNeuro-FuzzyInferenceSystem(ANFIS)that
isbasedonarobustscheme.Itemploysscript,photographs,andframesoptimizedtechnologiesfor
identifyingweb-phishing.

2.3. Phishing Detection Methods Are Based on Machine Learning Algorithms.
Machinelearninghasbeenusedtodetectphishinge-mailandwebpage.Inref.(Xiang,Hong,Rose,
Cranor,&Security,2011),theresearchersproposedCANTINA+Take15elements,includingHTTP,
DOM,ThirdPartyCompanies,HTMLUserObjectModelandsearchengines.Suchappsweretrained
todetectphishingattacksbyusingaSupportVectorMachine(SVM).Inref.(Abdelhamid,Ayesh,&
Thabtah,2014;Anupam&Kar,2021),theresearchersproposedanassociativephishingidentification
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systemthatisbasedonmulti-labelrankingforthewebsite.Inref.(Jain&Gupta,2019),theresearchers
presentedamethodtodetectphishingattacksbyinvestigatingthehyperlinksincludedwithinthe
HTMLsourcecodeofthewebsite.Thesuggestedsolutionincludesseveraldifferenthyperlinksto
preventphishingattacks.

In ref. (Islam & Abawajy, 2013)the researchers took into account the title of the message
andpriority ratingof the incomingmessage.To filter thepost, they established amulti-layered
classificationmethod.Basedontheexperimentaltests,thefalse-positiveratewascalculated.The
researchers identified theextractedfunctionsfor transport layerprotectionand theURLfeatures
likelength,numberandlocationoftheslashesinURLsandsubdomainnames.JeevaandRajsingh
extractedfeatures.Apriorialgorithmwasemployedtosetrulesforthedetectionprocessbyusingthe
extractedfeatures.Researchhasshownthat93%ofPhishingURLsweredetected.

(Le,Markopoulou,&Faloutsos,2011)developedamethodfordetectingphishingwebsitesthrough
usingURLsfeatures(e.g.uniquecharacternumber,anddomainandfilenames).Theresearchersused
asupportvectormachineforofflineclassification.Weightedconfidenceandonlineperceptronare
employedforonlinedetection.Basedontheresults,theapplicationofadaptiveregularityincreases
theclassificationefficiencylevel.(Selvakumari,Sowjanya,Das,&Padmavathi,2021).

(Sahingozetal.,2019)developedaphishingdetectionmethodbyemploying209-phrasevectors
and17NLPfeatures.TheinfluenceoftheNLPfeatureswasobservedinthedetailedanalysis.However,
vectorsofthewordandNLPfeaturesnumbermustbeincreased.Therefore,theresearchersofthe
presentstudyemphasizedthisproblem.Theaccuracyrateis7%.Inaddition,theresearchersextended
theresearchbycomparingthreeseparatemachinelearningalgorithmsintermsofaccuracy.

(Babagoli,Aghababa,&Solouk,2019)haverecentlyusedphishingfornon-linearregression.
Theypreferharmonyquestandtheuseofmetaheuristicalgorithmsforthetrainingofthenetwork
portvectormachine.Accordingtothoseresearchers,theratesofaccuracyintrainandcheckprocesses
are94.13and92.80%,respectively,whenabout11.000webpagesareused.

WhilemostresearchersareconcernedwithURLphishingdetection,someresearchersaimedto
detectphishinge-mailsbyanalyzingthedatacontainedine-mailpackages.(Smadi,Aslam,&Zhang,
2018)mergedthemethodologyoftheneuralnetworkwithclassificationreinforcementlearningto
detectphishingattacks.Theproposedframeworkincludes50features.Thosefeaturesaredivided
intofourgroups(e.g.headersofe-mail,webURLsandmaintext).Theproposedsystemisbased
one-mailsandanalyticalprocesses.Theaccuraterateis98.6%.Theincorrectpositiverateis1.8%.

In thispaper, the confidentialitypolicies andmechanismsof semanticwebapplications are
investigated,andasmartmodelbasedonNNisintroducedtoclassifyrelevantwebservices(R.M.
Mohammad&AbuMansour,2017).(Fengetal.,2018)proposedanovelmodelofaneuralnetwork
withhighaccuracyandstronggeneralizationcapabilities.Thismodelaimstodetectphishingwebsites.
Unlike theconventionalneuralnetwork, thismethod includes theprincipleof riskminimization
designandtheMonteCarloalgorithm.Theyreachedahighaccuracyratewithdifferentfeatures
derivedfromtheURLs.

(Jain & Gupta, 2018) developed an anti-phishing strategy by using machine learning. This
strategyaimstodifferentiatebetweenphishingwebsitesandlegitimateonesacross19featureson
thecustomer’sside.Theyused2141phishingpages.Thepositiveratesoftheproposedstrategyare
99%,39%withtheimplementationofcomputertraining.

Intheliterature,naturallanguageprocessing(NLP)isn’tusedmuch.Inarecentstudyby(Peng,
Harris,&Sawa,2018),phishinge-mailsaredetectedthroughNLP.Throughanalyzingthecontent
ofe-mails(asplaintext)semantically,theresearchersidentifiedmaliciousintentions.Theyaimedto
useNLPtocapturerequestandorderphrases.Fortheidentificationofphishingattacks,acommon
blacklistofwordpairsisused.Fortrainingandcheckingtheprogram,theresearchersused5009
phishingand5000legitimatee-mails.Theprecisionrateis95%.

Theauthorsin(X.Zhang,Zeng,Jin,Yan,&Geng,2017)proposedaphishingdetectionmodel
thateffectivelydetectsphishingoutputby theuseofsemanticcharacteristics forword insertion,
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semanticized characteristics and multiple statistical characteristics on Chinese websites. Eleven
featureswereextractedtoobtainstatisticalfeaturesofwebpagesandgroupedintofivegroups.For
theimplementationofmodellearningandtesting,AdaBoost,Bagging,RandomForestandSMOare
used.TheAnti-PhishingAllianceofChinaobtainedlegitimateURLsfromdirect-industrywebguides
andphishinginfo.Thestudyshowsthatthephishingsiteswithhighefficiencyandthefusionmodel
havebeenwellestablishedonlywithsemiccharacteristicsandachievedthebestoutputdetection.
ThemodelisspecifictoChinesewebsitesanddependsonsomelanguages.

In(Machado&Gadge,2017)provideanefficientmethodusingtheC4.5decisiontreeapproach
fordeterioratingphishingURLpages.Thismethodcalculatesheuristicvaluesbyextractingfeatures
fromthepages.Thec4.5decisiontreealgorithmwasusedtodecideifthesitewasphishingornot
usingthesevalues.ThedatawasgatheredfromPhishTankandGoogle.Thisprocedureisdivided
intotwostages:pre-processinganddetection.Duringthepre-processingstep,featureswereextracted
basedonrules,and thefeaturesand theirvaluedvalueswerefed into thec4.5algorithm,which
yieldedanaccuracyof89.40%.

Inthestudyby(Rao,Pais,&Applications,2019),theresearchersadoptedahybridapproach
throughmachinelearningandimagesurveillance.Asignificantlimitationtopicture/visualphishers
detectionconcernstheneedforaninitialdatabaseforpicturesorapreviousawareness(webhistory)
ofthewebsite.Thethreetypesofaccessibilitywereutilized:third-partyapps,hyper-linkfeatures
andURLobscenity.Sincetheuseofresourcesbythirdpartiesincreasesthetimeofdetection,the
accuracyofthesystemincreasestoreach99.55%.However,thehybridtechniquewasinmanyresearch
worksuchas(Juvanna,Aravindan,Kumar,&Vignesh,2021).

Inthepreviousresults,itwasdiscoveredthattheanti-phishingtechnologycausesthewebbrowser
torespondslowly.Thismeansthattheuserinputstheirinformationintothesuspiciouswebsitewith
confidenceandsubsequentlybecomesawareofthesite’stype.Itisahardjobtoinformwebusersof
thewebsitecategory.Thismeansthattheanti-phishingtoolshouldoperatequicklyenough,which
canonlybedoneiftheprogrammingcodesarepreciseandeasytoimplement.

Inthisresearch,weconductedseveralexperimentsbasedonseveraldatasetstodetectphishing
websites using semantic features. However, the main concern of the research is to evaluate and
selectthebestclassificationalgorithmtobeusedforphishingdetection.Westillneedtodomore
experimentsonphishingwebsitedetectionbasedonsemanticfeaturesanddeeplearningalgorithms,
toshowwhichalgorithmsrepresentthebestselectionforphishingwebsitedetection.

3. A CoMPARATIVe STUDy

The main aim of the comparison study is to isolate and sequentially compile and sort phishing
websites. In the proposed comparison study, 16 machine-learning classifier algorithms were
modifiedtorecognizecorrelationsinthedatasetbetweenmorethancharacteristicsindatasetone
(R.Mohammad,Thabtah,&McCluskey,2015).and48SemanticURLfeaturesselectedasphishing
webfromdatasettwo.

Ablockdiagramofourplan,asshown inFigure3.Thereare threephases in theproposed
approach.Thefirststageisthepre-processingstage.Throughthisstage,characteristicsandsub-
functionsarederivedfromphishingandrelatedwebsites.Thesecondstagecontainstheclassification
ofmachinelearning.Suchclassificationrepresentsthebasisoflaws.Inthethirdstage,thesystem
classifiesthewebpagesintophishingornormalwebpages.Semanticfeaturesrefertoannotationsthat
arederivedfromtheURLsandcontentoftheresources.Wearemotivatedtoshowthevalueofusing
semanticfeaturesasameansofdetectingphishingwebpages.

3.1. Pre-Processing and Features extraction
Thepre-processingstageinvolvesfeaturesselectionandextractionofthincomparisonvectorcreation.
Thelackofreliablelearningdatabasesisachallengethatfacedtheresearchersofthepresentstudy.
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Everyscholarspecializedintheareafacesthischallenge.Nonetheless,severalpaperswereconducted
aboutthedetectionofphishingsitesthroughusingdataminingtechniques.However,nocredible
researchdatabasewaspublished.Thatmaybebecausethereisnotmuchagreementamongscholars
aboutthecharacteristicsofphishingwebsites.Throughthepresentstudy,theresearchersaimedto
shedalightonthekeyfeaturesofphishingwebsites.Theyaimedtoevaluatetheeffectivenessof
machinelearningindetectingphishingwebsites.Theyaimedtosuggestatechniquethroughchecking
addressbar-basedfeatures.

However,thesemanticfeaturesusedinpreviousstudiesdependoncontentfeaturesonly,while
ourstudyfocusedonbuildingsemanticfeaturesbasedonURL&DomainIdentity,AbnormalBased,
HTMLandJavaScript-basedFeatures,Domain-basedFeatures,whichmakesthenumberoffeatures
lowcomparedwithotherstudiesandthespeedofclassificationfastifweuseanyadaptivemachine
learning.

SelectionoftheFeatureisawayofsearchingforasubsetofimportantfeaturesfromtheoriginal
set,reducingthenumberofirrelevantdatasetiterationstoimprovetheefficiencyofclassification
andmemorystorage.Selectionoffeatureshelpstounderstanddatatominimizetheimpactofthe
dimensionalcurse,toreducemeasuringrequirements,toimproveaccuracyandtodistinguishfeatures
that can apply in a particular problem(Alauthaman, Aslam, Zhang, Alasem, & Hossain, 2018;
Alauthman,Aslam,Al-kasassbeh,Khan,Al-Qerem,&RaymondChoo,2020).Thereareseveral
methodsoffeatureselectionandinthispaper,wehaveusedInformationGainAttributeEvaluation
toselectthebestfeaturesfromthedataset.Bymeasuringtheinformationgapcalculatedforthetarget
class,thismethodmeasuresthesignificanceoftheattribute.Theformulacanbeusedtocalculate
it(AmmarAlmomani,2013):

Table1presentsthefeaturesofphishingwebsitesthataretargetedthroughthepresentstudy.
Theyhaveconsideredtheonesusethemostinartificialintelligentclassifiers.Table1presentsthe
nameofthefeaturesonly.Thefulldescriptionispresentedintheworkconductedby(R.Mohammad

etal.,2015).
Figure4presentsthewayinwhichthesystemwillextractthefeaturesvectorbasedonthefeatures

matrixwhichdependsonthedatasetusedinthestudy’sexperiments.Afterthisstage,theresearchers
haveadopted16machinelearningmodelsfordetectingphishingwebsiteasit’sillustratedbelow.

3.2. Machine Learning Models
Inthisphase,theresearchersused16AIalgorithmsfordetectingphishingwebsites.Table1presents
fulldetailsaboutthereferencesrelatedtoeachalgorithm.Throughthepresentstudy,theresearchers
employedamachinelearningalgorithmwhichisavailableinthesickie-learnlibraryPedregosaetal.
(2011).Moreover,alltheexperimentsconductedinthisstudywereconductedonadesktopcomputer
withIntel(R)Core(TM)i7-2600,CPU3.40GHz,and8GBRAM.

Thisstudycomparesthepredictiveaccuracyofseveralmachinelearningmethodsforpredicting
phishingwebsites,includingRandomForests(RF),ClassificationandRegressionTrees(CART),
LogisticRegression(LR),SupportVectorMachines(SVM),andNeuralNetworks(NNet),Bayesian
AdditiveRegressionTrees(BART),andmoreAIalgorithmmodels.

ThefollowingarethereasonsforemployingtheseAIclassifiers:

InfoGain Class Attribute H Class H Class Attribut. ( |( ) = ( ) − ee)   (3.1)
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1-These16AIclassifierswerethemostcanbeadaptiveinphishingwebsiteandemail-basedon
laststudies

2-ManyoftheAIclassifiersinourstudywerethefirstonesusedinphishingwebsitedetection,such
astheRidgeClassifierandCVBernoulliNBmodels.

3-Manyfeaturesthatwereusedinourstudywereadoptedforthefirst timeinphishingwebsite
detection.asasemanticfeature.

Figure 3. Phishing website detection using the machine learning algorithms
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4. ReSULTS AND DISCUSSIoN

4.1. experiment 1:
ThisexperimentwasconductedusingCPU:I7,8GBMemory(RAM),Python3.6.0Programming
Language in implementations. The two classes training and testing based on the 10-fold cross-
validation.TheCollectedprimarilyfromarchivePhishTank,archiveMillerSmiles,queryoperators
Google.(R.M.Mohammad,Thabtah,McCluskey,&Engineering,2015),startedin2012andlast
modified in 2018, validation by random method. The researchers of the present study used the
Huddersfielduniversitydataset(R.M.Mohammad,Thabtah,&McCluskey,2012).Theresultwas
builtbasedon70%trainingandtesting.

Figure 4. Semantic phishing website detection using the machine learning algorithms

Table 1. The first dataset characteristics:(R. M. Mohammad et al., 2012).

   Attribute Characteristics:    Integer

   Thenumberofsamples:    2456

   Anumberoffeatures:    30

   AnumberofWebHits:    119690
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Table1:showsthefirstdatasetusedbasedon30semanticfeatures,whileTable2showsthe
detailsoffeaturesselectedinourstudy.

Table 3 shows 16 Machine learning model algorithms used to detect phishing webpages,
whileTable4showstheresultsofacomparisonbetween16Semanticclassifiers.Itshowsthatthebest
algorithmresultsarebasedonarandomforestclassifiertodetectphishingwebsitebasedonsemantic
featureswithanaccuracyofabout99%inthetrainingphaseand96%inthetestingphase.Whilethe

Table 2. Semantic Phishing Websites Features selected in our study (R. M. Mohammad et al., 2012; R. M. Mohammad et al., 
2015)

   Features Group    Phishing Websites Features

   URL&DomainIdentity    1    UsingtheIPAddress

   2    LongURLtoHidetheSuspiciousPart

   3    UsingURLShorteningServices”TinyURL”

   4    RL’shaving”@”Symbol

   5    Redirectingusing”//”

   6    AddingPrefixorSuffixSeparatedby(-)totheDomain

   7    SubDomainandMulti-SubDomains

   8    HTTPS(HyperTextTransferProtocolwithSecureSocketsLayer)

   9    DomainRegistrationLength

   10    Favicon

   11    UsingNon-StandardPort

   12 TheExistenceof”HTTPS”TokenintheDomainPartoftheURL

Abnormal
Based
   Features

   13    RequestURL

   14    URLofAnchor

   15    Linksin<Meta>,<Script>and<Link>tags

   16    ServerFormHandler(SFH)

   17    SubmittingInformationtoE-mail

   18    AbnormalURL

HTMLand
   JavaScript-basedFeatures

   19    WebsiteForwarding

   20    StatusBarCustomization

   21    DisablingRightClick

   22    UsingPop-upWindow

   23    IFrameRedirection

   Domain-basedFeatures    24    AgeofDomain

   25    DNSRecord

   26    WebsiteTraffic

   27    PageRank

   28    GoogleIndex

   29    NumberofLinksPointingtoPage

   30    Statistical-ReportsBasedFeature
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lostaccuracyisbasedonguessingtheNBalgorithmwith60%trainingand61%testingphase.Table
4,figure5andfigure6showrespectivelytheresultsofaccuracyinthetrainingandtestingphase.

Thoseresultsarereachedbyusing16Machinelearningalgorithms.
asaclassifierwhichcanbeclassifiedasphishingwebpageornormalwebpage,andfeatures

represent the most effective features in the phishing web page. Based on the result, the highest
classifyingquality(99%accuracy)isseenthroughemployingtheRandomForestalgorithm.Thatcan
beseenthroughthistable.Whilefigure7showstheresultsoftheROCcurvecomparisonbetween
thesameclassifiersinthetrainingandtestingphase.

4.2. experiment 2:
WeuseddifferentdatasetsinthisstudytoinvestigatetheMLalgorithms’performanceaswellasthe
attributeimportancewithinthesedatasets.Dataset2(Tan,2018)has48differentattributesgathered
from5000differentphishingandlegalwebsites.ThewebpagesweredownloadedbetweenJanuary
andMay2015toJune2017(Tan,2018).Thebinarylabelsinthisdatasetare0forlegitimateand1
forphishing.

Thisdatasetcontains48SemanticURLfeaturesthatareextractedfromfivethousandphishing
webpagesandfivethousandgenuinewebpages.ThosewebpageswereaccessedbetweenJanuary
andMayandJune2015andMaytoJune2017.Theappoptimization(e.g.,SeleniumWebDriver)is
morereliableandstablethantheparsingapproachthatisbasedonregularexpressions.Itemploys
animprovedfunctionextractionmethodology.ItsdatabaseiseligibleforWEKA.StartforPhishing:
PhishTank,OpenPhish.Legitimatewebpages:Alexa,PopularCrawl,anti-phishinginvestigators,and
expertscanconsiderthisdatabaseusefulfortheevaluationofphishingfeatures,fastproofofconcept
tests,andphishingclassificationmodels(Tan,2018),asshownintable5.

Table 3. 16 Machine learning models algorithms used to detect Semantic phishing webpages

   Number    Machine learning algorithms 
(MLA)

   References

   1    RandomForestClassifier    (Breiman,2001)

   2    BaggingClassifier    (Breiman,1996)

   3    DecisionTreeClassifier    (Swain&Hauska,1977)

   4    ExtraTreeClassifier    (Geurts,Ernst,&Wehenkel,2006)

   5    GradientBoostingClassifier    (Bansal&Kaur,2018)

   6    SVC    (Müller&Guido,2016)

   7    KNeighborsClassifier    (Sarkar&Leong,2000)

   8    AdaBoostClassifier    (Hastie,Rosset,Zhu,&Zou,2009)

   9    LinearSVC    (Platt,1999)

   10    LogisticRegressionCV     (deMelo&Banzhaf,2016)

   11    RidgeClassifierCV    (Kowsher,Tahabilder,&Murad,2020)

   12    Perceptron    (Stephen,1990)

   13    BernoulliNB    (Müller&Guido,2016)

   14    PassiveAggressiveClassifier    (Lu,Zhao,&Hoi,2016)

   15    SGDClassifier    (Dongari,2014)

   16    GaussianNB    (Dongari,2014)
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Table 4. Experimental results 1: Comparison results between 16 Machine learning algorithms as a classifier

   No.    Machine learning 
algorithms (MLA)

MLA 
   Train 

Accuracy

MLA 
Test 

   Accuracy

MLA 
   Precision

MLA 
   Recall

MLA 
   AUC

   1    RandomForestClassifier    0.9906    0.9650    0.962183    0.974822    0.963921

   2    BaggingClassifier    0.9900    0.9638    0.962101    0.972633    0.962826

   3    DecisionTreeClassifier    0.9912    0.9572    0.960131    0.962233    0.956620

   4    ExtraTreeClassifier    0.9912    0.9512    0.947340    0.964970    0.949599

   5    GradientBoostingClassifier    0.9539    0.9454    0.935911    0.967159    0.942976

   6    SVC    0.9510    0.9403    0.9269    0.963875    0.937642

   7    KNeighborsClassifier    0.9646    0.9355    0.939989    0.9476    0.934625

   8    AdaBoostClassifier    0.9389    0.9346    0.925026    0.958949    0.931824

   9    LinearSVC    0.9293    0.9267    0.920382    0.949097    0.924213

   10    LogisticRegressionCV    0.92    0.9261    0.919851    0.948550    0.923604

   11    RidgeClassifierCV    0.9219    0.9162    0.910005    0.940887    0.913396

   12    Perceptron    0.9059    0.9053    0.887353    0.948550    0.900449

   13    BernoulliNB    0.9095    0.9032    0.906587    0.918993    0.901443

   14    PassiveAggressiveClassifier    0.8864    0.8842    0.883165    0.910235    0.881292

   15    SGDClassifier    0.8563    0.8453    0.786150    0.987958    0.829214

   16    GaussianNB    0.6024    0.6262    0.994941    0.322934    0.660460

Figure 5. Experiment 1: Comparison results between 16 Machine learning algorithms as a classifiers-Training phase
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Table6presenttheresultsofacomparisonbetween16classifiers.Itpresentsthebestalgorithm
resultswerebasedonarandomforestclassifiertodetectphishingwebsitewithanaccuracyofabout
99.83%onthetrainingphaseand97.68%onthetestingphase.Whilethelostaccuracybasedon
guessingNBalgorithmwith81.73%ontrainingand82.62%ontestingphase

Table6,figure8andfigure9respectivelyshowtheresultsofacomparisonbetween16Machine
learningalgorithmsasaclassifiers-intestingphase.Table5andfigure8showtheaccuracyreached
throughusing16Machinelearningalgorithmsasaclassifier.48Semanticfeaturesrepresentthemost
usefulfeaturesinthephishingURLwebpage.Basedonthetable,thehighestclassificationoutput
(99%precision)isreachedbyusingtheRandomForestalgorithm.Theeffectofthecharacteristics.
Figure10showstheROCcurvecomparisonbetweenthesameclassifiersresultsinthetrainingand
testingphase.

Figure 6. Experiment 1: Comparison results between 16 Machine learning algorithms as a classifiers-Testing phase

Figure 7. Experiment 1: ROC curve comparison between 16 Machine learning algorithms as a classifier
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Table 5. Second dataset characteristics all features are numeric (Tan, 2018)

Features Features

      NumofDots       NumSensitiveWords

      SubdomainLevel       EmbeddedBrandName

      PathLevel       PctExtHyperlinks

      UrlLength       PctExtResourceUrls

      NumofDash       ExtFavicon

      NumofDashInHostname       InsecureForms

      AtSymbol       RelativeFormAction

      TildeSymbol       ExtFormAction

      NumofUnderscore       AbnormalFormAction

      NumofPercent       PctNullSelfRedirectHyperlinks

      NumofQueryComponents       FrequentDomainNameMismatch

      NumofAmpersand       FakeLinkInStatusBar

      NumofHash       RightClickDisabled

      NumofNumericChars       PopUpWindow

      NoHttps       SubmitInfoToEmail

      RandomString       IframeOrFrame

      IpAddress       MissingTitle

      DomainInSubdomains       ImagesOnlyInForm

      DomainInPaths       SubdomainLevelRT

      HttpsInHostname       UrlLengthRT

      HostnameLength       PctExtResourceUrlsRT

      PathLength       AbnormalExtFormActionR

      QueryLength       ExtMetaScriptLinkRT

      DoubleSlashInPath       PctExtNullSelfRedirectHyperlinksRT
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Table 6. Experimental results 2: Comparison results between 16 Machine learning algorithms as a classifier.

     Num    MLA Name MLA 
     Train 
Accuracy

MLA 
     Test 

Accuracy

Mean 
     squared 

error

MLA 
     Precision

MLA 
     Recall

MLA 
     AUC

1 GradientBoostingClassifier 0.9845 0.9770 0.020 0.9773 0.976334 0.976995

2 RandomForestClassifier 0.9983 0.9768 0.02325 0.9846 0.968278 0.976691

3 BaggingClassifier 0.9975 0.9758 0.02425 0.9806 0.970292 0.975712

4 AdaBoostClassifier 0.9727 0.9722 0.02775 0.9756 0.968278 0.972222

5 DecisionTreeClassifier 1.0000 0.9668 0.03325 0.9653 0.967774 0.966757

6 ExtraTreeClassifier 1.0000 0.9412 0.05875 0.9441 0.937059 0.941221

7 LogisticRegressionCV 0.9450 0.9405 0.05950 0.9432 0.936556 0.940473

8 RidgeClassifierCV 0.9400 0.9375 0.06250 0.9469 0.925982 0.937420

9 LinearSVC 0.9282 0.9275 0.07250 0.9076 0.950655 0.927661

10 BernoulliNB 0.9207 0.9205 0.07950 0.9246 0.914401 0.920458

11 SVC 0.9613 0.9010 0.09900 0.8878 0.916415 0.901107

12 Perceptron 0.8838 0.8782 0.12175 0.8704 0.886707 0.8789

13 PassiveAggressiveClassifier 0.8590 0.8632 0.13675 0.9460 0.768379 0.862591

14 KNeighborsClassifier 0.9038 0.86 0.13700 0.8836 0.833837 0.862797

15 GaussianNB 0.8437 0.8415 0.15850 0.7828 0.942095 0.842199

16 SGDClassifier 0.8173 0.8262 0.17375 0.9473 0.688318 0.825291

Figure 8. Experiment 2: Comparison results between 16 Machine learning algorithms as a classifiers-in Training phase
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Figure 9. Experiment 2: Comparison results between 16 Machine learning algorithms as a classifiers-in testing phase

Figure 10. Experiment 2: ROC Curve comparison between 16 Machine learning algorithms as a classifiers
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5.CoNCLUSIoN

Inthisstudy,weexaminedthepredictiveaccuracyof16classificationsystemsandothermeasures
based on semantic URL features. URL & Domain Identity feature Abnormal Based Features,
HTMLandJavaScript-basedFeaturesandDomain-basedFeaturesaresemanticfeaturestodetect
phishing websites, which makes the semantic features more controlled and more effective for
the classificationprocess.Major cybersecurity threats includewebphishingand spearphishing.
Applicationsofthesecomparisonscanidentifyphishingsiteseffectively.Nouserintervention.These
rolesareautomaticallyretrievedandusedbycomputer-developeddevices.Tencharacteristicsthat
distinguishgenuinewebsitesfromphishingwebsitesusingsemanticfeatureshavebeencompiled
andanalyzed.Todetectphishingwebpages,ourstudyemployed16AIclassifierswithtwodatasets
andover48semanticfeatures.Basedontheresultsofthecomparison,GradientBoostingClassifier
andRandomForestClassifierhavethehighestaccuracy(i.e.about97%).Incontrast,GaussianNB
andthestochasticgradientdescent(SGD)classifierrepresentthelowestaccuracyresults(84)(81)
respectivelyincomparisonwithotherclassifiers.Togivemoreconclusiveresultsconcerningthe
predictiveaccuracyofclassifications,weproposedaccuracy,recallandAUCmeasures.Theresults

Table 7. Summary of the existing works compares with our comparisonstudy

     Authors      Contribution 
Summary

     Weakness      Mechanism      Algorithms

(Abu-Nimeh,Nappa,
Wang,&Nair,2009)

     Provethatthere
isnostandard
classifiersfor
phishingemail
predection

     More
features
consume
moretimeand
memory

     Compared
sixclassifiers
relatingto
machine
learning

     LR,CART,SVM,NNET,BART,RF

(Miyamoto,Hazeyama,
&Kadobayashi,2009)

     comparisonof
machinelearning
algorithmsto
detectphishing

     The
observed
F-measureis
stilllow

     Detect
phishing
websitebased
on3000
websitedata

     adaBoost

(R.Gupta,2016)      anumber
ofanti-phishing
toolbarshavebeen
discussedand
proposedasystem
modeltotacklethe
phishingattack.

     BIG
numberof
features,
consumingtime
andcost

     The
proposed
anti-phishing
systemis
basedonthe
development
ofthePlug-in
toolforthe
webbrowser

     RandomForest,Nearest
NeighborClassification(NNC),
BayesianClassifier(BC).

     OurComparison
Study

workingand
extractingURL&
DomainIdentity
featureAbnormal
     Based
Features,HTML
andJavaScriptbased
Featuresand
Domainbased
Featuresas
asemanticfeatures
todetectphishing
website,

     The
complexityof
selectionAI
classifiers

     used16
machine
learning
modelsthat
havemorethan
48semantic
features
representthe
mosteffective
featuresfor
thedetection
ofphishing
webpage
extractedfrom
twodatsets

     16AICLASSIFIERS,
Discussedinthisarticle
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motivatefutureworktoconsidertheinclusionoffurthervariablesinthedataset,whichcouldimprove
classificationpredictiveaccuracy.AnalysisofURLfeatures,forexample,hasdemonstratedthatthey
improvepredictionabilityandreduceclassificationerrorrates.

Thelimitationsofourstudyincludethelargenumberofmachinelearningalgorithmsthatcan
beusedinourstudy,aswellasthelargenumberoffeaturesthatcanbeusedassemanticfeatures.
Forfuturework,weproposethatcost-sensitivemeasuresaretakentogivemoreconclusiveresultson
theprovisionofclassificationaccuracyandwesuggestworkingwithensemblelearningtechniques
becauseRandomForestClassifierisoneofthesetechniques.ThemostpreciseandreliableMLmethods
areensembleandhybridML.Ensemblemethodsaredevelopedusingvariousmethodsofgrouping,
suchasboostingorbagging,touseseveralMLclassificationsystems.
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