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ABSTRACT

Innetworkintrusionandnetworksecuritymonitoring,thereismassivedata.Whenusingsupervised
learningmethoddirectly,itwillcostlotsoftimetocollectlabeledsamples,whichisexpensive.In
order tosolve this issue, thispaperadoptsanactive learningmodel todetectnetwork intrusion.
First,massiveunlabeledsamplesareusedtoestablishaweightedsupportvectordatadescription
model.Then,themostvaluablesamplesareusedtoimprovetheperformanceofnetworkintrusion
bycombiningwithactivelearning,whichutilizeslabeledsamplesandunlabeledsamplestoextend
theweightedsupportdatadescriptionmodelinasemi-supervisedlearningmethod.Theexperimental
resultsshowthattheactivelearningcanutilizeminorlabeledsampletoreducethecostofmanual
labelingwork,whichismoresuitableforanactualnetworkintrusiondetectionenvironment.
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1. INTRoDUCTIoN

Inanincrementalcomplexnetworkenvironment,networkintrusionsandattacks(Hong2014,Sultana
2019)becomemoreandmorediverseandcomplicated,andnewattackmethodsareemergingone
afteranother.Theanomalydetectioncanbuildamodeltodetectnetworkintrusionsbycalculatingthe
deviationofnewvisitingfromthedistributionofnormalbehaviorvisiting(Zhang2015).Compared
withthemethodbasedonfeaturerulelibrary(Ayo2020),theanomalydetectioncanidentifythe
unknownintrusiontype,whichisanimportantparttoensurenetworksecurity.Inrecentyears,the
anomalydetectionbasednetworkintrusiondetectionhasbecomeahottopicinthecommunityof
networksecurity.

However,theanomalydetectionmethodsrequirestocollectalargeamountoflabeleddataasthe
trainingsettolearnanomalydetectionmodel.Additionally,thefalsealarmrateofanomalydetection
methodsaregenerallyhigh.Intheactualnetworkenvironment,itrequiresexpertknowledgeto
distinguishandlabelnetworkvisitingdata.Theprocesstodenoteandcollectnetworkvisitingdata
istime-consuming,labor-intensiveandcostly(Zhang2020).Thus,thequantityofhighquality
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networkvisitingdataisverylimited.However,itiseasytoobtainmassivemixeddatawhichconsists
ofalargeamountofnormalnetworkvisitingdataandminorabnormalnetworkvisitingdata.It
isurgenttoutilizetheimpuredatatoimprovetheperformanceofanomalydetectionfornetwork
intrusiondetection.Inordertosolvethisissue,thispapercombinesweightedsupportvectordata
description(Hamidzadeh2017)andactivelearning(Freeman2014)todetectpotentialnetwork
intrusionsandattacks.First,theimpurenetworkvisitingdataisusedtolearnaweightedsupport
vectordatadescriptionmodel.Thelearntmodelisusedtoselectasmallamountofhigh-value
datatodenote.Lastly,thedenoteddataareusedtoretrainasemi-supervisedlearningmodelto
improvethenetworkintrusionperformance.

Therestofthispaperisorganizedasfollows.TherelatedworkisintroducedinSection2.Section3
adoptsactiveweightedsupportvectordatadescriptiontodetectnetworkintrusionsandattacks.Section
5istheexperimentsandsimulations.Thediscussionandconclusionisprovidedinthelastsection.

2. ReLATeD woRK

Network intrusionandattackdetection is an important anddifficult task in thecommunityof
networksecurity.Manyresearchershaveconductedalotofeffortsandproposedmanyanomaly
detectionmethodsfornetworkintrusiondetection.Themethodsincludedataminingbasedanomaly
detection(Wang2018),fractaltimeseriesbasedanomalydetection(Radivilova2019),information
fusion based anomaly detection (Zhang 2008), principal component analysis based anomaly
detection(Salman2018),waveletanalysisbasedanomalydetection(Lu2009),andfractalfeature
parametersbasedanomalydetection(Ya-min2009).Thesemethodsperformsfeatureanalysisfrom
differentaspectstoestablishanomalydetectionmodelandhavebeenwellappliedinpractice.These
methodsfocusonhowtoextractfeaturestotrainanomalydetectionmodel,whichcanachievea
highdetectionaccuracy.However,itrequiresmassivelabeledsampleswhicharedifficulttocollect
inactualnetworkenvironment.

Onewaytoavoidcollectingmassivelabeledsamplesisunsupervisedanomalydetection.
However,theunsupervisedmethodshavehighfalseerrorrate.Anotherwayistolearnaone-
classclassificationmodelbyusingexistingdata.Ingeneral,itcannotguaranteethattheexisting
networkvisitingdataisnormal.Itmustcontroltheinfluenceofthemixedabnormalvisiting
datainthetrainingset.Inordertosolvethisissue,robustoneclassclassificationmethodsare
proposed(Zhu2016).Inordertofurtherimprovetheperformanceofone-classclassification
modelfornetworkintrusionandattackdetection,somehighqualitylabeledvisitingsamplesare
necessary.Inordertosolvetheacquisitionoflabeleddatausuallydependsonexpertknowledge
andistime-consuming,activelearningisadoptedtoselectthesamplesthataremostconducive
toimprovetheperformanceofthemachinelearningtosubmittoexpertsforannotating.Then,
theannotatedsamplesareusedtotrainsupervisedlearningmodeltoimprovetheperformance
ofthemachinelearningmodel.Recently,theapplicationofactivelearninghasbeenattracted
theattentionoftheresearchersinthecommunityofnetworksecurity.

3. NeTwoRK SeCURITy MoNIToRING VIA ACTIVe 
weIGHTeD SUPPoRT VeCToR DATA DeSCRIPTIoN

The ideaof thismethod is summarizedas follows. It first trainsaweighted supportvectordata
descriptionbyusingexistingnetworkvisitingsampleswhichhavenotannotated;thenusestheactive
learningmethodtoselectasmallnumberofsamplestorequestlabeling;lastlycombinestheselabeled
datatoretrainthemodelinasemi-supervisedmanner,inwhichthetrainingsetcontainssomelabeled
samplesandmassiveunlabeledsamples.Thesampleselectionandmodeltrainingareperformed
again.Theprocessisrepeateduntiltheterminationconditionissatisfied.
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3.1 weighted Support Vector Data Description

LetX x x
l

= …{ }1
, , representthetrainingset.InX ,mostsamplesarenormal.Theaimofclassical

supportvectordatadescriptionistofindahyper-spherewhichcanenclosemostofthetrainingsample
withthevolumeassmallaspossible.AnillustrationisshowninFigure1.

Let f X Y: → representtheevaluationfunction.Forasample x
i
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Intheequation(1),R istheradiusofhypersphere,whilec isthecenterofthehypersphere;
φ( )x

i
isthemappingofsamplex

i
inthereproducingkernelHilbertspace,ξ

i
istheassociatedslack

variableofsamplex
i
,andC ispenaltyfactortobalancetheempiricalriskandexpectedrisk.

Inclassicalsupportvectordatadescription,itassumesthatallsamplesintrainingsethavebeen
perfectlylabeled.However,itisunavoidablethatthenetworkvisitingsamplescontainsminorabnormal
oneswhichmaymakethesupportvectordatadescriptiondeteriorateseriously.Inordertosolvethis
issue,weightedsupportvectordatadescriptionisproposed,inwhicheachsampleisassignedwith
aweighttodenotetheprobabilityofthissampleisnormal.Similartoweightedone-classsupport
vectormachine(Zhu2016),thetrainingsetinweightedsupportvectordatadescriptionisreorganized
as{ , }x

i i i
lη =1  0 1≤ ≤( )η

i
.Then,theoptimalprogrammingisreformulatedasfollows:
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Theequation(2)isstillaconvexoptimalprogrammingproblem,whichcanbesolvedbyLagrange
multipliers.TheassociatedLagrangefunctionisrewrittenasfollows:

Figure 1. The illustration of support vector data description
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Bysubstitutingequations(4),(5)and(6)into(2),wecanobtainthefollowingequation:
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Afterobtainingα
i
,andc ,thedecisionfunction f x( ) isrepresentedasfollows:

f x x c K x x K x x K x x
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Intheequation(8),K x x x x
i j i j
( , ) ( ), ( )=< >φ φ .When f x R( )< 2 , x islocatedwithinthe

hypersphereandisanormalsample;when f x R( )> 2 , x islocatedoutsidethehypersphereand
isanabnormalsample.Differentfromclassicalsupportvectordescription,theweightedsupport
vectordatadescriptionisrobusttothenoisesinthetrainingset.Inweightedsupportvectordata
description,therequirementofthequalityoftrainingsetisnotasstrictasthatinclassicalsupport
vectordatadescription.

3.2 Semi-Supervised Model Based on weighted Support Vector Data Description
Afterobtainingthelabelsforavailablesamples,thesemi-supervisedlearningisusedtoextend
andoptimizetheweightedsupportvectordatadescription.Thelabeledsamplesareobtainedby
active learning.  In semi-supervised learning,  the training set  is  represented as
X x x x x

l l l n
= … …+ +{ , , , , , }

1 1
.Theformer l samplesaretheunlabeledsamples,whilethelatter

m samplesarelabeled+1or-1.Whenitisdenotedas+1,itisapositivesample;otherwise,it
is a negative sample. Then, the objective of semi-supervised weighted support vector data
descriptionisrepresentedasfollows:
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In theequation (9), it isassumed that the former n
1

 labeledsamples in the trainingsetare
positive,whilethelattern

2
labeledsamplesinthetrainingsetarenegative.Variable γ represents

theexpectedminimumdistancebetweenpositivesamplesandnegativesamples.TheconstantsC
1
,

C
2
,andC

3
arepenaltyfactors.ConstantC

1
reflectstheimportanceoftheunlabeledsamplesfor

semi-supervisedweighted support vectordatadescriptionmodel,whileC
2
 andC

3
 reflects the

importanceoflabeledsamplesforsemi-supervisedweightedsupportvectordatadescription.When
C
1
iscloseto0,theeffectoflabeledsampleswillbeweaken.WhenC

1
issetas0,thesemi-supervised

weightedsupportvectordatadescriptionisdegeneratedasclassicalsupportvectordatadescription.
ConstantsC

2
andC

3
dependsontherequirementsoffalsealarmrateandfalsenegativerate.Since

thecostofmisjudgmentofabnormaldataishigherthanthatofnormaldata,constantC
2
isgenerally

setsmallerthanconstantC
3

.Ingeneral,theconstantsaresetasC C C
1 2 3
< < .

Theconstraintconditionsintheequation(9)areexpressedintheformofriskfunction.Then,it
isconvertedasanunconstrainedoptimizationproblemwhichiswrittenasfollows:

J R C R x c C R x c

C
i

l

i i i l

l n

i
= + − ( )−( )+ − ( )− −( )
+

= = +

+

∑ ∑2
1 1

2 2
2 1

2 2

3

1η ϕ ϕ γ

ii l n

l n

i
x c R

= + +

+

∑ ( )− + −( )
1 1

2 2ϕ γ
 (10)

Intheequation(10),thecenterc isrepresentedasfollows:
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In theequation(11), itcanbefound that thecenter isdecidedbyboth labeledsamplesand
unlabeledsamples.Theequation(10)canbesolvebygradientmethod.

3.3 Active Learning for Selecting Samples to Denote
Intheabovesemi-supervisedlearningmodel,theprocessofobtaininglabeledsamplesiscumbersome
andexpensive.Thecosttocollectlabeledsamplesshouldbeminimized.Thispaperadoptsactive
learningtodenotesamplesforsemi-supervisedlearning.Thekeysofactivelearningaretheselection
strategyandterminationconditions.

Accordingtothewaysofacquiringsamplesthroughactivelearning,theselectionstrategycanbe
classifiedintothreetypes:membershipquerycomprehensivemethod,flow-basedselectivesampling
methodandpool-basedselectivesamplingmethod.Amongthem,thepool-basedselectivesampling
methodhasbeenthoroughlystudied.Inpool-basedselectivesamplingmethod,itfirstutilizesunlabeled
samplestocomposeasamplepoolwithrelativelyfixeddistributionandcharacteristics,thenproceeds
sampleevaluationandselectionaccordingtoacertainstrategy.Accordingtotheselectionstrategies,
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thepool-based selective sampling is classified intouncertainty reductionbasedmethod,version
spacereductionbasedmethod,andgeneralizationerrorreductionbasedmethod.Theuncertainty
reductionbasedmethodrequestsforlabellingthesampleswiththemostambiguousclassification
information.Theversionspacereductionbasedmethodrequestsforlabellingthesamplesthatcan
minimizetheversionspace.Thegenerationerrorreductionbasedmethodreducestheclassification
errortoimprovetheclassificationabilityoftheclassifier.

Ingeneral,thereasonsforhighfalsealarminanomalydetectionincludethepurityofthetraining
setandthecompletenessofthetrainingset.Fortheformer,theanomalydetectorwoulddegrade
ifthetrainingsetcontainsabnormalsamples.Forthelatter,ifthetrainingsetcannotdepictwhole
characteristicsof thenormalsamples, itmay increase thefalsealarmrate.Thus,whenselecting
samplesforsemi-supervisedweightedsupportvectordatadescription,weneedtofirstselecthigh-
confidencesamplestoimprovethepurityofthetrainingset,andthenselectrepresentativesamples
tocoverallcharacteristicsofthetrainingsetasmuchaspossible.

Inanomalydetection,thesamplesnearthedecisionboundaryareusuallyselectedforlabelling.
Thesesamplesusuallyhavethelargestuncertaintyandcanprovidemoreinformationforoptimizing
themodel.Whenthereisnolabeledsampleinthetrainingset,thisstrategyisstopped.

Merelyselectingnearboundarysamples,theanomaliesmaybeselectedwhentheboundarysamples
passthroughasparseareas.However,theseanomaliescannotrepresentthecharacteristicsofthenormal
samples,whicharenotinductivetoimprovetheperformanceofthesemi-supervisedlearningmodel.When
theboundarysamplespassthroughadensearea,alargenumberofsamplesinthisareawillberequestedto
belabeled.Thesesamplesusuallyhavethesamecharacteristics,whichwouldincreasethecostforlabeling.
Therefore,itishardtocompletelydescribethecharacteristicsofthetrainingsetmerelyusinglimitedlabeled
samples.Inordertosolvethisissue,thispaperadoptsadjacentmetrictoselectsamplesforlabeling.

Inactivelearning,itneedstosetterminationconditiontocontrolthelearningprocess.Ingeneral,
thelearningprocessstopswhenitachievesacertaincondition,suchasthelimitediterations,acertain
performanceindicator.Thispaperadoptsthefollowingterminationcondition:

con MSE f x y f x y= ( )−( )+ ( )−( )var  (12)

Intheequation(12),thefirsttermrepresentstheerrorofthelabeledsamplebetweenpredicted
labelandgroundtruth;thesecondtermrepresentstheratioofthedifferencebetweenthepredicted
valuesforallunlabeledsamples.Thewholeprocedureforsemi-supervisedweightedsupportvector
datadescriptionbyusingactivelearningissummarizedasshowninAlgorithm1.

4. eXPeRIMeNTS AND SIMULATIoNS

Inthissection,wewillusetheKDDCup99toevaluatetheproposednetworkintrusiondetection
method.Inordertoverifytheeffectivenessoftheproposedlabelingmethodandthesemi-supervised

Algorithm 1. Semi-supervised weighted support vector data description by using active learning

Input:TrainingsetX whichcontainsminoranomalysamples
Output:Anomalydetector
Step 1:Usingoriginaltrainingsettolearnaweightedsupportvectordatadescriptionmodel;
Step 2:Carryoutactivelearningtoselectsamplesforlabeling;
Step 3:Combininglabeledsamplesandunlabeledsamplestolearnsemi-supervisedmodel;
Step 4:Usingactivelearningtoselectsamplesforlabelingaccordingtosemi-supervisedmodel;
Step 5:Usingnewlabeledsamplestolearnsemi-supervisedmodelagain;
Step 6:Ifreachingterminationcondition,algorithmstops;otherwise,itgoestoStep4.
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methodforanomalydetection,wecomparetheproposedmethodwithclassicalsupportvectordata
description(SVDD)(Tax2004),one-classsupportvectormachine(OC-SVM)(Zhu2016),weighted
supportvectordatadescription (WSVDD)(Cha2014),andsupportvectordatadescriptionwith
randomlabelingsamples(SVDD(Ran)).TheproposedmethodisshortforSemi-SVDD.

InKDDCup99,itcontainsnearly5millionrecords.Eachrecordcontains41featurestodescribe
networkconnectingstatus.Thedatasetcontainsnormaldata,andfourtypesofabnormaldata.The
detailsarereportedinTable1.

Mostofthetrainingsetisnormalsamples.However,itisunavoidabletocontainminorabnormal
samplesinthetrainingsetwhichwedonotknow.Theratioofabnormalsamplesintestsetisrelatively
high.InSVDDbasedmethodsandone-classsupportvectormachine,theGaussianfunctionisadopted
askernelfunction:

K x x
x x

i j

i j
, exp( ) = −

−









σ2


ThewidthoftheGaussianfunctionissetasσ2 1 25= . directly.Theparameter$C$istunedby
gridsearchtoensurehighestaccuracy.

Inanomalydetection, thedataset isusuallyunbalanced, inwhichmostsamplesarenormal.
Themisclassificationofabnormalsampleswillinducemoreseriousconsequence.Inordertobetter
evaluatetheanomalydetectionmethods,theexperimentalresultsarereportedintermsofaccuracy,
recall,andprecision.LetTPrepresenttruepositive,FPrepresentfalsepositive,FNrepresentfalse
negative,andTNrepresenttruenegative,whichareillustratedinFigure2.

Table 1. The description of the KDD cup dataset

Training Ratio Test Ratio

norml 21,000 91.81% 7,835 43.71%

buffer_overflow 1,365 5.97% 2,426 13.54%

xss 509 2.22% 1,438 8.02%

code_injection 0 0% 2,115 11.8%

other 0 0% 4,109 22.93%

total 22,874 100% 17,923 100%

Figure 2. The illustration of TP, FP, FN, and TN
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Theaccuracyisdefinedas TP TN

TP FP FN TN

+
+ + +

.Therecallisdefinedas TN

FP TN+
.The

precisionisdefinedas TN

FN TN+
.Theaccuracyreflectstheoverallperformanceofthelearning

model.The recall reflects the sensitivityof the learningmodel to anomalies.Thedetails of the
experimentalresultsarereportedinTable2.

FromtheresultinTable1,itcanbefoundthattheaccuracy,recall,andprecisionofSVDD
achieve79.83%,83.23%,and81.51%,respectively;theaccuracy,recall,andprecisionofOC-SVM
achieve80.03%,82.46%,and81.62%,respectively;theaccuracy,recall,andprecisionofWSVDD
achieve81.17%,83.87%,and82.53%,respectively;theaccuracy,recall,andprecisionofSVDD(Ran)
achieve88.64%,91.37%,and88.03%,respectively.Obviously,whenconsideringsemi-supervised
learning, theoneclassclassifiersperformsbetter fornetwork intrusionproblem.SemiWSVDD
labelsfewsamplesthanSVDD(Ran),howevertheaccuracy,recall,andprecisionofSemiWSVDD
areallhigherthanthatofSVDD(Ran).Comparedwithrandomlyselectingsamplestolabel,active
learningcanneedfewsamplestobelabelandthesesamplescontainsmorerepresentationinformation.

5. CoNCLUSIoN

Inordertosolvetheissuethatitisdifficulttoobtainlabeleddatainnetworkanomalydetection,this
paperproposesananomalydetectionframeworkbycombiningsemi-supervisedweightedsupport
vectordatadescriptionwithactivelearning.First,aweightedsupportvectordatadescriptionmodel
islearntbyusingavailablenetworkvisitingdatawhichmainlyconsistsofnormalvisitingdata.Then,
activelearningisadoptedtoselectrepresentativesamplestobelabeled.Thelabeledsamplesand
remainingunlabeledsamplesareusedtotrainsemi-supervisedweightedsupportdatadescription
model.Theexperimentalresultsdemonstratethatcomparedwithpreviousworks,theproposedmethod
onlyneedtolabeledfewersamplestoachievebetteraccuracy,recall,andprecision.
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Table 2. The result of network intrusion and attack detection for KDD cup dataset

Labeled samples Performance

Pos. Neg. Sum Accuracy Recall Precision

SVDD 0 0 0 79.83% 83.23% 81.51%

OC-SVM 0 0 0 80.03% 82.46% 81.62%

WSVDD 0 0 0 81.17% 83.87% 82.53%

SVDD(Ran) 9.67% 0.98% 10.65% 83.72% 86.34% 85.18%

SemiWSVDD 6.13% 0.87% 7.00% 88.64% 91.37% 88.03%
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