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ABSTRACT

This qualitative study includes nine semi-structured interviews with cybersecurity experts from
different security-related organizations who are familiar with cybersecurity exercises. Its contribution
to cybersecurity workforce development focuses on organizational learning rather than individual
skills development and relevant competencies. It was found that the utilization of thematic analysis
methods develop individual readiness and expertise. It also enhances the maturity of an organization’s
processes, roles, communication, and exercise capabilities. Moreover, the exercises increase social trust
between individuals and organizations through business-to-business cooperation. However, there were
several barriers and challenges in utilizing learned skills and competencies within an organization,
including a need to increase the capacity of staff members who participate in the exercise.
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INTRODUCTION

Do Cybersecurity Exercises Benefit an Individual or Organizational Learning?

Maersk, the world’s largest shipping container company, faced a cyberattack in 2017. According to
some estimates, a Maersk ship, which can carry up to 20,000 containers as once, will port somewhere
across the globe every 15 minutes (Walton, 2022). On this day, the cyberattack forced Maersk to shut
down all operations, costing the company $250 million and $300 million. Companies down the supply
chain also lost millions of dollars due to this cybersecurity incident (Capano, 2021).

This case is just one example of the current business reality in which almost all companies have
built their processes and operations on digital information systems. Like Maersk, companies face
vulnerabilities as systems interface with digital systems that are operated or used by other organizations.

In the digital era, businesses rely on information systems to serve as a platform and core of
business operations. The vulnerabilities typical to digital systems also apply to many nations’ critical
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infrastructures and operations. Information and communication technologies (ICTs) serve as an enabler
of modern society’s business operations, which can challenge organizations due to their rapid digital
advancements. It is, therefore, crucial for organizations to keep pace with technological developments and
exploit new technologies while managing threats. Organizations must manage their own environment and
the effects of the network due to the highly networked ecosystem structure. Cybersecurity professionals
must be able to manage a complex environment that includes evolving technologies, internal and external
processes within the organization, and human interactions (Lindsay et al., 2003).

Organizations should focus on continuous skills and knowledge development to adapt to an ever-
changing environment. Team members must be diligent and reactive in their response to internal and
external triggers (Luecke, 2003). The development of individual competencies should also transfer
into the organization’s capabilities. In changing digital environments that face threats, organizations
cannot simply react to real-time change. Instead, they must actively increase their capacities to predict
the need for capacity development within their teams.

Prior research explored the development of individual competencies through cybersecurity exercises
(e.g., Ferguson et al., 2014; Karjalainen & Ojala, 2022; Pham et al., 2016; Vykopal et al., 2017). However,
there is a lack of knowledge on the impact of cybersecurity exercises on organizational learning or an
understanding of the features and mechanisms that enhance or hinder organizational learning. This
deficiency underlines the rationality of the present study. The resource-intensive exercises should urge
participating organizations to ask questions about the extent to which the competence development
of individuals is turned into the competence of the organization. Subsequently, organizations should
question the processes or features that hinder or advance organizational learning.

Argyris (2002) defined organizational learning as “a process of detecting and correcting error”
and error as “any feature of knowledge or knowing that inhibits learning” (p. 116). In other words, in
this approach, organizational learning is not an accumulation of knowledge. Instead, it occurs when
barriers that hinder learning are identified and removed. The organizational learning process also
requires changes in organizational knowledge (Schulz, 2017). Revisions are needed in practices and
ways of thinking that impact the performance of the organization (Chiva et al., 2014).

In the process of learning, the mismatch diminishes between actual and intended actions. The
actions are more likely to have intended consequences (Argyris, 2002). Robinson (2002) emphasized
the problem-solving aspect of the process of organizational learning. Her study used universities and
their problem-solving practices in student recruitment and enrollment efforts to show how organizations
depend on their capacities and capabilities to solve problems and improve practices.

Finally, during the organizational learning process, organizations must adapt to their environments
(Huber & Glick, 1993). In doing so, they must actively develop and respond to environments that
support their successful performance (Robinson, 2001).

These approaches are important for cybersecurity-related issues in organizations. Organizations
solve many problems related to cyberthreats or, as in the present study, problems related to the
competence development of a workforce. Organizations must adapt to, create, and respond to
environments in which the threats take place. They must also pay attention to environments in which
they collaborate with other organizations. Furthermore, organizations must manage processes of
knowledge accumulation and processes of detecting and correcting errors.

The present study examines organizational learning processes in the context of cybersecurity
exercises. This is achieved by examining how the participants perceived the exercises as a means and
opportunity to revise processes like knowledge management and problem solving. Organizations must
develop working environments that support organizational maturity in cybersecurity.

This issue is examined with three research questions:

1.  Whose actions or knowledge changes due to cybersecurity exercises. How do they change?
2.  What challenges do the participants experience when putting what they have learned into practice
within their organizations?
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3. Are there cybersecurity-related features in the exercises that appear to support or challenge
organizational knowledge creation?

The first two questions guide the composition of the semi-structured interview questions. The
analysis was inductive. The third question was created after becoming more acquainted with the data
and exposing the results of the first two questions about organizational learning theories.

The researchers found that the organizational knowledge creation process is essential for
organizations that send their personnel to commercial training to become more competent in facing
cyber incidents. In organizational knowledge creation, individuals’ tacit knowledge is transferred
into explicit knowledge. It is then turned into the tacit knowledge of an organization (e.g., Basten
& Haamann, 2018; Martinez & Ruiz, 2006; Nonaka, 1994; Nonaka & Konno, 1998). Furthermore,
by exposing the results to conceptions of single- and double-loop learning (Argyris, 2002, 2004;
Argyris & Schon, 1978, 1996), it was noted that organizational learning in cybersecurity exercises
is structured with laws and company policies that set the framework for organizational development.

After introducing the context and theoretical background of the study, this article presents the
qualitative methodology and thematic analysis. The results section corresponds to the research
questions. The first two research questions are organized around thematic analysis. The third research
question is ordered according to secondary analysis and organizational theories. The discussion recaps
the key results and presents the implications of the study.

CYBERSECURITY AND EXERCISES

The term “cybersecurity” has been established over the last two decades (Enescu, 2019; Hatfield,
2018; Warner, 2012). There are several definitions for cybersecurity. The most frequently used
definition describes cybersecurity as an expansion of the traditional definition of information security
(safeguarding the accuracy, integrity, and usability of data).

In addition to information security, digital systems are affected by (or through) the physical
world (Von Solms & van Niekerk, 2013). The digital operating environment is characterized by
its continuous expansion and transformation. This, combined with the integration of the digital
operating environment and physical world, makes its complexity a special feature of the cybersecurity
environment (Sinha, 2014; Torngren & Grogan, 2018). Complexity challenges the controllability of
the environment and the capacity to operate in it, teach it, and learn the cause-and-effect relationships
of related entities (Karjalainen et al., 2019; Moser & Cohen, 2013; Skirpan, 2018; gvébensky, 2020).
The cybersecurity operating environment combines elements of different technical entities. Teaching
these competencies and skills places special demands on the teaching environment, which is often
described as a cyber range or cyber arena (Ferguson et al., 2014; Karjalainen & Kokkonen, 2020;
Pham et al., 2016; Vykopal et al., 2017).

There are several distinctive means of organizing cybersecurity workforce development.
Cheung et al. (2012) considered cybersecurity competitions to offer limited support for competence
development, suggesting that hands-on learning methodologies are more efficient. Many contemporary
cybersecurity courses include hands-on tasks, even when organized online (O’Connor & Stricklan,
2021). The most comprehensive cybersecurity exercises simulate tasks faced by the workforce on a
regular basis (Karjalainen et al., 2019). These exercises may have a competitive element if employees
compete against other teams on cybersecurity assignments (e.g., Kim et al., 2019).

The participants in the present study engaged in a realistic simulation of real-life work with
sufficiently realistic teams. Instead of competing against each other, the team members partnered to
solve real-life problems and enhance their collaborative competence development. The partnerships,
interfacing systems, and real-life problems increased the complexity of the exercises, bringing team
members closer to complexities faced by experts in their regular work (Karjalainen, 2021).
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The effectiveness of these cybersecurity exercises has been studied, especially from the perspective
of learning technical elements (Chapman et al., 2017; Frank et al., 2017; Liu et al., 2019). Research
has expanded in recent years to depict a more holistic view of the learning environment and aspects
of cybersecurity (Brilingaité et al., 2020; Karjalainen, 2021; Karjalainen & Kokkonen, 2020, Leitner
et al., 2021; Maennel, 2020; Yamin & Katt, 2022).

The present study expands the understanding of previous studies by examining the possible
transfer of individual competencies learned at a cybersecurity exercise to the overall competencies
of organizations. Organizational competencies and the mechanisms of their development have also
been studied previously (e.g., Drejer, 2000; Murray & Donegan, 2003). However, there is a lack of
research that connects the development of organizational knowledge to the context of cybersecurity
although cybersecurity training is a significant economic investment for organizations that seek to
develop their competencies by sending their workforce to the exercises.

Theoretical Background

To explain and structure the findings, the first two research questions—theories on organizational
trust (e.g., Aydan & Kaya, 2018; Wilson & Nielson, 2001; Zhao et al., 2021) and job satisfaction
(Bakker, 2011)—were utilized together with theories on organizational processes (Henkel et al., 2019;
Metz, 2021; Schweiger et al., 2018) and simulation training (Nestel et al., 2018). However, further
analysis produced a question about the features in the exercises that appear to support or challenge
organizational knowledge creation. Thus, it produced a need for the third research question and a
deeper exploration of theories related to organizational learning. In particular, the researchers drew
on the theory of single- and double-loop learning developed by Argyris and Schon (1978, 1996;
also, Argyris, 2002) and organizational knowledge creation theory by Nonaka (1991; also, Nonaka
& Konno, 1998). Despite these theories being developed decades ago, they are still relevant and
acknowledged approaches in organizational learning studies (Basten & Haamann, 2018).

Single-loop learning occurs when an error is corrected, but the values and policies behind it
remain untouched. In double-loop learning, the values and practices behind the error are changed
with the error’s correction (Argyris, 2004; Argyris & Schon, 1996). Single-loop learning describes
a situation in which an organizational member detects an error in the organization’s operations and
reacts to the error by correcting it in a way that preserves the attributes that enable the error to occur,
such as design guidelines, processes, or governing regulations. In double-loop learning, a member of
the organization corrects the error while ensuring that the root cause that enabled the error is found
and corrected so the error does not recur in the future. In doing so, the organization can learn from
the mistakes and correct and improve its performance.

Organizational learning depends strongly on individuals acquiring knowledge and skills that guide
them in changing their behavior. Organizational knowledge is based on an individual’s experiences,
contacts, or attitudes, which are then processed into new knowledge and skills (Kolb et al., 2001). The
spiral of organizational knowledge creation is based on the concept of tacit and explicit knowledge
(Nonaka, 1994). According to Polanyi (1966), explicit knowledge is knowledge that can be shared
through formal systems or spoken information. On the other hand, tacit knowledge is an understanding
that is known to the individual, typically through experience. It is difficult to share formally through
a system of communication. Typically, tacit knowledge is formed experientially, whereas explicit
knowledge is often oriented toward past events without a specific context (Nonaka & Takeuchi, 1995).

According to Nonaka and Takeuchi (1995), organizational knowledge is created in four ways:
(1) socialization; (2) externalization; (3) integration; and (4) internalization. Socialization allows
tacit knowledge to be transferred between individuals or from an individual to a group. The process
of externalization can be described as the communication or documentation of tacit knowledge. In
integration, explicit knowledge existing in individuals is combined through the social process, for
example, by speaking. The process of internalization is understood as the assimilation of explicit
knowledge into an individual’s personal tacit knowledge (Nonaka, 1994).



International Journal of Adult Education and Technology
Volume 14 - Issue 1

METHODS

It is necessary to capture rich data on how participants of cybersecurity in-service exercises experience
the learning needs, training, and outcomes in the capacity development processes of their organizations.
This supports the study of how participants in cybersecurity exercises experience the ability to transfer
knowledge and skills that are co-created, shared, and produced in exercises to the day-to-day practices
of their working organizations.

The researchers decided to collect this data using semi-structured interviews. In past years, this
method was been identified as an atypical method to collecting research data in engineering sciences
(Howe & Anda, 2005). It has become more popular among technologically oriented studies (e.g.,
Dadzie et al., 2018; Richter et al., 2016). Semi-structured interviews were suited to the present study
because the researchers were interested in hearing the independent thoughts of the informants. It
was also thought that they might have valuable insights beyond the researchers’ structured interview
questionnaires (Adams, 2015).

However, organizations and their cybersecurity teams are not eager to produce data or help
scholars publish public studies on their approaches, activities, or processes. Thus, gaining access to
this research site was more challenging than with topics not related to security (e.g., Amis, 2005).
At the beginning of a one-week cybersecurity exercise, the researchers contacted management-level
participants and asked whether they and their organization would be willing to join a short interview
during the week. Participants had the opportunity to express willingness, decline, or ask for consent
from their organization before and after the interview.

The researchers were able to gain consent from nine participants from different security-related
organizations with whom interviews were conducted during the week. Security-related organizations
actively train their team members, which is why they were selected. Some of these organizations were
smaller in terms of their staff force; some had several hundred members. Not all the staff members
were cybersecurity experts. In many of these organizations, cybersecurity was one aspect of their
expertise. The researchers agreed with the organizations that this is all they would tell about them
and their staff.

The interviews lasted from 16 to 36 minutes. They took place in a meeting room in which each
question was displayed on a screen and read aloud. After each participant provided their personal
information and history in the field, the recordings began. The following questions were asked:

How many times have you taken part in cybersecurity exercises and in which positions?

How do you find these exercises to be different from taking part in courses, if at all?

How are these exercises able to support learning in the topics or tasks of the exercises?

Have the exercises and analysis built on the exercises produced concrete actions at your

organization and, if so, what kind?

e Do you find the final analysis of the exercise helpful in supporting the learned issues in becoming
part of the daily processes of your organization?

e If you think about the previous exercises, have you found the roles at the organizations (or
positions) taking part in the training adequate?

e (Can you identify actions in the training that would support either the exercise or the day-to-day

practices of your organization to become more valuable for your organization?

Follow-up questions were also added, if necessary. The participants were asked to extend their
responses beyond the questions when needed. All the informants and organizations trusted that the
researchers would carefully reconsider what kind of interview examples can be published and what
was only helpful for the analysis. There were some moments during which the informants told the
researchers to close the recording because of sensitive information. These cases reminded the scholars
that the interview information was a gift from the organizations and, thus, cannot be used carelessly.
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The interviews were transcribed. All parts that were considered professionally too sensitive to
were removed from storage. There were two coding rounds for the data (Amis, 2005). Answers were
marked related to the following questions:

1.  Whose practices are experienced to be changed and how?
What kinds of challenges exist in utilizing and transferring the learned practices (processes,
competencies, practices, approaches, and skills) to the day-to-day practices of the organization?

After both rounds, a meeting was held to discuss the findings and the experiences of the quality
of the data with respect to the research questions.

The researchers found the data to be sufficient for answering the questions. This was a welcome
realization due to challenges in persuading participants to take part in studies of security-related
organizations. Both analysis rounds produced matrices on the findings, including examples of the
data and several remarks on the findings. The findings were read together with theories that further
explained the themes that had been created and elaborated upon. Thereafter, the themes were cross-
read with theories on organizational learning (Aydan & Kaya, 2018; Bakker, 2011; Henkel et al.,
2019; Metz, 2021; Schweiger et al., 2018; Wilson & Nielson, 2001; Zhao et al., 2021).

Basten and Haamann’s (2018) literature review was utilized, as well as the theoretical backgrounds
of previous studies (e.g., Antunes & Pinhero, 2020; Bontis et al., 2002; Engstrom & Kikeld, 2019;
Martinez & Ruiz, 2006), to further examine if certain cybersecurity-related features appeared to
support or challenge organizational knowledge creation related to these exercise periods. This phase
of the study was surprisingly time-consuming because the data appeared to be significantly more
complex than the organizational learning models. Combining ideas on single-loop learning, double-
loop learning (Argyris 2002; Argyris & Schon, 1996), and the knowledge creation of organizations as
adynamic process (Nonaka, 1991; Nonaka & Konno, 1998) offered a sufficient theoretical framework
to explain what features should be highlighted when ensuring that organizational learning is associated
with cybersecurity training practices.

RESULTS

The findings of the study are presented in three sub-sections. The first presents whose actions are
experienced to be changed and in what ways due to cybersecurity exercises. The second shows what
kinds of challenges the participants experienced in putting the learned into practice after cybersecurity
exercises. The third concentrates on the features that appear to support or challenge organizational
learning related to cybersecurity exercises.

Organizational Maturity Increases by Exercising

Using thematic analysis, the study identified four categories to describe the experiences of the
participants whose actions changed and the ways in which they changed: (1) individual readiness
and expertise increased and has been tested; (2) the maturity of an organization has increased in
processes, roles, communication, and exercise capability; (3) social trust between individuals and
trust toward organizations has increased; and (4) business-to-business cooperation has increased and
has been enhanced.

Individual Readiness and Expertise Increases and Is Tested

This category includes all the notions related to individual competence development — the experiences
of advancing individual learning processes (Kolb, 1984). The participants were able to learn new skills
or apply old ones in new ways during the exercises. Their understanding of actions and consequences
increased, and they were able to test their individual skills.
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The participants felt that they increased their personal knowledge and skills (for example,
participating in exercises on rare cases of cybersecurity attacks or with cases they could not practice
in day-to-day work). It was also a safe environment to allow incidents to develop further than normal
because they could observe the consequences of these diverse types of incidents. For example, one
participant felt it worthwhile to gain experience with what happens if there is malicious software on
the computer:

We know there is an infected computer. We can follow lateral movements or see if it exfilters something
from there or somewhere else. By doing so, we can get a wider picture of the operation or threat
actor...with composure, we can benefit more in the bigger picture and in real life through this exercise.

The participants also valued the possibility of safely becoming acquainted with working in their
discomfort zone:

The crisis situation teaches that in real life there is no possibility to train [for] the crisis when it takes
place. There are situations in which you must drag on or extend to the extreme. These exercises have
taught, for example, that people will find their places.

The moment of crisis is too occupied and stressful for any organization to allow practice. Thus, it
is worthwhile to have safe environments to expose employees to pressures and feelings of discomfort
while still performing and following the same roles and processes that should be followed in real
life. Additionally, the participants felt they had been able to apply skills that were learned in other
contexts, such as courses or work, and were able to test those skills and tools that could be useful in
their real role.

Testing individual skills may not be a key aim of the exercise, especially if considered to be
outside control. Some participants mentioned that the exercise can be a tool for checking “how [a]
worker [in] his team performed at the exercise.” One participant, for example, explained that the
exercise is used to teach newcomers to follow the right processes:

We have this situation where almost all our staff members are now first-timers at this exercise. I've
noticed that they take shortcuts in the processes and have some idea that this is how it’s always done
... they think why should I contact the Security Operation Center, for example? And you see that they
have this particular thing [approach/way of acting] and now we have to try and all learn to use the
right process models. And when we leave these exercises, we of course emphasize this still.

As becomes apparent in the interview extract, these exercises are also used for testing how team
members work individually and together with respect to company policies and procedures. The other
side of the same issue was the increased understanding of participants’ capacity with respect to the
organization and wider context of different collaborators, which was also mentioned in the interviews.
These findings align with experiential learning theories (e.g., Kolb, 1984). However, the present study
focuses on organizational learning. Thus, elaboration on the different aspects of individual learning
is not mentioned here.

Maturity of an Organization Increases in Processes, Roles, Communication, and Training

Organizational maturity refers to the organization’s capabilities regarding a certain discipline
(Rosemann & de Bruin, 2005). In this category, the notions of increased maturity become apparent
in the participants’ comments. First, they explain their experiences surrounding clarified, practiced,
and tested processes, procedures, and divisions of labor in the working roles of the organization.
Second, they discuss how the staff learns and which media they use to communicate with one another.
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Third, they explain how their learning allows them toa better utilize the different expertise areas of the
personnel as they perform and communicate at the intersection of technological expertise and non-
technological expertise. Fourth, their explanations explore how the organizations have improved their
exercise and development maturity by increasing their exercise motivation by identifying processes,
conventions, and lack of competencies that should be changed or improved.

One participant, for example, described how their organization utilized the exercise to pilot their
processes, procedures, and cooperation with other organizations.

Our aim has been to help people in this field get to know each other within our organization...to
consolidate and test if the procedures and processes that we have described and documented are
functional. This kind of exercise supports proceedings, which, of course, include cooperation with other
organizations. So, this exercise is, I think, a fine opportunity to pilot those described and documented
processes that we have. And the background and different roles of the crew will support how the
procedures will be examined from different points of view and reflected in their role and expertise.

As explained, cybersecurity is managed by many organizations. They must find the right persons
and tools for communication to ensure that the information is shared as needed.

Most of the interviews noted that the exercise supported maturity, readiness to train, and eagerness
to develop within in the organization:

Let’s say we can react to these issues in advance because we have been at these exercises. These
analyses and actions of putting these to practice have led to situations in which we have done our
own smaller-scale exercises.

Furthermore, the organizations identified the parts of processes and facilities that are crucial for
high-quality performance and development.

What may be one of the biggest challenges for us, which we have also acknowledged during these
exercises, [is] we have an urgent need for internal domestic networking. We have the need, but we
don’t have a platform for it...but the need is now identified.

After this statement, the participant explained that there are many ways of doing activities within
a nationwide organization even if these activities should be standardized with respect to terms of
classification and law. The exercises have improved networking. They have also indicated the urgent
need to adapt.

Identifying activities, processes, and lack of competencies provides a concrete mandate to suggest
change. The exercise also works as a quality assurance tool for the operational staff to identify needs
for development and gain reinforcement for these arguments.

Social Trust Between Individuals and Organizations Increases

On the one hand, the present study views social trust as socially constructed reliability built on social
processes and structures. On the other hand, social capital becomes embodied in networks that can be
utilized as resources like the need for information (e.g., Anheier & Kendall, 2002). Both forms of social
trust were identified in the interview data. One participant depicted the exercises from a social point of view:

We utilize this exercise for getting to know other people because we don’t actually [meet] every day.
There are individuals who we know are related to cybersecurity issues, but we rarely connect or
meet. So, we bring these people together and it opens communication channels for our daily work.
It also enhances collaboration.
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As the participant described, the exercises bring people together, generating cooperation and
common understanding. These team members also form networks that can be utilized if cooperation
is needed to solve problems.

In addition to trust between individuals, trust in their organizations became apparent. Participants
expressed delight at the contribution the training made to advance change within their organizations.
“We can say that some have even smiled when they noticed that their feedback was taken advantage
of,” one participant said when he described the effects of the exercise on his organization. Thus,
participants expressed organizational trust based on positive experiences and expectations about the
intent and behavior of their team members (Shockley-Zalabak et al., 2000). The notion of smiling
indicates that this trust also increases job satisfaction, Previous studies have reported that trust in
managers and colleagues is a significant predictor of job satisfaction (Sarikaya & Kara, 2020).

Business-to-Business Cooperation Increases

Like networking between individuals, business-to-business cooperation includes networking between
organizations. According to studies by Wilson and Nielson (2001) and Heide and Miner (1992),
these contain dimensions of information sharing, organizational flexibility in case of changed
circumstances, harmony to allow bilateral cooperation and tools in governance mechanisms, and
collaboration to advance joint or reciprocal decision-making and problem-solving processes. Trust
between organizations is also a result of cooperation, serving as a key factor in successful relationship
building (Wilson & Nielson, 2001). These dimensions were found in the data, as becomes apparent
in the following interview extract:

We trained here together...we did not, for example, understand why we should inform the National
Cyber Security Center. Reporting an incident was something we did not want to do because we were
afraid of a loss in reputation. We did not, for example, know that the National Cyber Security Center
is a reliable agent that acts as part of the reliable network. They can help in different situations. So,
we changed our processes and will inform them now. How it took place was that they introduced
themselves to us here and told us that they are a reliable agent.

Due to the exercise, information was shared, flexibility and adaptations were shown, harmony
in terms of governance mechanisms increased, and joint work was advanced. The notion of trust
includes the idea of allowing oneself to show vulnerability, uncertainty, doubt, or dependency. This
also became apparent in the example.

Scholars who examine the healthcare sector have reported that trust is a key factor in promoting
a willingness to report on negative situations and incidents at work (e.g., Aydan & Kaya, 2018; Zhao
et al., 2021). Additionally, the previous informant reported concerns related to a loss of reputation in
cases of cyber incidents. However, because of the exercise, trust between organizations has increased
and advanced the error reporting processes.

Barriers Experienced That Inhibit Learning of Organizations

The challenges experienced in utilizing learned skills and competencies (or reacting to insufficiencies
in the processes) were related to inadequate preparation, challenges in focusing on the training,
challenges of communication, or issues in participation, reflection, and managerial acts.

Participant Roles are Insufficient for Fulfilling the Objectives of the Organization

The cybersecurity exercise was a simulation of real working life. According to the data, this is also the
approach the participants take when engaging in the exercise. It is like taking part in a role-playing
game that imitates the day-to-day practices of the participating organizations. However, it is a closed
network with incidents that occur in a significantly more frequent manner compared to real life.
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According to Nestel et al. (2018), realism in learning simulation is as fruitless as the possibility of
always defining what is real in the present world. To support optimal learning, they do not aim to focus on
defining what needs to be real, when, and for whom. Instead, they suggest there should be a shift in focus
from realism to meaningfulness. Meaningfulness is an individual perception. As the present data explicates,
although organizations set their learning objectives for the cybersecurity exercise, the participants they
sent to the exercise did not always cover the roles that would be needed for simulating the real working
environment in a meaningful manner. The following extract depicts the experience of a participant:

I've observed this game for a week. I've noticed that at the designing phase, we should change the way
that we would involve more SOC [Security Operation Center] people, NOC [Network Operation Center],
and monitoring-related things. Maybe we didn’t think so technically [of] them. We have to have some
communications specialists or communications side specialists who know how to fix e-mails ... or a LYNC
[Microsoft Lync] specialist. That is, maybe we would not need so many technical experts in specific fields here.

It could be deduced that the more realistic the training team is, the better the participants can
recognize the effect of distinct roles on the successful execution of real-world operations and processes.
One participant remarked that if at least one management-level person participated in the training,
they would not have to “make up” how to act in situations in which they contact management. Thus,
if the participating team does not sufficiently reflect the roles of real life, it can be challenging to
meet the learning objectives during and after the exercise.

Managerial Support for Conducting Change Is Incomplete

Two key findings related to this category were apparent in the data. First, the participants felt that
managers lacked exercise experience and built their understanding on textual reports. These managers
did not actively take part in the exercise days; hence, they lacked an awareness and comprehension
of the need for change. Due to inactive participation, conclusions and proposals for operations were
also based on a textual end report, which lacked the dimension of experience. These reports are not
always shared within the organization. Second, a lack of clear steps and leadership for change was
experienced after the exercise. The participants also experienced a lack of commitment from leadership
to support effective change. One informant explained:

Quite often, the remarks from here would be taken to them [work]. In our case, we talk about
norms, regulations, orders, and guidelines [at work]...we would take the remarks to those [to our
organization]...we would take the pieces and the reason behind it...like, is it lack of documentation
or lack of guidelines or something. Partly, it gets better all the time, but I still see that we would need
more support from the management.

According to Gill (2003), management’s commitment to change becomes visible through a
willingness to invest resources, an awareness of the impact of their behavior, and regular reviews
of progress. Change management does not necessarily refer to major change processes of an
organization. It can also refer to the “adoption of an idea, procedure, process, or behavior that is new
to an organization” (Metz, 2021, p. 612), which is the case of the changes in the present data and
previous example. Typically, there is also resistance to change in an organization (e.g., Schweiger et
al., 2018). In the case of these exercises, the employees appear to be agile and proactive to adapt to
change. However, they do not receive adequate support for implementing change in the organization.

As the previous informant explained, the preparations for these exercise weeks take several
dozens of hours for each participating organization. The week itself takes another 30 hours for each
participant. There is clear pressure from the managerial side to get back to regular work after the
exercise week. Again, this hinders the possibility of carrying out the process before and during the
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exercise. In other words, management offers support and resources for development and learning,
but the final support for implementing change is considered incomplete.

However, some participants were critical of how well the management level understands the
processes and threats related to cybersecurity:

Do they [managers] see the threat [as ] what would happen if, for example, information from personal
ID cards or [the] passport system was suddenly presented on a cover page of some yellow magazine?
Can they really understand the threats as they exist in the current world?

The support of management for the required change would be that the managers would participate
in the exercise, which was suggested by many participants in the present data.

Inter-Organizational Processes Challenge Change

Inter-organizational processes often take place where complex services or products are developed
or delivered (Henkel et al., 2019). Cybersecurity processes are examples of processes that require
a network of interconnected organizations and phases to deliver products (in this case, supporting
cybersecurity for the business processes of an organization). These inter-organizational processes
challenge changes to other processes, as studies have stated (Breu et al., 2013). This also becomes
apparent in the present data, as the following interview extract displays:

If we notice something related to one organization, making this change to the whole chain is
challenging. I mean, if it is in our feed and in the other organization’s feed...all start to report on the
same feed...there is more pressure, and we might get it changed.

One informant also described a case in which there was a need to make changes to another
organization’s processes, which was significantly challenging.

According to Henkel et al. (2019), inter-organizational collaboration is typically noted by studies
in three forms: (1) products being exchanged; (2) processes that cross organizational boundaries; and
(3) processes for which several organizations contribute with assets or resources. Inter-organizational
collaboration in cybersecurity-related processes can represent any of these forms, which creates
challenges for changes in these processes.

“Real Work” Does not Enable Optimal Training

The exercise aims to improve the capacity and prowess of the participating organization and its staff.
However, it separates the staff from productive work on exercise days:

We have a positive problem in our hands: the [number] of exercises is increasing. This causes pressure
for us as an operative organization because we cannot attach all professionals or operative workers
to all exercises...it would cause insecurities for our operative work. We can’t afford to do so.

This also causes the problem that “more staff members are asked to participate in exercises and to
be trained,” as another participant explained. Some participants felt that there should more exercises
and more rotation of participants from their organizations.

The data showed that participants who engaged in regular work tasks felt it interfered with their
concentration on the exercise:

When the lessons can be learned here at the exercise, we accomplish some sharing of knowledge...
we must consciously keep the working computers away so that we can concentrate on the exercise
and conduct those tasks.
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Moreover, some participants felt that the exercise could be considered distinct from real day-to-
day work and life may continue as it was after the exercise:

It is so that when Monday comes, you are there. Do you have more time to invest after that? You
would need as many hours as you've used for preparing to take the perceptions and notes back to
the daily norms.

These extracts show the complexities of continuous competence development within organization’s
workforce.

Orientation to the Exercise in Insufficient and Participants Focus on Wrong Issues

As explained, simulation training is a simulation of real-life work. It is organized to emulate real
actions and processes in a sufficient, meaningful (but not necessarily fully realistic) manner (Nestel et
al., 2018). However, these simulations are not real workdays during which team members solve their
real-work problems. Additionally, these exercises have distinct objectives for real workdays. That is,
they aim to develop capacities and processes. Hence, there is no need for the exercise environment to
be complete. It should be simply sufficient and meaningfully realistic. Some processes or incidents can
be observed without action (unlike day-to-day work). The data showed that this is not a problem for
participants who have taken part in previous exercises. However, newcomers may find it a challenge
if the orientation to the exercise has not been adequate.

Individual practitioners should understand their role while taking part in this exercise and training.
When the basic cyber expert takes part in this exercise, the other [first] starts to make the exercise
environment more difficult because it’s “cool” to do so and they want to make it harder for the
opponent to act. We must always tell them that this is not the aim...if we had the patience, we could
get a bigger picture and more advantages in real life through this exercise.

It can be interpreted that the orientation does not support the newcomer’s adoption and
understanding of the aims of the exercise. It also shows that the identity of a cybersecurity expert,
including their actions, is so strong that adopting a new approach takes time.

One participant mentioned that they had problems convincing their team members that taking
part was safe and that they would “lose” in the exercise. Many cybersecurity exercises are organized
in a competition format in which organizations compete against each other. The aim is to win. During
their internal orientation, this organization was convinced that the format was aimed at learning and
improving processes and collaboration. Thus, the participants should not “play against the game, but
observe and communicate.”

Barriers to Communication Between Technical Personnel and Management

Participants experienced barriers to effective communication between technical personnel and
management regarding the threats or non-functionalities of the technical level identified in the exercise.
This impacted learning and change in organizations:

We need to be able to talk through from that point of view...we don’t bring technology or technical
vocabulary to the managers. Instead, we bring the consequences of actions. There should be a
person who can whisper to the other side that this technical issue means “this.” And this should be
documented.

Communication barriers between technical personnel and management in technology-related
organizations are not novel issues. They were reported by Utterback (1971) regarding the effectiveness
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of companies in originating, developing, and implementing technical innovation. Killingsworth and
Jones (1989) used the concept of specialized discourse communities when speaking about specialized
language practices that involve distinct terminology and jargon related to divisions of labor, professions,
topics, tasks, and skills. These specialized discourse communities use, share, and cherish distinct
conceptions of their work-related communication.

As the previous interview extract depicted, cybersecurity experts and managers operate in
different discourse communities. Thus, there may be barriers to communication. In this way,
managing cybersecurity also becomes about managing communication within organizations (see
also Karjalainen & Ojala, 2022).

ORGANIZATIONS DEVELOP CYBER MATURITY
THROUGH ORGANIZATIONAL LEARNING

It can be observed from the first research question that the exercise helps to reflect on and improve
organizational processes with respect to cybersecurity. These processes are acts during which staff
members solve cybersecurity-related problems faced during their regular work tasks (cf. Robinson,
2001). Improvement requires adaptation (Huber & Glick, 1993), reaction, and active development of
the environments that support successful performances with collaborators (Robinson, 2001). Effective
and reliable processes, as well as the policies guiding them, are critical for efficient cybersecurity.

However, the findings related to these improved processes were difficult to set to the theoretical
framework of single- and double-loop learning (Argyris, 2002; Argyris & Schon, 1996). Some
situations and processes described by participants were guided by laws (e.g., a report of an offense)
or company policies (e.g., technical solutions or cooperation networks the organization uses or
is contracted to use). In other words, double-loop learning, during which norms and values are
reconsidered, may have several obstacles in security-related organizations and cybersecurity processes.
However, Robinson (2014) argued that revising governing variables is not always necessary. Plus,
single-loop learning can be sufficient for many occasions.

It can be observed that organizations or teams may want everyone to follow a specific order, norm,
or uniform chain of actions. With some processes, however, uniform ways of acting are not critical. It
is known from previous studies on work psychology that the possibility of personal job crafting may
increase job satisfaction and work engagement (Bakker, 2011). So, not every task should be guided
by norms, which would “specify how things should be done” (Scott, 2013, p. 64) during a working
day. With the results of the present study, it can be acknowledged that organizational work crafting,
during which the whole team crafts processes and problem-solving mechanisms are improved and
clarified, increases job satisfaction and work engagement (see Figure 1).

The left side of the figure represents actions and processes of cybersecurity that are regulated by
laws or company policies. The right side illustrates actions and processes with no laws or company
policies regulated. The upper section depicts preferred actions and processes to follow norms and
discipline. The actions and processes of the lower section of the four squares promote personal habits,
preferences, and creativity.

The participants valued the networks that they created with employees of their own and
coordinating organizations. They could personally utilize these relationships when needed (for
example, to ask a second opinion). These actions or processes do not have to be guided by norms.
However, in the case of cyber threats, personnel must know which laws and policies to follow and
how the team is expected to act or cooperate with other organizations. These processes must be shared
and well-practiced. Organizations must be agile in deploying and developing these processes when
pressured with cyber-incident situations.

With the second research question, it was noticed that learning in organizations is challenged by
issues related to the exercise (e.g., inadequate roles or regular tasks that interfere with concentration on
the exercise) and problems related to how the organization functions (e.g., communication challenges
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Figure 1.
KEY DIMENSIONS FOR COMMON NORMS AND
TESTING ORGANIZATIONAL DISCIPLINE ARE
ACTIONS AND INCREASING PREFERRED IN ACTIONS
UNDERSTANDING AT A CYBER AND PROCESSES

SECURITY TRAINING

(NORMS OR VALUES
CANNOT BE
RECONSIDERED)

(NORMS OR VALUES CAN BE
RECONSIDERED)

NO REAGULATIVE LAWS
OR COMPANY POLICIES

REGULATIVE LAWS OR
COMPANY POLICIES

PERSONAL HABITS, PREFERENCES AND
CREATIVITY ARE PREFERRED OR ARE
ALLOWED IN ACTIONS AND PROCESSES

between technical personnel and management). The participating team of the organization could
reconsider some values and norms or consider which processes should be changed per the double-loop
learning (Argyris, 2002). However, this would still not ensure organizational learning. The knowledge
should be shared with and managed by the management whose support is needed to ensure the change.

During the phases of socialization, externalization, and combination, knowledge is shared with
individuals who take part in the exercise. Tacit knowledge is translated into words, terms, visuals,
and other forms that can be understood by other members who take part in the exercise. Later, this
knowledge is disseminated to and reflected on by other groups within and outside the exercise. If the
exercise reaches these stages, it will still require the internalization phase to ensure organizational
knowledge creation and learning (Basten & Haamann, 2018; Nonaka & Konno, 1998).

The internalization phase transforms this knowledge into the organization’s tacit knowledge.
According to this study, many cybersecurity-related processes mingle or are shared with other
organizations’ processes. Thus, the actions leading to change would require support from the
management of both organizations. According to the findings, there may be a lack of managerial
support for conducting inter-organizational changes. If the processes are intertwined with the processes
of collaborative organizations, organizational learning takes place, and change can be noticed only
at the knowledge level, but it never reaches the action level.

CONCLUSION

The present study examined organizational learning processes in the context of cybersecurity exercises.
First, it examined how actions and/or knowledge changed due to practice. Second, it studied the
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challenges experienced by participants when putting the learned material into organizational practice.
Third, it explored whether cybersecurity-related features in the exercises supported or challenged the
creation of organizational knowledge.

The qualitative study was built on nine semi-structured interviews. Representatives from
security-related organizations took part in cybersecurity exercises and organizational learning theories
(Argyris, 2002, 2004; Argyris & Schon, 1978, 1996; Basten & Haamann, 2018; Martinez & Ruiz,
2006; Nonaka, 1994; Nonaka & Konno, 1998).

Like previous studies (Karjalainen & Ojala, 2022), the current study demonstrated that technical
skills and maturity are a small part of cybersecurity competence development in the workplace. The
study contributes to the existing literature on cybersecurity workforce development (e.g., Brilingaité et
al., 2020; Karjalainen, 2021; Leitner et al., 2021; Maennel, 2020; Vykopal et al., 2017; Yamin & Katt,
2022) by focusing on organizational learning rather than individual skills development and competencies.
The exercises developed individual readiness and expertise. They also increased maturity within an
organization’s processes, roles, communication, and capabilities. In addition, it increased social trust
between individuals and organizations, enhancing business-to-business cooperation.

There were several challenges in utilizing the learned skills and competencies for the sake of
the whole organization or increasing the capacity of the staff who participated in the exercise. These
barriers were related to inadequate preparation and communication, difficulties in focusing on the
training, and issues regarding participation, reflection, and managerial acts. If the participating team
does not sufficiently reflect on real-life roles, it could be challenging to meet the learning objectives
during and after the exercises. Furthermore, the participants felt that managers lacked exercise
experience, built their understanding on textual reports, and demonstrated limited commitment and
leadership to lead change. There were also barriers to communication between technical personnel and
management. Additionally, intertwining processes with other organizations challenged organizational
learning because making changes to another organization’s processes was viewed as significantly
challenging. Sometimes, the regular work tasks did not enable optimal training or orientation to the
exercise, which directed the participants’ focus to incorrect issues.

The third research question was created after exposing the results of the first two research
questions to organizational learning theories. Organizational learning in cybersecurity exercises is
structured with laws and company policies that set the framework for organizational development.
This affects opportunities to aim at or prefer single- or double-loop learning (Argyris, 2002, 2004;
Argyris & Schon, 1978, 1996) in several processes and skills. However, Robinson (2014) pointed out
that revising governing variables is not always necessary and single-loop learning can be sufficient
for many occasions. Key dimensions were suggested for testing organizational actions and increasing
the understanding of cybersecurity exercises. The first dimension was regulative laws and company
policies; the second was common norms and discipline in actions and processes. The exercise appeared
to be a good environment for organizations to explore the situations and processes that must be
followed, are preferred shared norms and discipline to be followed, are open to variations, or follow
personal preferences. In addition, the exercise works well for examining roles within an organization,
the tasks SOC personnel should conduct, and what should be pointed out to other staff members.

Acknowledging these dimensions and safely testing or even challenging them during the exercise
can be an advantage for an organization in situations of cyber incidents. It is known from previous
studies that simulation training ought to be meaningfully designed (Nestel et al., 2018). According to
the present study, the meaningfulness of organizational learning in cybersecurity exercises is strongly
related to the processes and operations of organizations. Several actions, processes, and knowledge
types were improved; however, there were also challenges in changing some of the organizations’
processes and those that interfaced with collaborators’ processes. Furthermore, the present study
showed that it is important for organizations to explore and learn which processes and operations
ought to follow laws and company policies, and which can be normalized or non-normalized because
of company or team preferences. Moreover, for agile operations and lean thinking, an organizational
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culture that allows for uncertainty and failures is needed to enable continuous learning and development
(Leso et al., 2023). However, some uncertainties and failures can be faced and mitigated during
the exercises. In addition, if the processes are clearer due to exercising, the organization is more
mature to perform in the case of cyber incidents. The organization is also more prepared to develop
its competencies and processes during a cybersecurity alert and, thus, more mature to respond to
complex cyber threats.

It is relevant to ask whether the shift from exercising individual skills or the skills of one
organization to exercising organizational processes, which can also interface with the processes
of other organizations, is also a significant shift in the approaches to exercising. By exercising the
interfacing processes, the organizations not only learn to train as they fight, as the common saying
suggests, but leave them room to train while they fight because they have faced similar situations
and solved similar issues with their collaborators. This shift in training culture increases the maturity
of organizations and can, thus, be a significant advantage for organizations facing cyber incidents.

Another cybersecurity-related feature related to organizational knowledge creation and learning
(Basten & Haamann, 2018; Nonaka & Konno, 1998). The processes and roles related to cybersecurity
in organizations are complex because of intertwining systems and processes with other organizations.
Despite these organizations sometimes taking part in the exercises at the same time, the actions leading
to changes and learning would require socialization, externalization, combination, and internalization
phases in all these organizations. However, it appears to be challenging to have the required support
from management to conduct the changes inter-organizationally, let alone in several organizations
at the same time. With the digital transformation enabled by rapid technological development,
organizations need to be able to change their operations, ways of working, and organizational
structures in an agile way.
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