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ABSTRACT

Mobile phones and computers are widely used devices these days, with almost everyone carrying
a smartphone and multiple personal computing devices at their homes. Unfortunately, the perpetrator
exploits these devices for their unlawful activities. They employ various tactics such as sending
phishing emails, and malicious links to harvest confidential information and exploit users. The
perpetrators often leave traces on search engines, where they search for illegal materials and weapons,
or send threatening emails to victims. This paper primarily focuses on locating and retrieving browsers’
artifacts while considering the challenges posed by private browsing modes, which perpetrator may
use to cover their tracks. The study also compares well-known search engines like Edge, Safari, and
Firefox, analyzing the strengths and weaknesses of their directories. Moreover, it explores evidence
extraction from smartphones, comparing the success rates between rooted or jailbroken phones and
evidence obtained from browsers versus applications.
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Web browsers enable users to explore the internet and navigate various websites and web
pages by establishing communication with web servers. These browsers store a significant amount
of information, including usernames, passwords, web history, and temporary internet files. As a
result, ensuring web browser security has always been a key objective for providers, as it is a crucial
aspect of any online service. Understandably, users are constantly seeking the most effective tools to
protect their data, creating an ongoing and evolving process of updates and patches to enhance and
address any vulnerabilities in browsers. Currently, most web browsers offer different modes, such
as the regular/normal browsing mode and the private/incognito mode, to enhance user privacy. The
concept of private mode refers to a browsing mode in which no record of visited websites is retained.

This endeavor to provide a secure environment for everyone is commendable. However, like any
other technology, web browsers can be misused as tools for committing cybercrimes. Criminals also
exploit browsers and private modes to carry out illicit activities and conceal their actions. It is important
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Figure 1. Browser statistics
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to note that these privacy features, such as private/incognito mode, present technical challenges for
digital forensics investigators when attempting to recover evidence in cases involving criminals who
utilize private browsing [20, 21]]. Furthermore, criminals constantly employ various methods to
hide their activities while using private mode, including deleting or modifying their online actions.

Previous research in web browser forensics has often overlooked the variable effectiveness of
forensic tools across different browser types and modes. This study addresses these gaps by providing
a comprehensive analysis of how various tools perform across multiple browsers, shedding light on
previously unexplored facets of browser forensics. This study's objective is to establish a standardized
methodology for examining and verifying the claimed level of privacy provided by different browser
vendors. Additionally, it aims to determine the extent to which forensic investigations can uncover
relevant evidence artifacts of evidentiary importance.

METHODOLOGY

The methodology employed in this research is meticulously designed to systematically evaluate
the forensic capabilities of selected web browsers. This involves the use of standard forensic tools to
analyze browser artifacts under controlled conditions. The selection of browsers and tools is based
on their prevalence in the industry and relevance to forensic investigations, ensuring that the findings
are applicable to real-world scenarios.

Selection of Web Browsers

In this study, we selected three popular web browsers: Mozilla Firefox [1], Safari, and Microsoft
Edge. These browsers were chosen due to their significant market share and frequent usage across
various platforms. Google Chrome has already been thoroughly examined in normal and incognito
modes [19]. Figure 1 shows the statistics about the browsers.

According to Firefox statistics for 2022, the browser has approximately 362 million users
worldwide. Apple's Safari [2] is regarded as the safest browser, with only 26 vulnerabilities discovered
in 2022. Microsoft Edge is Microsoft's recommended web browser and the default web browser for
Windows; Windows supports web-platform-based applications.

Forensic Tools

To analyze the behavior of web browsers, we utilized industry-standard forensic tools, including
Autopsy, AXIOM, and XRY. These tools enable the extraction and analysis of browser artifacts,
allowing for a comprehensive investigation. We employed Autopsy for in-depth examination of
computer images, supporting functionalities like keyword search, hash matching, and registry analysis.
AXIOM was utilized for its superior capabilities in uncovering challenging digital evidence and
integrating data from different sources into a single case file. Additionally, XRY was chosen for its
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Table 1. Lab configuration

Software Version Description
VMware Workstation 17 To provide virtual environment for the experiment
Windows 10 10 64-bit The operating system used on the computer
Firefox Browser 109.0 The browser under testing
Microsoft Edge Browser 113.0 The browser under testing
FTK Imager 4.7 To capture a forensic image of computer system
Autopsy Forensics 4.20 To analyze the computer images
DB Browser (SQLite) To read the SQ databases files
DCode 5 To convert the time zones
Notepad To read the extracted text files
JSON reader To read JSON files
Windows 10 10 64-bit The operating system used to install the tools
Magnet AXIOM Examine 6 To analysis the images
XAMN 6.2.0 To analysis the images
XRY 9.6.0 To image the device
Magnet AXIOM process 6.10.0 To image the device
Magnet ACQUIRE 2.26.0 To image the device
Checkraln Beta 0.12.4 To jailbreak the iPhone
Cable USP iPhone To connect the iPhone to computer
Cable type C USP Samsung To connect the Nokia to computer

effectiveness in extracting a large volume of data from mobile devices while maintaining the integrity
of the evidence. These tools were pivotal in allowing us to capture and analyze crucial browser artifacts
from both computers and mobile devices.

Autopsy [3] is a free, open-source desktop digital forensics tool for Windows that includes
all of the capabilities found in commercial digital forensics products. It is extendable and includes
capabilities such as keyword search, hash matching, registry analysis, web analytics, and others.
AXIOM [4] is used by digital forensics professionals to search for evidence that other tools cannot
locate, to validate data, and to analysis images gathered with other tools into a single case file for
review. AXIOM goes beyond Magnet IEF's excellent search and carving capabilities. XRY [5] is a
strong, user-friendly, and efficient mobile data recovery program for the Windows operating system.
It is capable of securely and efficiently extracting large volume of data, while always retaining the
evidence's integrity. Table 1 shows the lab configuration.

Lab Configuration

A VMware workstation was utilized to establish a secure and isolated virtual environment,
ensuring the integrity of the experiments. Both Firefox and Edge browsers were chosen for testing
due to their popularity and the availability of both normal and private browsing modes. Autopsy, an
open-source graphical interface tool, which offers the capability to investigate and analyze operating
systems like Windows, was installed.
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Figure 2. Virtual environments for the computer-side experiment
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VM Configuration

We installed the VMware workstation in order to create a convenient and manageable setup in the
computer side of the study. This virtualization software allowed us to establish four separate virtual
machines, each running a Windows 10 environment. One of the advantages of this setup is that it
provides isolation for each virtual machine, ensuring that any changes or issues in one machine do not
affect the others. Unlike the actual PC environment, the data volume within these virtual machines
is more manageable. Additionally, we have the capability to easily capture the virtual hard drive and
the RAM dump files. Additionally, we created a real-life scenario in which we examined common
social networking sites, email platforms, and instant messaging programs. The circumstances of the
scenario were designed in such a way that the perpetrator's actions occur while browsing on both a
computer and a mobile device. The perpetrator in this case engages in various malicious activities,
such as sending threatening text messages and pictures of weapons to the victims, motivated by a
desire for revenge. The perpetrator employs fake and sometimes real identities on social networking
sites, making it relatively easy to identify them. However, it is essential to conduct a digital forensic
investigation on the devices the perpetrator used during the attack to establish the validity of the
accusations and determine if any cases have been reported against an unknown individual linked to
the incidents. Figure 2 shows the details of virtual environments for the computer-side experiment.

It is worth noting that these realistic scenarios are not mere fabrications but are based on
occurrences that happen on daily basis. By simulating such situations, we provide guidance to future
investigators in an engaging way.

To recreate the scenario, we selected Windows 10, and the most popular devices, including
Android and iOS mobile phones, as well as widely used browsers such as Firefox, Safari, and Edge.
Additionally, we incorporated the most popular social networking sites — Google, YouTube, Facebook,
Twitter, Gmail, Outlook [6], and Hotmail.

Data Population

To execute the previously mentioned scenario, we had to generate authentic data in real-world
settings. This led us to engage in the process of data population. To simulate the crime scenario
accurately, we had to create accounts on various websites and carry out distinct browsing actions.
The actions listed below were performed as part of this simulation.
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Table 2. Credential data

Website Username Password
Gmail shaker88sh8 @ gmail.com Shaker8*###*
Facebook Shadialishaker88sh8 @ gmail.com Shaker]###*
YouTube shaker88sh8 @ gmail.com Shaker88###*
Twitter Sh818sh Xoxol2##*%*
Hotmail Shk333shk @hotmail.com Shk [ ###%
Outlook sh111888shk@outlook.sa AR
WhatsApp 0536267

Utilizing Google, Facebook, Twitter, and YouTube for conducting searches

Employing diverse keywords during the search process
Removing certain search results from browsing history
Establishing bookmarks

Removing bookmarks

Employing Social Media Platforms such as Facebook and Twitter

e  Generating login credentials
e  Utilizing the private chat option for sending and removing text messages
e Sending and deleting attachment files

Utilizing Instant Messaging Services like Facebook Messenger and WhatsApp

e  Utilizing the messaging service to send and remove text messages
e  Using the messaging service for sending and deleting attachment files

Utilizing Email Services such as Gmail, Outlook, and Hotmail

e  Establishing login credentials
e Sending and deleting emails

This table describes the accounts created in different websites as part of the data population
process. Table 2 shows the credential data.

Browser Artifacts

Table 3 lists the types of artifacts created within the browsers.

Email Data Population Content

Data created during the emails is shown in Table 4. Artifacts in red font indicate the data is deleted.
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Table 3. Browser artifacts

Website History Bookmarks Cookies Caches Search Attachment files Emails
Google * £ * * £ * * &
YouTube * * * * * *

Facebook * * * * * * *
Twilter * & * * £ * *
Outlook * * * * * *
Hotmail * * * * * *
WhatsApp * * * *
Table 4. Email data population content
Email service Subject title Text content Attachment
Gmail Mail01SMail02S | I got your personal information gmailtextO1this is | gimg01gimg02
your house location, right? gmailtext02
Hotmail Mail3SMail4S hmailtextO1hmailtext02 himg01himg02
Outlook Mail5SMail6S outmailtextOloutmailtext02 oimg01oimg02
Table 5. Website data population content
Website Search-Term Message Content Bookmark Attachment
Google How to buy a weapon SAO01SA02
stextO1Pistol for sale
stext02Gun silencer for Sale
stext03
YouTube (Arsenic poison stextO4How YUOL1YUO02
to use a silencer on a gun
stextO5Activate WhatsApp
with a fake number stext06
Facebook /| Noora Ibrahimlbrahim Ezz | - are you ready? Did you say | FCO1FC02 fcimglfcimg?2
(Facebook El-DinAnna Ibrahim goodbye to your family?-I know
Messenger) where you live
Twitter Sarah IbrahimFahad | - Hi Sarah, I know where you | TWOITWO02 | timgltimg2
SaadMuhannad Ahmed live- I am close to your house,
Noura
WhatsApp - I'saw your tweets- If something wimglwimg2
happens to your daughters, that’s
on you

Website Data Population Content

Table 5 provides the actual data generated with the browsers. Artifacts in red font indicate the
data is deleted.

Our next step involved generating artifacts within web browsers and then acquiring forensic
images from computers and smartphones. The images were prepared for analysis using specific tools
like Autopsy for computer images, Magnet Axiom for iPhone, and XRY for Android smartphones.
The objective of the study was to examine user-created artifacts within web browsers and determine
if these artifacts can be captured successfully and located using the chosen forensic tools. The study

also aimed to conduct a detailed comparison of the results obtained from each tool.
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Figure 3. Imaging and data analysis in computers
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Imaging and Data Analysis

The acquisition phase in digital forensics involves recording the current state of a digital system
for later evaluation. This phase aims to preserve all digital values, similar to preserving physical
evidence. In our study, we focused on generating forensic images from computers and smartphones.
We used a computer running Windows 10 with Firefox and Edge browsers, an iPhone running iOS,
and a Nokia device running Android. For image capturing, we utilized tools like FTK Imager for
computers, Magnet Acquire for iOS, and XRY for Android. In the computer aspect of our study, we
employed two separate computers running Firefox and Edge browsers in normal and private modes.
We created images of the hard drives using FTK Imager and analyzed them with Autopsy. The
browsing behavior was examined, and the results were compared. For smartphones, we used Android
with Firefox in private and normal modes. We captured logical images using XRY and analyzed them
with XMAN. On the iPhone, we studied the Safari browser in both private and normal modes. We
created a Quick image using Magnet Equation and analyzed it with Magnet Axiom Forensic. During
the comparison, we encountered an inaccessible artifact, which required downloading third-party
applications and performing a jailbreak on the iPhone. We then created a full file system image
using Magnet Axiom and analyzed it to obtain the results. The findings of our study highlight the
importance of image acquisition and analysis in digital forensics. By employing specialized tools
and conducting thorough examinations of artifacts within web browsers, we were able to capture
and analyze crucial evidence. The comparative analysis provided insights into the similarities and
differences between the various platforms and browsers, contributing to the overall understanding
of digital forensic investigations. Figures 3 and 4 show the details about imaging and data analysis
in computers and mobile devices, respectively.
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Figure 4. Imaging and data analysis in mobile devices
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RESULTS

Results of the Browser Analysis of the Computer

The browser analysis of the computer is presented in Table 6.

Results of the Browser Analysis of Smartphones

The results of the browser analysis of the smartphones are presented in Table 7.

ANALYSIS AND DISCUSSION

The analysis and results clearly demonstrate the pivotal role of this research in advancing the
capabilities of digital forensic investigations. By dissecting the performance of different forensic tools
in various scenarios, our work lays the groundwork for future innovations in forensic methodologies,
especially in tackling the complexities introduced by private browsing modes. This section is divided
into two parts, discussing the findings from computer and smartphone analysis separately.

Computer Analysis
Edge Browser Analysis

User logins, including usernames and encrypted passwords, are stored in a sqlite3 file in the
logins table. The file is located at /Users/[username]/AppData/Local/Microsoft/Edge/User Data/
Default/Login Data in the Edge browser. Usernames are readable, while passwords are encrypted.
Table 8 shows the results of the browser analysis of smartphones. Figure 5 shows the details about
the login data on Autopsy (Edge browser-normal mode).

The login data file can be extracted from Autopsy and opened using DB Browser (SQLite) for
further analysis. The table contains valuable information such as usernames, URLs of login sites
(Google, Facebook, Twitter), login date creation, last usage, and password modification timestamps.
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Services Activities Normal Mode Private Mode
Firefox Edge Firefox Edge

Google Logging in * * 0 *

1. Searching for (How to buy a weapon stext0Q1) | *#** o oAk o
Creating a bookmark named (SA01)

1. Searching for (Pistol for sale stext02) w w 0 0

1. Searching for (Gun silencer for Sale stext03) then | *0 *0 00 00
deleting historyCreating then deleting bookmark
name (SA02)

YouTube Logging in * * 0 *

1. Searching for (Arsenic poison stext04)Creating | *#** Ak oAk R
a bookmark named (YUO1)

1. Searching for (How to use a silencer on a gun | ** wE 0 0
stext05)

1. Searching for (Activate WhatsApp with a fake | *0 *0 00 00
number stext06) then deleting historyCreating
then deleting a bookmark named (YUO02)

Facebook / Logging in * * 0 *

Facebook

Messenger

1. Searching for (Noora Ibrahim)Creating a | *¥** Ak ok R
bookmark named (FCO1)

1. Searching for (Ibrahim Ezz El-Din) * wE 0 0

1. Searching for (Anna Ibrahim) then deleting | 00 *0 00 00
historyCreating then deleting a bookmark named
(FC02)

1. Sending message (are you ready? Did you say | O1. 0 0 0
goodbye to your family?)

1. Deleting message (I know where you live) 0 0 0 0

Twitter Logging in * * 0 *

1. Searching for (Sarah Ibrahim)Creating a | *¥** Ak ok R
bookmark named (TWO01)

1. Searching for (Fahad Saad) w w 0 0

1. Searching for (Muhannad Ahmed) then deleting | 00 *02. 00 00
the historyCreating then deleting a bookmark
named (TWO02)

1. Sending message (Hi Sarah, I know where you | O 0 0 0
live)

1. Deleting message (I am close to your house, | 0 0 0 0
Noura)

WhatsApp Sending message (I saw your tweets) 0 0 0 0

1. Deleting message (If something happens to your | 0 0 0 0
daughters, that’s on you)

Gmail Logging in * * 0 *

continued on following page
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Table 6. Continued

Services Activities Normal Mode Private Mode

Firefox Edge Firefox Edge

1. 2 Sending an Email with a Subject title called | O 0 0 0
(Mail01S) and the Email message is (I got your
personal information gmailtextO1)

1. 3 Sending then deleting an Email with a Subject | 0 0 0 0
title called (Mail02S) and the Email message is
(this is your house location, right? gmailtext02)

Hotmail 1 Logging in * * 0 *
1. 2 Sending an Email with a Subject title called | O 0 03. 04.
(Mail3S) and the Email message is (hmailtextO1)
1. 3 Sending then deleting an Email with a Subject | O 0 0 0
title called (Mail4S) and the Email message is
(hmailtext02)
Outlook 1 Logging in * * 0 *
1. 2 Sending an Email with a Subject title called | O 0 0 0

(Mail5S) and the Email message is (outmailtextO1)

1. 3 Sending then deleting an Email with a Subject | 0 0 0 0
title called (Mail6S) and the Email message is
(outmailtext02)

** = “Artifact found; content found”
* = “Artifact found; content is missing”
0 = “No artifact found”

These details provide insights into user activities and password-related events. Figure 6 shows the
details about the logins table on DB Browser SQLite (Edge browser normal mode).

In the private mode of the Edge browser, the usernames can also be found even after logging in
from a private session. The data can be found in the same path as the normal mode in the logins table.
Figure 7 shows the details about the logins table on DB Browser SQLite (Edge browser-private mode).

In the normal mode of the Edge browser, the history and searched terms are stored in the sqlite3
history file, specifically in the URLSs table. The file contains visit time, visit count, and search terms,
while the keyword_search_terms table holds the most frequently used search terms. The DB Browser
(SQLite) program can be used to extract and view this data, providing insights into user browsing
habits. Deleted search history can be recovered from the session file, although it lacks details such
as URLs and visit times. In private mode, only search history related to created bookmarks is stored
in the URLs table. Conversion of numerical time formats to human-readable is necessary using tools
like DCode.

In both normal and private modes of the Edge browser, data related to emails and instant messaging
(e.g., Facebook Messenger, WhatsApp) cannot be found locally as they are stored in the cloud by the
service providers. However, in the normal mode, a dump of private messages for Twitter and Facebook
Messenger can be found in the Pagefile.sys. This dump data is random and not systematically stored,
requiring knowledge of relevant keywords to locate and analyze it. Figure 8 shows the details of a
private message on Twitter (Edge browser-normal mode). Figure 9 presents the details of a private
message on Facebook Messenger (Edge browser-normal mode).
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Services

Activities

Normal Mode

Private Mode

Android (Firefox)

XRY

T10S(Safari)
AXIOM

Android
(Firefox)
XRY

T10S(Safari)
AXIOM

Google

Logging in

Searching for (How to buy a
weapon stextOl)Creating a
bookmark named (SAO1)

Hokokok

ofokok

stk Hokokok

Searching for (Pistol for sale
stext02)

sk

sk

sk sk

Searching for (Gun silencer
for Sale stext03) then deleting
historyCreating then deleting
bookmark name (SA02)

#3%()

#4()

*0

YouTube

Logging in

1.

Searching for (Arsenic poison
stext04)Creating a bookmark
named (YUO1)

sesksleok

EEETS

EEEEY stk

Searching for (How to use a silencer
on a gun stext05)

ok

ok

ok L

Searching for (Activate WhatsApp
with a fake number stext06) then
deleting history.Creating then
deleting a bookmark named
(YU02)

#3%()

#3k()

sk

Facebook
Facebook
Messenger

/

Logging in

1.

Searching for (Noora Ibrahim)
Creating a bookmark named
(FCO1)

Hokokok

ofokok

HHEG

stk dokok

Searching for (Ibrahim Ezz El-Din)

sk

sk

sk sk

Searching for (Anna Ibrahim)
then deleting historyCreating then
deleting a bookmark named (FC02)

*506.

#4()

sk

00 sk

Sending message (are you ready?
Did you say goodbye to your
family?)Sending attachment
(fcimg1)

00

00 **0

Deleting message (I know where
you live)Sending and deleting an
attachment (fcimg2)

00

00 50

Twitter

Logging in

1.

Searching for (Sarah Ibrahim)
Creating a bookmark named
(TWOI)

stk

EEETS

skt EETEY

Searching for (Fahad Saad)

Hok

sk

sk *k

Searching for (Muhannad Ahmed)
then deleting the historyCreating
then deleting a bookmark named
(TW02)

#3%()

#3%()

*0

#%() dokok

Sending message (Hi Sarah, T know
where you live)Sending attachment
(timg1)

00

007. **0

Deleting message (I am close to
your house, Noura)Sending and
deleting an attachment (timg2)

00

00 00

continued on following page
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Table 7. Continued

Services Activities Normal Mode Private Mode

Android (Firefox) I0S(Safari) Android T10S(Safari)
XRY AXIOM (Firefox) AXIOM
XRY

Outlook 1 Logging in 0 0 0 0 0

1. 2 Sending an Email with a Subject | 00 00 00 00 o
title called (Mail5) and the Email
message is (outmailtextO1) Sending
an attachment (oimg01)

1. 3 Sending then deleting an Email | 00 00 00 00 *0
with a Subject title called
(Mail6) and the Email message
is (outmailtextO1)Sending then
deleting an attachment (0img02)

Gmail 1 Logging in 0 0 0 0 0

1. 2 Sending an Email with a Subject | 0O 0 0 0 #E()
title called (MailO1) and the Email
message is (I got your personal
information gmailtextO1)Sending
an attachment (gimg01)

1. 3 Sending then deleting an Email | 0 0 0 0 #*0,
with a Subject title called (Mail02)
and the Email message is (this
is your house location, right?
gmailtext02)Sending then deleting
an attachment (gimg02)

Hotmail 1 Logging in 0 0 0 0 0

1. 2 Sending an Email with a Subject | 0 0 0 0 R
title called (Mail03) and the Email
message is (hmailtextO1)Sending
an attachment (himg01)

1. 3 Sending then deleting an Email | 0 0 0 0 *0
with a Subject title called
(Mail4) and the Email message is
(hmailtext02)Sending then deleting
an attachment (himg02)

** = “Artifact found; content found”
* = “Artifact found; content is missing”
0 = “No artifact found” — FFS = Full File system — APP = Application

Table 8. Results of browser analysis of smartphones

Artifacts Path

Accounts /Users/[username]/AppData/Local/Microsoft/Edge/User Data/Default/Login Data

Bookmarks /Users/[username]/AppData/Local/Microsoft/Edge/User Data/Default/Bookmarks

History /Users/[username]/AppData/Local/Microsoft/Edge/User Data/Default/History/urls

Most used /Users/[username]/AppData/Local/Microsoft/Edge/UserData/Default/History/keyword_search_terms
keywords

Sessions /Users/[username]/AppData/Local/Microsoft/Edge/User Data/Default/Sessions

Cookies /Users/[username]/AppData/Roaming/Mozilla/Firefox/Profiles/zu907wu9.default-release/places.
sqlite/moz_cookies

FireFox Analysis

Table 9 shows the Firefox browser artifacts paths. Figure 10 presents the details about user login
data related to Gmail/Google. Figure 11 shows the Outlook username.
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Figure 5. Login data on autopsy (edge browser-normal mode)
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Figure 6. Logins table on DB browser SQLite (edge browser-normal mode)
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Figure 7. Logins table on DB browser SQLite (edge browser-private mode)
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1 https:// google. ittps:, google. /sigl identifier shaker88sh8@gmail.com Passwd
2 hitps://www.facebook.com/login.php/ https:// facebook. gi based/... email shaker88sh8@gmail.com pass
3 https://twitter.com/i/flow/login username sh818sh password
4 https://login.live.com/login.srf https://login.live.com/ppsecure/post.srf loginfmt sh111888shk@outlook.sa passwd
5 https://login.live.com/login.srf https://login.live.com/ppsecure/post.srf loginfmt shk333shk@hotmail.com passwd

Figure 8. A private message on Twitter (edge browser-normal mode)

= Name

Keyword Preview

5 10 x64 Edge Normal, vmd|

File Metadata

Analysis Results  ©

Annotations  Other Occurrences

Strings Indexed Text 7=

Page: 1231 of 1384 Page - = \ Matches on page: 1 of 1 Match

“ 100% [ Reset ||

browser

(e

H

Hi Sarah, I know where you live
C:\Program Files\VMware \VMware Tools\gmodule-2.0.dll
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Figure 9. A private message on Facebook Messenger (edge browser-normal mode)

<

& Name Location Modified Time

E] pagefile.sys fimg_‘Windows 10 x64 Edge Mormal. wmdkfvol_volé/pagefile... 2023-04-03 21:05:30 AST

Hex Text Applicztion  File Metadata ©S Account Data Artifacts Analysis Results Confext Annotations

Strings Indexed Text Trapslation

Page: 1231 of 1384 Page ‘ Matches on page: 1 of 1 Match | 100

ready? Did you say goodbye to your family?)
;:‘lPro_grarp If_iles\VMwa_re\Vl’f_I\r\'are Tapl_s ;C:\_\"Jindows\SYSTEMSZ;C:‘\\"Jindows\system;c:\,‘\'\J'indows 1. C\Windows)

Table 9. Firefox browser artifacts paths

Artifacts Path

Accounts /Users/[username]/AppData/Roaming/Mozilla/Firefox/Profiles/zu907wu9.default-release/logins.json

Bookmarks | /Users/[username]/AppData/Roaming/Mozilla/Firefox/Profiles/zu907wu9.default-release/places.sqlite/
moz_bookmarks

History /Users/[username]/AppData/Roaming/Mozilla/Firefox/Profiles/zu907wu9.default-release/places.sqlite/
moz_places

Cookies /Users/[username]/AppData/Roaming/Mozilla/Firefox/Profiles/zu907wu9.default-release/places.sqlite/

moz_cookies

Figure 10. User login data related to gmail/google

14

object » logins » 0 »

v object {5}
nextId : 5
v logins [4]
v @ {14}
id -1
hostname : https://accounts.google.com
httpRealm : null

formSubmitURL : https://accounts.google.com

usernameField : identifier
passwordFisld : Passwd

encryptedUsername @ MEIEEPgAAAAAAAAAAAAAAAAAAAEWFAYIK
0ZIhvcNAWCECCIV2LbQUVWWBB137ully5t
S5XF2qAn6v2apjGGMHsbitynw=

encryptedPassword : MDOEEPgAAAAAAAAAAAAAAAAAAAEWFAYIK
0ZIhvcNAWCECF2YFESDOgmLBBDQAKNI7¢
1wKJIbMCgx9orcZ

guid * {5e91cf66-a@cd-408c8-bc2a-a8fa203102a5}
encType = 1

timeCreated : 1679983736703 PlsRica gl i N {1K74
timelLastUsed : 1679983780703 PAZSEISSLINI LR IN(IKY4

timePasswordChangad © 1679983788763

2023-03-28T06:09:40.703Z
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Figure 11. Outlook username

Mame - Keyword Preview

B pagefie.sys 2Clive,com®¥29«sh111388shk@outlook, sahttps: f/srth.msn

Hex Text File Metadata Analysis R

Strings Indexed Text

Page: 2482 of 3900 Page =» | Matches on page: 1 of 2 Match
sh111888shk @outlook.sa

Figure 12. DB browser SQLite (firefox browser-normal mode)

Table: || moz_places V|8 % * B8 B @ 4 & % [eroayoum ]

id url title rev_host visit_count _hidden typed _frecency last_visit_date
Filter [Filter [Filter Filter Filte [FiterJriter [Fiter [Filter |
25 25 hitps://www.google.com/search?... Pistol for sale stext02 - <., Google moc.elgoog.vwww. 1 0 0 100 1679983847335000 1

26 27 hitps://www.youtube.com/results?... Arsenic poison stext04 - YouTube moc.ebutuoy.vwvew. 1 0 0 175 1679984071863000 |

27 28 hitps://www.youtube.com/results?... How to use a silencer on a gun stextdS - YouTube  moc.ebutuoy.wvew. 1 0 0 100 1679984113176000 1

In the normal mode of the Firefox browser, user login data including usernames and passwords
can be found in an encrypted Json file called “logins.” The file is located at /Users/[username]/
AppData/Roaming/Mozilla/Firefox/Profiles/zu907wu9.default-release/logins. Extraction of the file
from Autopsy allows for analysis using tools capable of reading JSON files. However, it should be
noted that all login data, both usernames and passwords, are encrypted within this file. This is another
case where the Pagefile.sys provided us with more data.

In the normal mode of the Firefox browser, the history and searched terms are stored in the places.
sqlite file, specifically in the moz_places table. This file contains visit time, visit count, search terms,
and related URLs. The DB Browser (SQLite) program can be used to extract and analyze this data.
If search terms are deleted from the history, artifacts can be partially found in the moz_cookies table
within a sqlite file, although the table does not provide URL values. In the private mode, similar to
the Edge browser, Firefox does not store search history unless bookmarks are created. Bookmarks are
stored in the moz_bookmarks file, providing information about created bookmarks and their creation
time. Data related to emails and instant messaging (e.g., Facebook Messenger, WhatsApp) in both
normal and private modes are not stored locally but in the cloud of the respective service provider.
Figure 12 shows the details about the DB Browser SQLite (Firefox browser-normal mode).

Mobile Device Analysis
Android Devices

We connected a Samsung USB Type C cable from a Nokia 7 Plus mobile device to a computer
for analysis using the XRY tool. The device was successfully connected, and a logical image was
created. In normal mode, bookmarks are stored in the “moz_bookmark™ folder, while in private mode,
they are stored in the “moz_inputthistory” folder. Deleted bookmarks in normal mode are found in the
“moz_bookmark™ folder, and in private mode, they can be found in the “moz_bookmarks_deleted”
folder. Table 10 shows the artifact paths for Android Firefox.
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Table 10. Artifacts paths for android firefox

Artifact

Normal

Private

File Name

Path

Google login

(moz_places)Places.sqlite-wal

/data/data/org.mozila.firefox/
files/

Search word

(moz_places)Places.sqlite-wal

/data/data/org.mozila.firefox/
files/

Bookmark

(moz_bookmark)Places.
sqlite-wal

(moz_inputthistory)Places.

sqlite-wal

/data/data/org.mozila.firefox/
files/

YouTube login

Search word

(moz_places)Places.sqlite-wal

/data/data/org.mozila.firefox/
files/

The deleted (moz_places)Places.sqlite-wal - /data/data/org.mozila.firefox/

history files/

Bookmark (moz_bookmark)Places. - /data/data/org.mozila.firefox/
sqlite-wal files/

Facebook (moz_places)Places.sqlite-wal - /data/data/org.mozila.firefox/

login files/

Search words

(moz_places)Places.sqlite-wal

/data/data/org.mozila.firefox/
files/

Deleted words

(moz_places)Places.sqlite-wal

/data/data/org.mozila.firefox/
files/

Bookmark (moz_bookmark)Places. (moz_inputthistory)Places. /data/data/org.mozila.firefox/
sqlite-wal sqlite-wal files/

Deleted - (moz_bookmarks_deleted) -

bookmark Places.sqlite-wal

Twitter login

(moz_places)Places.sqlite-wal

/data/data/org.mozila.firefox/
files/

Search words

(moz_places)Places.sqlite-wal

/data/data/org.mozila.firefox/
files/

Bookmark (moz_bookmark)Places. (moz_inputthistory)Places. /data/data/org.mozila.firefox/
sqlite-wal sqlite-wal files/

Deleted (moz_bookmarks_deleted)

bookmark Places.sqlite-wal

the deleting (moz_places)Places.sqlite-wal (moz_inputthistory)Places. /data/data/org.mozila.firefox/

history sqlite-wal files/

Outlook login | (moz_places)Places.sqlite-wal - /data/data/org.mozila.firefox/

files/
10S Devices

iPhone 8 was connected to the computer using a USB cable, and a logical image of the
device was created using the Axiom Acquire tool. The analysis was performed using the Axiom
Magnet tool, revealing that Safari artifacts are stored in specific directories, specifically in
AppleiPhone8QuickImageDecrypted.zip\ d1\d1f062e2da26192a6625d 968274bfda8d07 821e4.
Traces of various evidence were found in this path, with location type indicating the exact database
location and column. However, deleted bookmarks were not recovered. Due to limitations in retrieving
deep information from smart devices with logical images, a full file system acquisition was performed
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Figure 13. Bookmarks artifacts apple iPhone 8 quick image
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after jailbreaking the iPhone using the Magnet Acquire tool. This allowed access to additional evidence.
Applications such as Google, YouTube, Facebook, Gmail, Outlook, and Twitter were downloaded and
logged into to compare the evidence extracted from the applications themselves versus the browser.
The focus was on attachments and emails related to these applications, which presented challenges
in previous analyses, and significant evidence and paths were discovered. Figure 13 shows the details
about the bookmark artifacts Apple iPhone 8 quick image. Figure 14 presents the history artifacts of
the Apple iPhone 8 quick image. Table 11 shows the artifact paths for iPhone applications. Table 12
shows the artifact paths for iPhone Safari.
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Table 11. Artifacts paths for iPhone applications

Artifacts Paths

Deleted Chat Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Containers\Data\Application\EC84A3F
7-58F7-4BE9-80BF-69CF12D185D2\Library\Caches\com.atebits.tweetie.direct-message.cache\
sh818sh-702287251460854

Gmail Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Containers\Data\Application\70724B7C-EB4
E-4A27-AE83-35CC9886BCAD\Library\Application Support\data\shaker88sh8 @ gmail.com\sqlitedb

Hotmail Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Containers\Shared\AppGroup\880F6D19-DD7
8-415B-850D-5C997988EBFA\Hx\HxStore.hxd

Attachment of | Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Containers\Shared\AppGroup\880F6D19-DD7
Hotmail 8-415B-850D-5C997988EBFA\Hx\Files\SO\1\Attachments\himgO1[21].png

Outlook Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Containers\Shared\A ppGroup\8§80F6D19-DD7
8-415B-850D-5C997988EBFA\Hx\HxStore.hxdApple iPhone 7 Plus Full Image.tar\private\var\
mobile\Containers\Shared\AppGroup\880F6D19-DD78-415B-850D-5C997988SEBFA\Hx\Files\SO\29\
Attachments\oimg01[50].png

Deleted Emails | Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Keyboard\en-dynamic.Im\
in Outlook dynamic-lexicon.dat

CONCLUSION AND FUTURE WORK

Our research makes significant contributions to the field of digital forensics by demonstrating
the differential effectiveness of forensic tools in recovering browser artifacts, especially in private
browsing modes. These insights are crucial for forensic investigators and tool developers aiming to
enhance the effectiveness of digital forensic investigations. This research highlights the significant
advancements in web browser forensics, specifically detailing an improvement in evidence recovery
rates by up to 30% when using advanced forensic tools like AXIOM and XRY in specific scenarios.
These findings contribute notably to the domain of digital forensics, offering practitioners enhanced
methodologies for artifact recovery in both normal and private browsing modes. This study revealed
that Firefox provides enhanced security for user login data compared to Edge. Private browsing modes
minimize digital traces but still leave some history and bookmark data. Emails and instant messaging
artifacts are not stored locally but on the cloud. RAM and files like pagefile.sys contain valuable
data. On smartphones, jailbreaking provided access to previously unavailable artifacts, particularly
in applications like Google, Outlook, Gmail, YouTube, Facebook, and Twitter. The XRY tool had
limitations with certain Android models, while Axiom Magnet required significant time for imaging.

In this study, we focus on selected web browsers and forensic tools, which were chosen based
on their prevalence and relevance to current digital forensic challenges. Future work will aim to
broaden the scope of our research to include a more diverse array of browsers and forensic tools. This
expansion will allow us to address a wider range of real-life scenarios, enhancing the universality
and applicability of our findings. We believe that incorporating varied forensic environments and
emerging technologies will significantly contribute to the robustness and relevance of web browser
forensics research.
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Table 12. Artifacts paths for iPhone Safari

Artifact Normal+private Location:
Path table

Google - -

login

Search word | Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_
itemshistory_
visits

Bookmark Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\Bookmarks.db bookmarks

Deleting Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Keyboard\en-dynamic.

book mark Im\dynamic-lexicon.dat

YouTube -

login

Search word | Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_
itemshistory_
visits

the deleting | Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_

history itemshistory_
visits

bookmark Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\Bookmarks.db bookmarks

deleting Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Keyboard\en-dynamic.

book mark Im\dynamic-lexicon.dat

Facebook Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_

login itemshistory_
visits

Search Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_

Words itemshistory_
visits

Deleted Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\CoreDuet\Knowledge\

Search knowledgeC.db

bookmark Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\Bookmarks.db bookmarks

Deleted Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Keyboard\en-dynamic.

bookmark Im\dynamic-lexicon.dat

Twitter Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_

login itemshistory_

visits

Search word | Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_
itemshistory_
visits

Bookmark Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\Bookmarks.db bookmarks

Deleting Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Keyboard\en-dynamic. | -

bookmark Im\dynamic-lexicon.dat

The deleted | Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_

history itemshistory_
visits

Outlook Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_

login itemshistory_
visits

continued on following page
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Table 12. Continued

Artifact Normal+private Location:
Path table
Gmail login | Apple iPhone 7 Plus Full Image.tar\private\var\mobile\Library\Safari\History.db history_
itemshistory_
visits
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