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ABSTRACT

Nowadays,machinelearningispopularinremoteaccessTrojan(RAT)detectionwhichcancreate
patterns fordecision-making.However,most researchfocuson improving thedetectionrateand
reducingthefalsenegativerate,thereforetheyignoretheresultofabnormalsamples.Inaddition,most
classifiersselectseveralproprietaryapplicationsandRATsastheirtrainingset,whichmakesthem
difficulttoadapttotherealenvironment.Inthisarticle,theauthorsaddresstheissueofimbalance
datasetbetweennormalandRATsamples,andproposeahighlyefficientmethodofdetectingRATsin
realtraffic.Intheauthorsmethod,theygenerateeightfeaturesbycombiningthesize,theinter-arrival
andtheflagfromonepacketsequence.Then,theypreprocesstheimbalancedatasetandimplement
aclassifierbyXGBoostalgorithm.Theclassifierachievesafalsenegativerateoflessthan0.18%.
Moreover,theauthorsdemonstratethattheirclassifieriscapableofdetectingunknownRAT.
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1. INTRoDUCTIoN

RemoteAccessTrojan(RAT)isamalicioustoolforattackerstodoremotecontrolandintercept
information,whichcausesseriousimpactsandhugelossestothestates,enterprisesandindividuals.
Typically,theRATconsistsofcontrolsideandcontrolledside.Attackerscanusethemethodofspear
phishingandsocialengineeringattacktofindthemachineswhichcanbeinfected,andthenadoptthe
standardTCP/IPorUDPprotocoltoachievereal-timecommunicationbetweenthecontrolandthe
controlledside.Notbeingsamewiththetraditionalsecuritythreats,theRATisoftenusedindata
theftandprivacysnoopingwiththeperformanceoffullfeature,concealmentandlongpersistence.
Generallyspeaking,oneofthehidemethodsisinjectthemselvesintotheotherlegalprocess,soit
doesnotdisplayonthetasklist.Inaddition,theoperationsofRATsaregraduallysimilarwithlegal
applications,whichmakethedetectionofRATmoredifficult.

ThedifferentRATshavewidelydifferenceonsettingfunctionandoperatingenvironment,but
theirnetworkbehaviorhasacertainsimilarity.Therefore,thenetworktrafficfeaturecanbeextracted
totrainthedetectionmodel.Wecantakethistrafficasanindicator,whichreflectedtheintegrationof
allinformationbetweenthecontrolsideandthecontrolledside.Theabnormalnetworkconditioncan
bereflectedbytheparameteroftraffic.Basedonthis,wepresentahighlyefficientRATdetection
classifierwhichallowsustodetectthepotentialcommunicationofRATsinthehybridtraffic.Much
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liketheotherresearches,wecollectthetrafficfromtwelvehosts,whichincluded22kindsofpublicly
availableRATsandatleast10kindsofknownnormalapplicationsoftware.Thenormalapplication
softwareincludesTeamViewer,Thunder,BitComet,BitTorrent,Chrome,PPTV,QQ,Sun,WeChat,
andsoon.Then,weusesomeRATtraffictoverifytheabilityofourclassifierondiscoveringthe
unknownRAT,thesesamplesarecollectedfromtwoparts:internetandourlab.

Insummary,thisarticlehasthefollowingcontributions:
WeextracteightfeaturesfromtheRAT’sflowsandsessions.Inthisphrase,wesetathreshold

foreachflow,whichensuresthatourdetectioninacontrolledtimewithmoreefficiency.
Weselectthehybridtrafficasourdatasetandsolvetheproblemofimbalanceddataset.From

thecontrastiveexperiment,wedemonstratethatafterweprocesstheproblemofimbalanceddataset,
thefalsepositiveratehasbeenreduced.

Asfarasweknow, this is thefirst timethat theXGBoostclassificationalgorithm(Chen&
Guestrin,2016)isusedtodetecttheRAT.Additionally,wewitnessthatourmethodhastheability
todetectsomepotentiallyunknownRATs.

Weevaluateourclassifierbyreal-worldtraffic.Ourmethodachievesgoodperformancewith
highaccuracyandlowfalsenegative.

Theremainderofthepaperisorganizedasfollows:Section2discussesthedetectionmethods
ofRATwhicharerelatedtotherecentstudies.Insection3,weintroduceourmethod,describethe
courseofRATnetwork featuresselectionand illustrate the realizationofourmethod.Section4
describestheexperimentandevaluateitresults.Finally,wesummarizethewholearticleandput
forwardthefutureworkinsection5.

2. RELATED woRKS

BasedonthedifferenceofRATdetectiontechnologies,thedetectioncircumstancecanbedivided
intothreeparts:basedonthehost,network-baseddetection(Adachi&Omote,2016,Chawlaetal.,
2002,Chen&Guestrin,2016,Fukushimaetal.,2010,Liuetal.,2006)andthehybridmeasure.

2.1. Host-Based Detection
Host-baseddetectionisoneoftheearliesttechnologies,whichincludesthesignaturedetection(Deng
etal.,2003),heuristicscanning(Sanok,D.J.2005)andhostinternalbehavioranalysis(Xiangetal.,
2009).Thedetectionbasedonsignaturehasahighaccuracy,butitisdifficulttodetectthekindof
unknownandvariant.Thelattertwomethodsneedtobeinacontrolledenvironment,monitoringthe
sensitiveoperationfordeterminewhetheritisamalicioussample.Niu,Liu,&Duan,(2014)extracted
thecallsequenceofAPIfunctionfromthePEfile,theyintroducedtheattacktree.Intheirmethod,
thecallsequenceofAPIfunctionwasmatchedagainsttheattacktree,andtheyusedtheattackroot
nodetorepresenttheriskindexoftheevent,andestimatedthelevelofsimilaritytotheTrojan;Liu
etal.(2009)proposedaprototype.Theirprototypesearchedtheimportantfilewhichcontainsthe
user’sconfidentialinformationonthedisk.Andthen,thesefilesweremonitoredtofoundwhich
processesaccessedthembycapturingandreflectingtheIRPs.Detectingthebehaviorofhostcan
achieveabetterresult,however,thismethodtakesupmoreresources,andifsomehybridattacks
splitonefunctionintomultipleactions,itmaybeevaded.

2.2. Network-Based Detection
Network-baseddetectiontechnologyisamorepopularmethod.Itmainlyanalysesthesuspicious
networkbehavior,networkprotocolandnetworktraffic.Comparedwiththehost-baseddetection,
thenetwork-based trafficdetection technologycanaware the riskof theentireLAN,with lower
deploymentcostandbetterprotection.Inthisarea,content-baseddetectionextractinformationfrom
packets,whichtakesmoretime.Withtheimprovementofhybridencryptiontechnology,thedetection
accuracyisreduced.Behavior-baseddetectionisameansof improvingnetworksecurity.Itdoes
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notdependonthecontentofthepacket,butonanalyzingtheinfluenceofnetworkenvironmenton
networkbehavior.Thismethodisconducivetofindouttheunknownthreats.Recently,detectionby
machinelearningalgorithmismorepopular(Jiang&Omote,2015,Weietal.,2015,Lietal.,2012,
Puetal.,2013,Pallaproluetal.,2017,Wuetal.,2016,Xuetal.,2015,Yamadaetal.,2015,Zhang,
Tong,&Qin,2016),whichincludesKNN,C4.5,K-Means,DecisionTree,RandomForestandso
on.Researchesgeneratedvariousdetectionclassifiersbyextractingthedifferentnetworkfeatures.
Theperformanceoftheseclassifiersmainlyliesintheselectionofdatasetsandeigenvalues.Recently
researchdatasetscanbedividedintotwokinds:RAT’strafficwiththetrafficofnormalapplications
orRAT’strafficwithalargequantityofnormalnetworktraffic.Thesetwoscenariosmayleadto
unbalanceddataproblemsthataffectthefinaldetectioneffect.

2.3. Hybrid-Based Detection
Inordertoachieveabetterdetectionresult,someresearcherscombinedhost-basedfeatureswith
network-basedfeaturestofindthethreat inthenetwork.ThefirstsystematicstudyoftheRAT’s
behaviorwasgeneratedbyFarinholtetal.(2017).Theirresearchwasdividedintotwoparts,the
distributionstatisticsofDarkComentattackersandthebehaviorofattackers.Inthebehavioralstudies,
theymonitoredthebehavioroftheRATonthehost,anddeployedacomprehensivesetofnetwork
signaturestomatchthedecryptedtraffic.Thefollow-upstudyreferstotheanalysisofRATbehaviors.
ThenetworkbehavioridentificationinourpaperreferstodetectingRATwithoutdecryptingtheflow
content.Processnumberisoneofthemostimportantfeaturesinhybridmeasure(Liangetal.,2013,
Pengetal.,2012,Wuetal.,2006).Adachi&Omote,(2016)extractedsomefeaturesfromprocesses
andsessions,whichreducedtheFNRvaluetozeroandensuredahighaccuracy.Althoughthehybrid
methodhasaverygooddetectionresults,thenumberofsamplesstillhasroomtobeupgraded,and
thedetectionofhybridflowneedsmoreinvestigations.

Based on the above analysis, wedesigned a detection method to solve theproblem of data
imbalance,andcompletedthehybridflowdetection.

3. DETECTIoN METHoD

TheactivitiesofRATcanbesummarizedasfollows:theimplantphase,theinstallphase,thestart-up
phase,andthenetworkcommunicationphase.Wefocusonthenetworkcommunicationphase.Asthe
RAThasatoolongcommunicationcycle,ifwedetectitatthebeginningoftheattackandfinishedat
theattackstop,itwillleadtolongtimeconsumption.Therefore,thegoalofourmethodisthataslong
astheattackerestablishesaconnectionwiththetarget,wecanfindtheattackinacontrolledtime.
Weconsiderit’saclassificationproblemforbothtypesofsamples(normalandRATs).Ourmethod
consistsofthreemainphrases:trafficcollectionandfeatureextraction,establishingandoptimizing
theclassifier,andabnormaldetection.TheoveralldetectionframeworkisshowninFigure1.

3.1. Traffic Collection and Feature Extraction
ThisarticleisdevotedtodetectingRAT,themostimportantissueistochoosesomeeffectivenetwork
featurestorecognizetheRAT(Table1)andnormaltraffic.Tobetterunderstandingourwork,itis
importantforustogivethedefinitionoftheFlow,SessionandPeriodicFlow:

Definition 1: [Flow].Forthetrafficsample,weselectthetrafficbasedontheTCPprotocol,and
extract the “flow” based on the different source IP addresses and destination IP addresses.
Theflowsinthispaperbeginwiththethree-wayhandshakestartingwithflag“SYN”untilthe
communicationtimereachingthresholdT.ThetotallengthoftheflowsisdenotedasN.
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Definition 2:[Session].Sessionisformedbyflowreorganizeandfilter.Eachflowcanbedecomposed
into1tondifferent[sourceIPaddress,sourceport,destinationIPaddress,destinationport]
communication“Session”.

Definition 3:[Periodic Flow].The“intervaltime”betweentwoadjacentpacketsisdefinedast,TLinternal
isrepresentedtheintervalofallpacketsarecollectedinoneflow,andiswrittenasTLinternal=
{t0,t1,t2.........tN-1};ThesumofelementsinTLinternalisdenotedasthetotaltime,whichexpressed
bySUMT;theflowofthewholetimeTiscalled“periodicflow”.

Thisprocesscanbesplitintotwosteps:trafficcollectionandfeatureextraction.

3.2. Traffic Collection
As is shown in Figure 1, step ① and ② represent the phrase of traffic collecting and filtering
respectively.Topreventthesamplefrombeinghighlysimilar,sevenkindsofRATtrafficfromthe
websiteNuclear-EK-traffic(2014),MilaParkour(2013)asourtestsample.TheotherRATtraffic
samplesarecollectedfromacontrolledtestenvironment,eighteenofthemastrainsamples,fourof
themastestsamples.Indatacollectionstage,weuseNetAnalyzerandWiresharksoftwaretocapture
thecommunicationflowfromsevencomputerswhichinacontrolledenvironment(twoofwhichare
implantedinTrojans2*and3*).Thesetrafficscanbedividedintothreecategories:Thefirstone
includes18kindsofRATsflow,thesecondcontains10kindsofknownbeginapplicationsoftware
flow,andthethirdonecompriseshybridnetworkflow.Eventuallywecollectthecommunication
flowwithatotalof291.17hours(Table2),whicharestoredasthefileformatof.pcap.

Wedonotconsidertheflowswhosecommunicationtimeislessthan1S.Afterfilteringthetraffic
samples,weobtain1862flowsasthetrainingsetT1,ofwhich119flowsfromRATstraffic.Weselect
70%ofthedatainT1astraindatasetrandomly,recordasTR1,theremained30%usedastestdataset,
recordedasTE1;Inaddition,thetestsetTE2istheflowfromtheotherfivemachineswhichtotalof
145.83hours(Table3).Afterfiltering,weobtain1342flows,ofwhich86flowsbelongtoRAT.
Thetestsetisgeneratedbythesamemethodasthetraindataset,inwhich4kindsofRAT(Bozok,
HAKOPSRAT,XtremeRATandCometRat)notintrainset.

Figure 1. Overall the detection framework
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3.3. Feature Extraction
Inreality,trafficismorecomplex.Ifwegroupthetrafficbyflow,wecannotidentifytheshort-term
RATflowtimelyfromthelonginteractionbetweentwoIPs.Ifwegroupthetrafficbysession,the
amountofdataisrelativelylarge,whicheffectstheefficiencyofourdetection.Intheviewoftheabove
issues,weanalyzetheconnectionfeaturesoftheRAT’slifecycle,setatimethresholdforthetraffic
betweenthetwoIPs,andsumupthefeaturesofthedifferentsessions,toprepareforthefollow-up
featureselection.ConsideringthetimethresholdsetbyLietal.(2012),wesetTto5minuteswhich
indefinition1.Step③representstheprocessoffeatureprocessing.Weextractnetworkfeaturesof
normalandRATs.Althoughmanyfeaturescanbecalculated,notallofthefeaturescanachievegood
detectionresults.Throughthepreviousanalysis,wecombinethefeaturesfromflag,time,packet
number,numberofbytesandthenumberofsessionsineachflow.Finally,wedecidetoextractthe
followingeightfeaturestotrainourclassifier.Theseeightnetworkbehaviorfeaturesincludesixflow
featuresandtwosessionfeatures:

3.3.1. Flow Features
TheasymmetryintrafficisthemostobviousperformanceoftheRATandnormalapplications.From
theachievementofFarinholtetal.(2017),wecanseethattheremotedesktopcontrolisacommontool

Table 1. RAT sample and their versions

RAT Sample Number of versions RAT Sample Number of versions

Nuclear 3 Gh0st 2

Bandook 1 Sx 1

Huigezi 1 DarkComent 2

Bozok 1 remote 1

CyberGateRAT 1 Taidoor 1

PandoraRAT 1 PoisionIvy 2

CometRat 1 SpyNet 1

StarRAT 1 XtremeRAT 2

PcShare 1 njRAT 3

VanToMRAT 1 Plugx 2

XRAT 1 HAKOPSRAT 1

Table 2. Each machine sampling time for train dataset

Time(h) 25.34 18.91 145.32 2.0 0.85 96.5 2.25

Total time(h) 291.17

Table 3. Each machine sampling time for test dataset

Computers 1 2 3 4 5

Time(h) 7.41 7.42 126.51 2.25 2.24

Total time(h) 145.83
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usedbyattackers.Thisisacommonlyattackmeansandthetrafficisdifficulttocoverup.Figure2
andFigure3indicatethecommunicationflowfromawell-knownRATinacontrollableenvironment.
Whentheattackermakesarequest,thetargetmachineturnstheresultsofthecommand,maybethe
systeminformation,screenshots,audios,videos,etc.,thesedataaremuchlargerthanthecommand
datasendfromtheattacker.Fromtheperformanceoftheflow,somebehaviorscanbereflectedfrom
thesizeofupstreamanddownstreamtraffic,thenumberoflargedatapackets,andthetransmission
time,etc.Evenifanattackerhidestheirbigpacketbysplititintosomesmallpackets,thesestatistical
featuresstillcanidentifyabnormalbehavioreffectively.

3.3.2. Session Features
MostofRATswillstartanumberofflowsforinformationtransmissionintheircommunicationphrase,
suchas:Nuclear,Darkcoment,PcShareandsoon.Thesesessionscanbedividedintotwocategories:
main connection and secondary connection. The main difference between the main connection
andsecondaryconnectionistheconnectiontime.Normally,mainconnectionisestablishedatthe
beginningofthecommunication,whichismainlyresponsibleforsendingcommandsandcontrolling
information;SecondaryconnectionisestablishedbasedonthecapabilitiesofRAT,suchas:stealthe
keyboardrecords,accesstoremotescreeninformation,etc.,thiskindofconnectionisendedafter
capabilitiescompletion.Thecourseofmainconnectionandsecondaryconnectionarebeneficial
forRATtohideitself.Itisacommonmeanstoenhancetheself-survivalabilityofRAT.Infeature
extractionphrase,wechoosethenumberofsessionsasoneofourfeatures.Assumingthelongest
sessionrepresentthemainconnection,wecalculatethevarianceoftheupstreampackettoreflect
theevenlyspreadofpackets.ThecommandcontrolpacketsofRATinthelongconnectionaremore
thanthenormalapplication.WecanseemoreaboutourfeaturesinTable4.

3.4. Establish and optimize the Classifier
Atthisstage,theXGBoost(eXtremeGradientBoosting)algorithmandtheSMOTEalgorithmare
appliedtotheRATdetection.Thehybridalgorithmcandealwiththeproblemofimbalancedataand
achieveabetterresult.Theimbalancedatasetcanbeinterpretedasalargedifferenceintheproportion

Figure 2. The number of bytes sent by the attacker
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ofcertainclassesofasamplerelativetotheotherclasses,andasmallproportionofthedatasetinthe
totalsample.Inthisphrase,weperformsomeoperationsontherawdatasetsandobtainnewsynthetic
samplesthatincreasethenumberofsmallsamples.ThemainideaistofindKsamplesnearestto
eachoftheRATsamplesXintheoriginalRATdata,andthenrandomlyselectNsamplesinthese
nearestneighbordatasets.Subsequently,asyntheticsampleisinsertedbetweentherawsampledata
anditsneighborsamples.Theprocedureofthismethodisasfollows:

ForeachRATsamplex,calculatethestandardEuclideandistancewithalloftheminorityclass
samplesandfindoutitskneighbors.Accordingtotheimbalanceproportionfromthesample,weset
asamplingrateindicatedbyN.WeselectskrandomneighborsforeachRATsamplesxandassumes
theselectionofneighborsisxn.

For each randomsamplexn, anewsample is constructedaccording to the formula (1).xnew
representsthenewinstance;xstandsforaRATexample;y[i]isthefirstInearsampleofX.

x x rand y i x
new
= + ∗ 



 −( )( , )0 1  (1)

Getnewdataset.WeprocesstheTR1databySMOTEalgorithm,theproportionofthebeginflow
andtheRATinTR1from1214:89to1214:1246.ThenewsyntheticsampleisdefinedasTsynthesis.

Then ⑤⑥ represent that we train the XGBoost classifier after the process of the generated
balanceddataset.

3.5. Abnormal Detection
Thisstageistoverifytheeffectivenessoftheproposedmethod.Inthissection,wecompareand
analysistheresultsofrandomforestandGDBTalgorithmwithourmethodaccordingdetectionthe
samedataset.

Figure 3. The number of bytes sent by the user
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4. EXPERIMENTS AND RESULTS

Inthissection,weintroducetheparameterstoevaluationourclassifier,andcomparetheresultsof
differentmethods.

4.1. Evaluation Measures
Fortheimbalanceddatasetdetection,therearetwocriteria:ConfusionMatrixandG-Mean.Inthe
confusionmatrix,eachlinerepresentstheforecastandeachcolumnrepresentstheactualcategory,
TP,FP,FN,TN.ThecorrectnessandFvaluescanbeobtainedbyconfusingthematrix.According
totheconfusionmatrixwecangettheAccuracyandFvalue.Theformula(2)(3)(4)respectively
standsforAccuracy,RecallandF-Measure.

Accuracy
TP TN

P N
C C

=
+
+

 (2)

Table 4. Selected Features

Feature From Property Symbol/Formula

MinPush Flow Theaveragesizeofeachpacketwhichflagis[ACK,PUSH]
inupstreamminustheaveragesizeofeachpacketwhich
flagis[ACK,PUSH]indownstream.Inthetimeinterval
(0,T),thesumofbytesinthepacketoftheupstreamwhich
flagis[ACK,PUSH]isrepresentedbyPbup,andthenumber
isCbup;thesumofbytesofthepackagewhosedownstream
flagis[ACK,PUSH]expressedbyPbdown,andthenumber
isCbdown.

P

C

P

C
MinPush

P

C

P

C
MinPu

bup

bup

bdown

bdown

bup

bup

bdown

bdown

> =

=

,

,

1

ssh

P

C

P

C
MinPushbup

bup

bdown

bdown

=

< = −











0

1,












UpByte Theaveragenumberofbytespersecond.Thetotalnumbers
ofbytesofalldownstreampacketsinTtimeareexpressed
inPdownandthetotaltimeusedfordownstreampacketsinT
timeisdenotedbyTdown.

UpByte down

down

=
P

T

InPac Thenumberofdownstreampacketssentpersecond.Cdown
indicatesthenumberofalldownstreampackets,thetotal
timeusedfordownstreampacketsinTtimeisdenotedby
Tdown.

InPac
C

T
down

down

=

ByteValue Theaveragenumberofbytespersecondinupstreamdivide
theaveragenumberofbytespersecondindownstream.
AccordingtoTLinternal,thetotaltimetakenfortheupstream
packetinTtimeisTup,andthetotalnumberofbytesinthe
upstreampacketisPup.

ByteValue
P T

T P
up down

up down

=
.

.

SendMax Thenumberofpackageswhosesizearegreaterthan90.

SunPac Thenumberofpackets,whichflagcontains[FIN,ACK]or
[RST,ACK]

Session Session Thenumberofsession.

SesVar Thevarianceofalltheupstreampacketsfromthelongest
session.
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Recall
P

P N
=

+
T

T F
 (3)

F Measure
call ecision

call ecision
-

1 .2
=

+( ) Re .Pr

.Re .Pr

β
β2

 (4)

Fortheimbalanceddata,evenifallofthepredictionresultsarethemostclasses,alowererror
ratecanbeachievedwithahigheraccuracyrate,whiletheFvaluecombinestheaccuracyandrecall
rateofafewclasses,soitcanmeasuretheperformanceoftheclassifierundertheimbalanceddata,
theparameterβisusually1.G-Meanisanotherindicatortoevaluatetheimbalanceddata.Tovarious
samples,itisthegeometricmeanoftheaccuracy.Thelargerthevalueis,theperformanceofthe
classifierisbetter.Theformulaisshownin(5).

G-mean
TN

TN FP

TP

TP FN
=

+
×

+
 (5)

4.2. Result and Analysis
Inthissection,weadopttheGridSearchmethodtodeterminethebestparametersbycrossvalidation,
andthenusedtheseparameterstotrainaclassifier.Then,wecomparetherandomforestclassifier,
GBDTclassifierandourclassifieronTsynthesis.Additionally, inorder toprove thevalidityofour
classifier,wecompareourclassifierwiththeXGBoostclassifierwhichistrainedbyoriginaldataset
andthisclassifieraretestedbyTR2andTsynthesis.WeimplementourmodelbyPython.Inorderto
effectivelyavoidoverfittingandthelackoflearningstate,weconductaK-foldcrossvalidation.In
thispaper,thecross-validationofthethreeclassifiersissetto6.Table5showstheresultsofSMOTE
+RandomForest,SMOTE+GBDTandSMOTE+XGBoostwith6-foldcross-validation.Figure4
showsthefourindicatorsofthecross-validationofourtrainingphase,andthelastfourbarsrepresent
theaverageparametersafterthesixcross-validation.

Subsequently,wecomparethedetectionresultsofthreeclassifiersonthetestsetTE1.InTE1,
wecanseethenumberofflowis559,ofwhich30belongtoRAT.ForthetestsetTE2,samplesare
moreabundantthanTE1.InTE2,wecanseethenumberofflowis1342,ofwhich86belongtoRAT.
TE2containsfourkindsofTrojansthatarenotavailableinthetrainingsetandpartofRATtraffic
frominternet.Table6showstheresultsoftheXGBoostalgorithmandtheothertwoalgorithms,
respectively,fordatasetsTE1andTE2.ComparedwithSMOTE+RandomForest,theaccuracyofour
classifierexceeded0.54%,therecallhasincreasedby3.33%,F1hasincreasedby4.81%andGMean
hasincreasedby3.26%.Similarly,comparedwithSMOTE+GBDT,theaccuracyofourclassifier
exceeded0.89%,andfor the importantdetectionparametersof imbalancedata, the recallofour
classifierincreasedby10%,F1increasedby8.36%,GMeanincreasedby8.37%.

WecanseethatthemethodinthispapercanfindoutallRATsinTE1,andtheevaluationcriteria
(*)arehigherthantheothertwodetectionmodels.InTE2,thenumberofbeginsamplesandRAT
samplesaremorethanTE1,theoveralltestresultsareshowninTable7.Inthistable,comparedwith
SMOTE+RandomForest,althoughtheaccuracyratehasasmalldifferenceof0.75%,therecallof
ourclassifierimproved6.98%,F1increasedby5.85%,GMeanincreasedby2.64%.Itisobviousthat
theperformanceisbetter.Similarly,comparedwithSMOTE+GBDT,althoughthetwomethods
havethesameaccuracy,fortheimportantdetectionparametersofimbalancedata,therecallofour
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classifierincreasedby2.33%,F1increasedby2.31%,GMeanincreasedby1.24%.Itisprovedthat
ourmethodcandetecttheunknownRATandmakethemodelbetterthantheSMOTE+Random
ForestandSMOTE+GBDTalgorithmswhenchoosinganewdataset.

Table8showstheresultsofourclassifiergeneratedbytheTsynthesisdatasetandtheXGBoost
detection model trained by the initial TR1 on the same dataset. From the table we can see that
althoughthedetectionmodelgeneratedbyXGBoostalgorithmhasgooddetectioneffect,ourmethod
effectivelyreducesthefalsenegativesrateofsmallsample’s(RAT).Ingeneral,theclassifierdetection
performanceisefficient.

5. CoNCLUSIoN

Inthiswork,weanalyzedeightfeaturesofRATs,andproposedanovelRATdetectionmethod.The
proposedmethodisfocusedonselectingsomeefficienttrafficfeaturestodistinguishknownand
unknownRAT.Althoughtheirbehaviorhasbeenchanged,theirnetworkstatisticalfeaturesaredifficult
tochange.Thatisexactlywhyourmodelismorestable.FortheparticularityofRATdetectionin
hybridnetworktraffic,wesolvedtheproblemofimbalancedataset.Subsequently,weimplementedan
efficientclassificationalgorithmonthesyntheticdataset.Aftertworoundsofexperiment,theresult
validatethatourclassifiercangreatlyreducethefalsenegativerateofsmallsampleswhichtrained
ontheequilibriumdataset,andprovethefeaturesofourselectedandthefirsttimeoftwoalgorithms
forTrojandetectionareveryefficient.However,whentheattackersusetheotherprotocolssuchas
UDP,ourmethodwillbeeffectiveness.Thus,wehavetoexpandtheproposedmethodondetecting
theotherkindsofprotocolsinthefuture.Furthermore,wewillcollectmoresamplesoftheRAT
tostrengthenourmodel.Weexpecttheoptimizedmodelcannotonlydealwithpcapfile,butalso
implementthereal-timedetection.
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Figure 4. The results of our classifier training phase after per double cross validation

Table 7. Detection Results for Test Set TE2

Detection Method Accuracy* Recall* F1* G-Mean*

SMOTE+RandomForest 99.18% 93.02% 93.57% 96.78%

SMOTE+GBDT 99.63% 97.67% 97.11% 98.18%

SMOTE+XGBoost 99.93% 100% 99.42% 99.42%

Table 8. Comparing the proposed classifier with XGBoost classifier

Dataset TE1 TE2

Detection Method XGBoost SMOTE+XGBoost XGBoost SMOTE+XGBoost

Accuracy* 99.82% 99.82% 99.85% 99.93%

Recall* 96.67% 100% 97.67% 100%

F* 98.31% 98.36% 98.82% 99.42%
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